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Apache Struts2
AR PATIR (S2-057)
BRI EHFHR

Struts®

A

kfaRtia]; 2018 E8 B 23 H

&k

JEaFIA] 2018 4 8 H 22 H, Apache B J7 RKANIEE A | Struts2 H—4 iz
FEAAY AT IR (CVE-2018-11776, CNVD-2018-15894, CNNVD-201808-740) .
ZIRTAAE P FE L T AAAE, 55—, 24 xml BLE K% E namespace {H, H LJZE
ZERCEE (action (s) configurations) ¥ & B f# H B AL namespace {E S,
A B S SO AL HAT IR R A 5, R W E value Al action fE K] url
P25, H EZEBEhERCE F ok ik B 88 A AL ST namespace {8, [FIFE ] HE T BULHE
AAEHAT

FHOGEERE R
https://cwiki. apache. org/confluence/display/WW/S2-057

R MARA

® Struts 2.3 - 2.3.34
® Struts 2.5 - 2.5.16
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® Struts 2.3.35
® Struts 2.5.17

ESZNUEANIES

RS B

1 e B SRS

IR P2 AR TARRRAS Y Struts 4L4F, 4R H RG5] NFHRARR, RAFAE
e Bk 2z AR It B RS o B EH S F R L HEE S NI IR A R B AL T2
SEMEE L2 o

A E Maven IC B XA pom. xml F 5 FAHAFHIRRCA . 2

<dependency>
<groupld>org.apache.struts</groupld>
<artifactld>struts2-core</artifactld>

<version>2.5.13</version>

</dependency>

LT PR VE Y, WG R P RARTH 2 Struts2 EHRBTRCR,
PAORE I 2B 37

I I 28 A A AR

Linux R4 T A EH LT ar & AR H AT struts2—core &, M &H
HCfE44,  FIWT 2 TR .

find / -name struts2-core-*.jar

root@localhost:~
File Edit View Search Terminal Help

[root@localhost ~]# find / -name strutsZ-core-*.jar
/root/Documents/struts-2.5.13/1ib/struts2-core{2.5.13)jar
[ root@localhost ~1# |

A LHEALRRAS SAE S A, TS - R RTH ZE fofhieAs
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>
BHBRITR

B CAERFRATRBE 7 IR, SR Struts THEREE T1BE
FRAS, 2.3, %[ P ISF % 2.3.35; 2.5« PEFRE 2.5. 17, FEEis:
W R FR:

Struts2. 3. 35:
http://mirrors. hust. edu. cn/apache/struts/2. 3. 35/struts—2. 3. 35—all. zi

p

Struts2.5.17:
http://mirrors. hust. edu. cn/apache/struts/2. 5. 17/struts—2. 5. 17-all. zi

e BN AR R T SR

HEE A Struts 2 FIBCE O, W struts. xml, A% AH E X namespace fiy
2472 [A] Y] package 9 RIS I 44 75 [AIBC E

<package name="user" namespace="/user" extends="struts-default">
<action name="login">
</action>

</package>

SRR E

S BRI BA NI i 5 R 55

1. AMBE A s RSIRRAEZeranil, Ak F .
FHLo T i k-«
https://cloud. nsfocus. com/megi/holes/hole struts2 2018 8 23.html
PC iy 17 [ ik
https://cloud. nsfocus. com/#/krosa/views/initcdr/productandservic
e?service 1d=1026
2. WP =] DUE R 2R B R RN R A 5248 (IDS) , iR 2 2 vPAl R4t
(RSAS V5. V6) Fll Web N UG R4 (WSS) #EATALI.
o ANEfMARS (IDS)
http://update. nsfocus. com/update/listIds
® LAV RS (RSAS V)
http://update. nsfocus. com/update/listAurora/v/5

@z R R 2018 http://www. nsfocus. com



https://cloud.nsfocus.com/megi/holes/hole_struts2_2018_8_23.html
https://cloud.nsfocus.com/#/krosa/views/initcdr/productandservice?service_id=1026
https://cloud.nsfocus.com/#/krosa/views/initcdr/productandservice?service_id=1026
http://update.nsfocus.com/update/listIds

I ’
B X
® LRVl RS (RSAS V6)
http://update. nsfocus. com/update/listRsasDetail/v/vulweb
® Veb N HIRIFAFAH RS (WVSS)
http://update. nsfocus. com/update/listWvssDetail/v/6/t/plg

i EARERE, TR SR AR R AL BEAT A !

5 FH 2% B BHE B 1P 27 i AT B

o NZPiF KRG (IPS)
http://update. nsfocus. com/update/listIps

® TP kEERSAE (NF)
http://update. nsfocus. com/update/1istNf

® Vb BB RS (WAF)
http://update. nsfocus. com/update/wafIndex

W EIAREERE, THE R A R ) BEAT B

A B TR/ RN A=

A= b FEREIRN A S

IDS 5.6.7.732. 5.6.8.732. 5.6.9.18479. 5.6.10.18479

RSAS V5 web ##f48, | V051758

RSAS V6 web ##:4 | V6.0R02F00.1004

WVSS V6 web #iH | V6.0R03F00.113

B4 P FEZAN R A5
IPS 5.6.7.732. 5.6.8.732. 5.6.9.18479. 5.6.10.18479
NF 5.6.7.732. 6.0.1.732
WAF v6.0.5.1.39591. v6.0.7.0.39590. v6.0.6.1.39589
BARTC B 7 %
BRI
TR

WME A, #NT EERM T cleanNamespaceName J5{E, 1% 7@t (44 #
177 2R IGUE namespace & &5, WE A AARIAEE 7 KRE, RN
Zse— Ognl HIRIEXIENIFI
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http://update.nsfocus.com/update/listRsasDetail/v/vulweb
http://update.nsfocus.com/update/listWvssDetail/v/6/t/plg
http://update.nsfocus.com/update/listIps
http://update.nsfocus.com/update/listNf
http://update.nsfocus.com/update/wafIndex

mapping.setNamespace(cleanupiamespacelame(namespace)};
mapping.setName(cleanupActionName(name));

b
ll,u'd:ﬂ:

* Checks namespace name against allowed pattern if not matched returns default namespace
*

* [Dparam rawNamespace name extracted from URI
* [@return safe namespace name
1=.I,l'
protected String cleanupNamespaceName(final String rawNamespace) {
if (allowedNamespaceNames.matcher(rawNamespace).matches()) {
return rawhlamespace;
} else {
LOG.warn(
"{} did not match allowed namespace names {} - default namespace {} will be used!”,
rawNamespace, allowedActionNames, defaultActionName
).

H
return defaultNamespaceName;

AT

IR R AT U 2 S5 ISR IEE A 7B KIERE, I+ B4 4
T —FIRIAEE: https://lgtm. com/blog/apache struts CVE-2018-11776. #%
FOZ MR B 3ivE, HHEL struts2-showcase T HAE 7B, 1B
struts—actionchaining. xml, HAKUIT:

1. <struts>
2. <package name="actionchaining" extends="struts-default"

3. <action name="actionChainl" class="org.apache.strut
s2.showcase.actionchaining.ActionChainl">

4. <result type="redirectAction">

5. <param name = "actionName">register2</param>
6. </result>

7. </action>

8. </package>

9

. </struts>

FEXFEW T, A 2 actionChainl. action HJ1E R H IR [A] 25 SR ES 235 7]
register?, JfHIAITEES S ServletActionRedirectResult. execute JyiEHT,
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https://lgtm.com/blog/apache_struts_CVE-2018-11776

Vo . oL

M D
HARIN T -

M EETTLUE Y, #id namespace FB, {54% 1 tmpLocation 74, FfHx%
BN T I AT PoC, X2 4N T H 9t 4 BEdk namespace HIBREK, 4k4E
EREF namespace )2 1], $ATHE S F ServlietActionRedirectResult [T
2% StrutsResul tSupport. execute Jyyk, BEARI A

XHEA/ conditionParse Jrik, AT 2 M Ognl R HCR R A E,
RGP HAARE 2, HAE S RFEY, UMZHERTH, A8 RKN
WL struts B5, SRR LA, AR SREEEL, MmEM .
JHESEIL S B s -

Straim ditienalFar g param, Actionlnwoeation inwoeatien) {

XN T EP2{F 2| TextParseUtil. translateVariables 7k, 4¥42ERER,
WA EEEN OgnlTextParser H [ evaluate J75¥2%, B /o= AW e ARIFRIEXE
ik, R SRk B0$ ) 8% {1, #E A evaluator. evaluate K{E, K
BRI E R, SR FEAPITERE, B~ EH:
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findValue:372, OgnlValueStack (com.opensymphonyxworkZ ognll, OgnlValueStack.java

M B ] DL H 5 T0Z sl A2 e f 35 R 7 Ok R FH ProcessBui lder 41 bR
e, bR o B AT AR A B LR

FATAT LA T RELE T SHA —LIEFH . KREF Ognl 224N i —L4z 1k,
RN
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>
>
3
3
3
3
>
>
>
>
>
>
>

FERBARL ESGHIN T —L3K, 73R
class ognl.DefaultMemberAccess
class com.opensymphony.xwork2.ognl.SecurityMemberAccess

class java.lang.ProcessBuilder

IHTEER T, THEARIC A E R, W

GET A HTTP/1.1 302 Found

(%624 %7B %28%23c%30%23reque st pER0A0 Tebe de0i0 Coalbia G a sl 000 T0LE QLD " Server: Apache-Coyote/1.1
Econtext320%2E%28%23containerd [ TES = = Location) ,.i'java.lang.ProcessImp|@26al5236/1'egister2.action
y%2Exwork2%2EActionContext%2Ec SE(\) S=E) ZEmH) Content- ey

%23container¥2Egetinstance %28 %4 Date: Thu, 23 Aug 2018 13:18:46 GMT
Eognl%2EQgnlUtil%40class%29%29! Connection: close

es5%28%29%2Ecleartt28%29%29%2 e‘
MNames%28%29%2Eclear’28%29%2

Context%40DEFAULT%5FVENMEB ER % T o
berdccess%28%23dm%209%29%2E% | | - L T [ T T T
D%29%29%2E%28new%20java%2El = [~ ] _| T|
9520%2Estart%28%29%7D/actionChi SR [ St | S (S |
Host: 192.168.3.103 e o Il Il al
Upgrade-Insecure-Requests: 1 — L
User-Agent: Mozilla/5.0 (WVindows N ‘ 4 || 5 H 6 || % ||1;‘x|
(KHTML, like Gecko) Chrome/69.0.3 = T R =" =="r

Accept: ‘ 1 || 2 H 3 ||;| _‘

test/html, applicationfxhtm|+xml,app

ng,*f*q=0.8 0 H - || + |
Accept-Language: en-US, en;q=0.02
Connection: close
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iz P HER

OB

TRG &2 F & HRAt N = B2 F

TSA (FRBABTHRITE)

Wi “struts2 057 JIRBE” F44EN
HEN BSA 534N E 0T, HEANRL S| APP, W0l 1. 1:

1.1 gL 5] 2 APP

1. FrEMENZIN

e, 1. 2.

e e BESETHN | > SRR | WERESA ||+ FRA

N A

;S & i == BiF

1.2 Frasm

TEHTRE DU, W 1. 3:
AR & AR
o2 W28 N AR K]
FEN sql:
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select sip, dip, sum(last_times) as atk_count, sip, dip, min(timestamp) as start_time,
max(timestamp) as end_time, concat_agg(related_id_list) as related_id_list from
internal_app_bsaips.ipslog where rule_id =24298

group by sip, dip
g

A o] o eses |

muaﬁ*l Rt AT v |

FMisqgl +

select sip dip,sumilast_times) as atk_count, min(timestamp) as start_time max(timestamp) as L7
end_fime,concat agg(related_id_list) as related_id_list from internal_app_bsaips.ipslog where rule_id =24293
group by sip, dip|

B 1.3 B A - U S

M2, BN R E v, i 1. 4
A FR: struts 057 A BT

LAY
FHAFRr B
gElingtg g
R [A]
JEPIDEAEE
FHFRA.
TR 3 -
PRI I

=]

Witizi&

1800 (ERIMED

3600 CERINE)

sip, dip

RENRHM - WSS

LM T E AR struts2 YRR BT .

WM T AR FH N T, WU B = C k. B,

Wil RGN T B, HHEEA struts RS, BHINZE P R E IR FE

15 P IR
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E=r=S

HMRET =Z:E

e FEAER

EFR* | struts2_05TIEREME ]

e & O]

SHEr | WEEE v
SEafadi@« | 1200 7]
EEERTEI ¢ 3600 (2]

BB« | BER EEam -
SEER s Zm)ESFH v || RS v

AR | EEEEWEE TR R, 7]

MY | ARMEEAEEAEDTEF , WiRieErEaiE. T MEWEERARSET .5 |
BffEastusiRE | ERASRErEE TS SHETRRE. |

B 1.4 SEr - e s A

mdr e SEGZ I L & -
FERZ R A 2 2%, nlAl 1. 5:

ms &R sz e e

100002 struts2_05TiERE BENAN == :
P 1.5 A0 AR 2L

2. BRI %N

BN, K 1. 6:
SRR s

AUIE  ARFE o BN | > REEEA | W R
RS ~
&= =] =Sl = =lE

K 1.6 Hra s
e v, i 1. 7:
FEARE A, & FAE
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FE sql:

>
AU 732K

AN
o 3 2 2

select sip, dip,LOWER(protocol_type) as protocol_type, LOWER(domain) as
domain,dport as dport ,uri as uri ,event_type as event_type_sub,min(timestamp) as
start_time,max(timestamp) as end_time,sum(count_num) as
atk_count,concat_agg(related_id_list) as related_id_list from
internal_app_bsawss.waf_webseclog where rule_id =27004870 group by
sip,dip,protocol_type,domain,dport,uri,event_type

E:ff=d

AT * EEER o TEER

MU%" [Ziezse=e S v |

FMsql *

select sip , dip, LOWER{protocol_type) as protocol_type, LOWER{domain) as domain,dport as dport .urias uri L]
,event_type as event_type_sub,min(timestamp) as start_time, max(timestamp) as end_time,sum{count_num) as
atk_count,concat aggirelated_id_list) as related_id_list from internal_app_bsawss wafl webseclog where
rule_id =27004270 group by sip,dip,protocol_type,domain,dport,uri,event_type

'F_.Il:

K17 B A - U

M2, BN E R E v, a1, 8:
A FR: struts 057 il BT

LAY
FHAFRr B
JER I IS [R)
R [A]
JEPIDEEE
FFRA.
TR 38 -
WU RS

H

Bz id

1800 (BRIMED

3600 CERINED

sip, dip, protocol type, domain, dport, uri

RGNRZFM - WA

R R BEEE T struts2 TR BT

R KA E A TTE T, W57 C k. S0, gk

Wik RGN T HE=, HHMER struts IRS, EMIAMZR S ST

175 7 BT
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ANMER,  TEEl

AMlnE M2

& | swus_osTRmRE e

BEEE & (» = =

SRR | wEEE -
EATRTIE « | 1300 (7}
SR« | 3600 (7}

B« | AT (OO ~
SHER | Ze)ESE v || REE -

AR | RS EREEHTsusZRRATE. 7]

MY | MRwEEEEAEsEr  MiRERsr-aafl. T, EWEEna®sE=. 7+ | o
BfEasnusBE | BRI EREr 2T T ETER.

B 1.8 SEr A - R e i s

mdr e SEGZ I L & -
FERR R A 22 2R %, Il 1. 9.

[ZES = s ]

s &R =3 B HIE

100004 struts_057RiRME BN == |:|

B 1.9 fRLIIA:

ESP (M ERETFE)
¥ “Apache struts2 JRIFEFIFH” FEHN

=3 3

FTOT ESP st 22 4P &, N 20 —> FARN, Eifj#k %) Apache

struts2 JWIAAIFH, WK 2.1 s, Sdigmiaesd .
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WEE | srusd AL o v STHERAN

R M WEFES v iR v BE AR

SR 4 FEAE e . EWATEM

S - ]

- o
- MR AR Wi L] Sl el @te

fatid * Apac Apach WAFZEEE nERE 2018-08-13 16:15:11 mags L P40 |

e

- <@ =EN& 21T

L

B 2.1 G AL

MEHNECE R E, W 2. 2:

{ p
e O UEE

“fiEE ) 60

BE | WARREEE

AWAFBGERRS e (ruleid in [27004857,27004856,27004851,27004847,27004845 27004842, 27002873, 27002872, 27002869])

SEEE AURLEEZ ABTIESRE SR AEIP AERIP AB#=0

FitEE BE

K22 SAiliigd

WK 2.3, BN id BlijE 27004870, s E:

T

27004857,27004856,27004851,27004847,2

K 2.3 BB E

s sE N A, HORIIA 2. 4.

{ EEEE

o » eigE

BR @ 2 E
EERE
BT
EEEA BR

w | IEE0

K 2.4 mdisek
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V . ok

TAM g (BREREDTTE)

1. 4%%8 “Apache struts2 JRIRBIEEE” SN

P W5 UTS 242K, Wn) PLE B Apache struts2 Jwil X5 54
RO RS2, A8 A5 UTS B Struts2-057 w4 A,

1) b N A3 S R U0 A S St H 5%
(/home/bsauser/BSA/apps/bsa tam2/conf), #4y mergeconf. xml L4, 4R )5 A
H vi ¥TJF mergeconf. xml 04, WK 3. 1.

B 3. 1 FTOF Al R0 e B SO

2) ffiH/Struts2 #2 “Apache struts2 JeiFBLdFHAE” T A, 1 sql
1 rule id in WAFES NN 24298, FERAFEH, U EZhE.

3.2 &4 “Apache struts2 JgiFHXCE A" FUNY &

2. FrBEHEXIR

VAU ISR UTS JER TR, s R AT Struts2-057 FIAIESL,
LI i B 1 5 XA 5

1) M BSAF G EEAAIERAHT APP 4% “H B > “HRILE” > “H
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E X > “HrE” , PR 3. 3-3. 6.

K 3.3 4TH BSA ‘F&

e G TRRMS YIRS e | sl | pmm | wEab

) W

e SR

b3 Nore
AN~ An A A aa ST O

0 WEEeHE O st

3.4 FTJT A& APP

MR | LSS | PSR | SRS |
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Kl 3.5 T E M Rl E

2) FEGw R UL IR E Indn T A, H o Bl A i [ A (B T i ], mI G
B e R E AL R E] . Sql A

select sip,dip,-1 as sport,dport,min(timestamp) as start_time,max(timestamp) as
end_time,first_value(sip_int) as sipv4_int,first_value(srccountryname) as
src_country,first_value(srcsubdivisionname) as src_province,first_value(srccityname)
as src_city,first_value(dip_int) as dipv4_int,first_value(dstcountryname) as
dst_country,first_value(dstsubdivisionname) as dst_province,first_value(dstcityname)
as dst_city from internal_app_bsatam2.tam_httplog where method="GET" and (uri like
‘%java.lang.Runtime%' or uri like '%java.lang.ProcessBuilder%") group by
sip,dip,dport

MATECE LN 3. 6 Fros:
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*IBEEF | Apache stutsZiFEMESEE

A fiiELiE (@ F =58

* AAEN | select sip,dip,-1 as sport,dport,min(timestamp) as
start_time,max(timestamp) as
end_time,first_value(sip_int) as

sipvd int,first_value(srccountryname) as
src_country,first_value(srcsubdivisionname) as
src_province,first_value(srccityname) as
src_city,first_value(dip_int) as

dipv4 int,first_value(dstcountryname} as

dst country,first_value(dstsubdivisionname} as

dst province,first_value(dstcityname) as dst city from
internal_app_bsatam2.tam htiplog where method="GET'

and (uri like "%java.lang.Runtime®’ or uri like
'%java.lang.ProcessBuilder®’) group by sip,dip,dpert

=il @ AT SEE]
EHEhERE
* EFEEEEE
EIFEFRENE | 2018-08-23 21°:00:00

CWERER | mEes

CREEH | sipReEE dp S EEE
FEEE 0% (F &

AlfEE @ B &
* EREEEE
executor-coras
driver-memory
NUM-EXecutors

executor-memaory

K 3.6 KN E E 75

WAF B x& XN e B

e Sl g Wb iesiie

1. B Az SR, Rkl “ 24 - “HNEER” - “HEX” - “Fd”
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RESE  wab  Sydem  o¥Ias USSR SEsE  EmsE  ssT mewi more @ EEEE
2 a
FMEEE BEY
Bl & BFREAR Qs .
WebfRE=ERIRE
WebfEiiE ©
e E=
FREEIAIR .
SQLEAFR
LDARSENEEE ]
SSIESIHR
XPatmiE AR mEO0M  EEE0 = = T—a =Ein 4 FFE
ESTENBR . -
T D E=d fod =2
EETHEAINR
ADLE o TR
WebShelllF7R
HEEETE mH0M EEE0 & | @ = == Sl
0 B SEET
T — -

S B/O=E CPU: 49.6 %, MEM: 35.0 % POl © 20171219 17:21 iEfFEHAL 21T 7554

2. BB NG %N “s2-0577

i x
k=% i 52-057
iR
e WeblEfRA v |
Sl
BRATRER

s
MLFRHEE EmEE v

ME © EsHE
= E
HIEREE (uri * rco javat.lang\.(Runtime|ProcessBuilder))
P
HHE HIH

3. MRk A E TR E
MR % URI-path
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R, ENA L

Kl : javal.lang\.(Runtime|ProcessBuilder)

574 x
EFR 52-057
HFEE
el (WeblEHRA v |
Hl AT
EESHRENS
e | URI-path v |
i
= MiE @ [ES#)E
0 ElE
SRS (uri * rco javal lang (Runtime|ProcessBuilder))
P
HE B
it B 5E 5 AT LU Bl AR &4
e |WebfitmE v |
KT
HEHIFEMS
RlUR ] | URI-path v
TLERAR{E | EmEE v |
MHE @ LES#IE
S EEE
OE-EAC (uri_path * rco javal.lang\.(Runtime|ProcessBuilder))
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MD5: 81269ef8b21af3462d4cef137248609¢ Fih: 2.07M
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—. SriEsm
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#E#: eoiunifallrulepatchips.5.6.10.18479 rule fE#: 561018479

MD5: 34495183ed37 5c18a0b2fof43 5604564 Fahe 22.48M

i

SRR ESEEHRE, (TrEREEERE S5 AR10F00E £, SESEFS 6R10F00RLEFHE, Sy RFHEa,
FHESEIETA0S =, ANETEES5.6.1018479, FEHESFHS/ CHERRRE:

FTHEE:

1. BEE[24296]:Adobe Acrobat EMF EmfPlusDrawLinesiHESreiE s i HmFE(CVE-2018-5067)
2. BEE[24297:Mode js nghttp2 nghttp2_frame_altsve_free ZEIBELS |FICVE-2018-1000168)
3. I [24208] Struts SRR S ST REICVE-2018-11776)(52-057)

BN
1. 524294 Apache Solr XML SH535iEiE A\RRICVE-2018-8010,CVE-2018-8026)

fiza A3
1 FFHEEFRES [EENEEEY, THERSETEH, (Sping@eEi-51, MERSEEIEHR

MSFOCUS MIDS/MIPS product signature upgrade package, depends on firmware version at least 3.6R10F00 and engine
version 5.8R10F00. This is a total upgrade package. After upgrade package is imported, firemare version and engine
version willnot change, signature version will change to 5.6.10.18479. This package include changed rules:

naw rules:

1. threat[242956]:Adobe Acrobat EMF EmfPlusDrawlines Count Heap Buffer Cverflow Vulnerability (CWVE-2018-5067)
2. threat[24257]:-Mode js Foundation Modejs nghttp2 nghttpd_frame_altswc free Mull Pointer Diereference(CVE-2018-
1000168)

3. threat[242598]-5truts2 Remote Command Execution Vulnerability [CVE-2018-11778)(52-057)

update rules:
1. threat[2425%4]-Apache Sclr ConfigSets XML EBdemal Entity Bcpansion Information Disclosure{CVE-2018-8010,CVE-
2018-8026)

Announcemeants:
1. After update the package, the engine will restart automatically, this will don't interrupt sessions, but will cause 3-3
packets loss on ping opereate”, please update on a suitable time.

STREIE: 2018-08-23 16:24:08
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