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https://translate.googleusercontent.com/translate_c?act=url&depth=1&hl=zh-CN&ie=UTF8&prev=_t&rurl=translate.google.com.hk&sl=en&sp=nmt4&tl=zh-CN&u=https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-8581&usg=ALkJrhgjHik4QfORrJ_mOuTnXWQa5WXGqQ

Windows Shell CVE-2017-8463 Windows %Y P&} I A HAT AL IR

R EPRO

SR 5 o

BREW

TERE T QD RATEAN T, 1 AT RN TR

b

CVE-2017-0243 — Microsoft Office Remote Code Execution Vulnerability

S Vulnerabilit
CVE ID Vulnerability Description everity .
. Impact
ating
CVE- |CVE Title: Microsoft Office Remote Code Execution Vulnerability Imbortant Remote Code
2017- Description: P Execution
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https://translate.googleusercontent.com/translate_c?act=url&depth=1&hl=zh-CN&ie=UTF8&prev=_t&rurl=translate.google.com.hk&sl=en&sp=nmt4&tl=zh-CN&u=https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-8463&usg=ALkJrhhq1euzZG0Go_VRepIC5A2HN3OS8g

CVE ID

Vulnerability Description

aximum
everity
ating

Vulnerability
Impact

0243
MITRE
NVD

A remote code execution vulnerability exists in Microsoft Office software

when it fails to properly handle objects in memory. An attacker who
successfully exploited the vulnerability could use a specially crafted file to
perform actions in the security context of the current user. For example, the
file could then take actions on behalf of the logged-on user with the same
permissions as the current user. Exploitation of this vulnerability requires
that a user open a specially crafted file with an affected version of Microsoft
Office software.

In an email attack scenario, an attacker could exploit the vulnerability by
sending the specially crafted file to the user and convincing the user to open
the file. In a web-based attack scenario, an attacker could host a website (or
leverage a compromised website that accepts or hosts user—provided content)
that contains a specially crafted file that is designed to exploit the
vulnerability. However, an attacker would have no way to force the user to
visit the website. Instead, an attacker would have to convince the user to
click a link, typically by way of an enticement in an email or Instant

Messenger message, and then convince the user to open the specially crafted
file.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0243
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-0243

CVE ID Vulnerability Description

aximum
everity
ating

Vulnerability
Impact

Office handles files in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

The security update addresses the vulnerability by correcting how Microsoft

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-0243

Severity

#roduct %B Article

Impact

Set

Fupersedence

equired

CVSS Score ﬁestart
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CVE-2017-0243

B : N/A
, , - 3203459 ase: N/
Microsoft Business Productivity (Securit mbort ntRemote Code Non Temporal : \avh
ecur mporta one aybe
Servers 2010 Service Pack 2 Update) ’ b Execution N/A v
ate
! Vector: N/A
B : N/A
_ _ _ 9880514 ase: N/
Microsoft Office 2007 Service Pack . Remote Code Temporal :
(Security Important . 2767772 Maybe
3 Undate) Execution N/A
ate
. Vector: N/A
B : N/A
_ _ _ 3203468 ase: N/
Microsoft Office 2010 Service Pack . Remote Code Temporal :
. o (Security Important . 2956073 Maybe
2 (32-bit editions) Update) Fxecution N/A
paare Vector: N/A
. . . 3203468 Base: N/A
Microsoft Office 2010 Service Pack ) Remote Code Temporal :
. o (Security Important . 2956073 Maybe
2 (64-bit editions) Update) Execution N/A
paate Vector: N/A
B : N/A
, , 3203469 ase: N/
Microsoft Office Web Apps 2010 . Remote Code Temporal :
. (Security Important . None Maybe
Service Pack 2 Update) Execution N/A
ate
v Vector: N/A
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https://www.microsoft.com/downloads/details.aspx?familyid=d364ae31-4750-4a59-a478-1d6cb08eb32b
https://www.microsoft.com/downloads/details.aspx?familyid=d364ae31-4750-4a59-a478-1d6cb08eb32b
https://www.microsoft.com/downloads/details.aspx?familyid=d364ae31-4750-4a59-a478-1d6cb08eb32b
https://www.microsoft.com/downloads/details.aspx?familyid=57ab13fe-a647-459b-ace2-cbd2ec29f82b
https://www.microsoft.com/downloads/details.aspx?familyid=57ab13fe-a647-459b-ace2-cbd2ec29f82b
https://www.microsoft.com/downloads/details.aspx?familyid=57ab13fe-a647-459b-ace2-cbd2ec29f82b
https://www.microsoft.com/downloads/details.aspx?familyid=2828b17f-ede9-4b2a-ba34-dab458ced38c
https://www.microsoft.com/downloads/details.aspx?familyid=2828b17f-ede9-4b2a-ba34-dab458ced38c
https://www.microsoft.com/downloads/details.aspx?familyid=2828b17f-ede9-4b2a-ba34-dab458ced38c
https://www.microsoft.com/downloads/details.aspx?familyid=a51a1ec9-b166-4506-8a64-95c0f7515fae
https://www.microsoft.com/downloads/details.aspx?familyid=a51a1ec9-b166-4506-8a64-95c0f7515fae
https://www.microsoft.com/downloads/details.aspx?familyid=a51a1ec9-b166-4506-8a64-95c0f7515fae
https://www.microsoft.com/downloads/details.aspx?familyid=3d03efd7-352a-478e-a306-99e572e440c7
https://www.microsoft.com/downloads/details.aspx?familyid=3d03efd7-352a-478e-a306-99e572e440c7
https://www.microsoft.com/downloads/details.aspx?familyid=3d03efd7-352a-478e-a306-99e572e440c7

CVE-2017-8569 — SharePoint Server XSS Vulnerability

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

CVE-
2017-
8569
MITRE
NVD

CVE Title: SharePoint Server XSS Vulnerability

Description:

An elevation of privilege vulnerability exists when Microsoft SharePoint Server
does not properly sanitize a specially crafted web request to an affected
SharePoint server. An authenticated attacker could exploit the vulnerability by
sending a specially crafted request to an affected SharePoint server.

The attacker who successfully exploited the vulnerability could then perform
cross—site scripting attacks on affected systems and run script in the security
context of the current user. These attacks could allow the attacker to read
content that the attacker is not authorized to read, use the victim s identity
to take actions on the SharePoint site on behalf of the user, such as change
permissions and delete content, and inject malicious content in the browser of
the user.

The security update addresses the vulnerability by helping to ensure that
SharePoint Server properly sanitizes web requests.

FAQ:

Important

Elevation of
Privilege
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8569
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8569

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

E;one
itigations:
None
Workarounds:
None
Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8569

CVSS Scor tart
Product Article Severity [Impact Supersedence core es ?
Set equired
Base: N/A
Microsoft SharePoint 3213544 (Security Elevation of Temporal :
I tant 3203432 b
Enterprise Server 2016 Update) mportan Privilege /A avbe
ector: N/A
eZk B RHY 2017
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https://www.microsoft.com/downloads/details.aspx?familyid=10b337e2-7abe-44c7-94dd-6be92f4ae7cd
https://www.microsoft.com/downloads/details.aspx?familyid=10b337e2-7abe-44c7-94dd-6be92f4ae7cd

CVE-2017-8570 — Microsoft Office Remote Code Execution Vulnerability

CVE ID

Vulnerability Description

aximum
Severity
ating

Vulnerability
Impact

CVE-
2017-
8570
MITRE
NVD

CVE Title: Microsoft Office Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists in Microsoft Office software

when it fails to properly handle objects in memory. An attacker who
successfully exploited the vulnerability could use a specially crafted file to
perform actions in the security context of the current user. For example, the
file could then take actions on behalf of the logged-on user with the same
permissions as the current user. Exploitation of this vulnerability requires
that a user open a specially crafted file with an affected version of Microsoft
Office software.

In an email attack scenario, an attacker could exploit the vulnerability by
sending the specially crafted file to the user and convincing the user to open
the file. In a web—based attack scenario, an attacker could host a website (or
leverage a compromised website that accepts or hosts user—provided content)
that contains a specially crafted file that is designed to exploit the
vulnerability. However, an attacker would have no way to force the user to
visit the website. Instead, an attacker would have to convince the user to

click a link, typically by way of an enticement in an email or Instant

Important

Remote Code
Execution
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8570
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8570

CVE ID Vulnerability Description

aximum
everity
ating

Vulnerability
Impact

file.

Office handles files in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Messenger message, and then convince the user to open the specially crafted

The security update addresses the vulnerability by correcting how Microsoft

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-8570

Product KB Article Severity Impact SupersedenceCVSS Score Rest?rt
Set Required
Base: N/A
g;iiozoft Office 2007 Service 3iézfjg (Security Important'gizziiigide 9903436 ;jiporalz Maybe
Vector: N/A
Base: N/A
Ut e 0 i 00 (S Oy
Vector: N/A
Base: N/A
i i i 213624 ri :
ot Ot 10 Srvice L S O g T
Vector: N/A
Base: N/A
Microsoft Office 2013 RT Service 3213555 (Security Importani,RemOte Code None Temporal : Vlaybe
Pack 1 Update) Execution N/A
Vector: N/A
Base: N/A
rorr e 20 eice N ke gy ol
Vector: N/A

ez A 2017

http://www. nsfocus. com



https://www.microsoft.com/downloads/details.aspx?familyid=11e460a6-673f-46ea-b6de-b5d798ca1381
https://www.microsoft.com/downloads/details.aspx?familyid=11e460a6-673f-46ea-b6de-b5d798ca1381
https://www.microsoft.com/downloads/details.aspx?familyid=9dcb6ee0-6209-4ce0-af94-a69e2e00d534
https://www.microsoft.com/downloads/details.aspx?familyid=9dcb6ee0-6209-4ce0-af94-a69e2e00d534
https://www.microsoft.com/downloads/details.aspx?familyid=ab38a40b-1872-4943-a35a-6e35df1e599c
https://www.microsoft.com/downloads/details.aspx?familyid=ab38a40b-1872-4943-a35a-6e35df1e599c
https://www.microsoft.com/downloads/details.aspx?familyid=d46a5a32-cd74-483c-846a-224328067a92
https://www.microsoft.com/downloads/details.aspx?familyid=d46a5a32-cd74-483c-846a-224328067a92

CVE-2017-8570

Base: N/A
Microsoft Office 2013 Service 3213555 (Security Remote Code Temporal :
I tant 3203386 Mayb
Pack 1 (64-bit editions) Update) mportan Execution N/A avbe
Vector: N/A
Base: N/A
Microsoft Office 2016 (32-bit 3213545 (Security Remote Code Temporal :
I tant 3191882 Mayb
edition) Update) mportan Execution N/A avbe
Vector: N/A
Base: N/A
Microsoft Office 2016 (64-bit 3213545 (Security Remote Code Temporal :
I tant 3191882 Mayb
edition) Update) mportan Execution N/A avbe
Vector: N/A

CVE-2017-8573 — Microsoft Graphics Component Elevation of Privilege Vulnerability

Max inun Vulnerabilit
CVE ID Vulnerability Description Severity e
) Impact
Rating
CVE- ] . . . .. oo .
9017 CVE Title: Microsoft Graphics Component Elevation of Privilege Vulnerability Important Elevation of
- orta
iption: Privil
8573 Description rivilege
@z B 2017 http://www. nsfocus. com



https://www.microsoft.com/downloads/details.aspx?familyid=4dd698e3-3c96-4b35-b926-aff47fff9934
https://www.microsoft.com/downloads/details.aspx?familyid=4dd698e3-3c96-4b35-b926-aff47fff9934
https://www.microsoft.com/downloads/details.aspx?familyid=08a09e40-ffa3-4914-895b-6df525a5daa8
https://www.microsoft.com/downloads/details.aspx?familyid=08a09e40-ffa3-4914-895b-6df525a5daa8
https://www.microsoft.com/downloads/details.aspx?familyid=4474e27f-e778-4ee1-8964-577eafc8fff7
https://www.microsoft.com/downloads/details.aspx?familyid=4474e27f-e778-4ee1-8964-577eafc8fff7

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

MITRE
NVD

An elevation of privilege vulnerability exists in Windows when the Microsoft
Graphics Component fails to properly handle objects in memory. An attacker who
successfully exploited this vulnerability could run arbitrary code in kernel
mode. An attacker could then install programs; view, change, or delete data; or
create new accounts with full user rights.

To exploit this vulnerability, an attacker would first have to log on to the
system. An attacker could then run a specially crafted application that could
exploit the vulnerability and take control of an affected system.

The update addresses this vulnerability by correcting how the Microsoft
Graphics Component handles objects in memory.

FAQ:
None
Mitigations:
None
Workarounds:
None
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8573
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8573

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity 4
. Impact
Rating
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8573
Restart

KB S d
Product ) Severity Impact upersedenc CVSS Score Set Require

Article

d
. 1025338 Elevatio Base: . 00
Windows 10 (s - ¢ ¢ Temporal: 6. 30
for 32-bit | tmpor an ; © 4022727 Wector: Yes
rivile

Systems ' vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R

Update) e

C:C
Windows 10 4025338 Elevatio
for x64 (Securit |Importan n of Base: 7.00
or x64- ec orta 0
b 7 14022727 Temporal: 6.30 Yes
based \g t Privileg Vector
ector:

Systems Update) e
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8573

CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
C:C
Windows 10  |4025344 Elevatio Base: 7. 00
. . Temporal: 6. 30
Version 1511 [(Securit Importan n of
¢ 99 bit . Privil 4022714 Vector: Yes
or 32- rivile
Y 8 CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025344 Flevatio Base: 7.00
Version 1511 (s I ¢ ¢ Temporal: 6. 30
for x64- S D a022Ti4 Wector: Yes
rivi
based E . vites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
ate e
Systems b C:C
Windows 10 1025339 Elevatio Base: 7. 00
. . Temporal: 6.30
Version 1607 |(Securit Importan n of
for 32-bit . Privil 4022715 Vector: Yes
or 32-bi rivile
' vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wind 10 B . 7.00
rndows 14025339 Elevatio ase
Version 1607 (s I ¢ ¢ Temporal: 6. 30
for x64- S D a022T1s Vector: Yes
rivile
based é date) & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
ate (S]
Systems b C:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8573

1

Rollup)

Windows 10 4025342 Elevatio Base: . 00
. ) Temporal: 6. 30
Version 1703 |(Securit Importan n of
for 39-bit ¢ Privil 4022725 Vector: Yes
0 - vile
Y & CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025349 Flevatio Base: 7.00
Version 1703 (s it Mmportan ¢ Temporal: 6. 30
r
for x64- vl tmpo a4 Er? i 4022725 Vector: Yes
vile
based Y 8 CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Update) e
Systems C:C
4025337
Windows 7 (Securit Flevatio Base: 7.00
ecC
for 32-bit v Temporal: 6. 30
Svst v Only) |Importan n of Vector .
ystems o ector: es
4025341 |t P 1 4022719
Service Pack rivites CVSS:3. 0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
{ (Monthly e c.C
Rollup) '
Wind 4025337
indows 7 , , Base: 7.00
for x64- (Securit Elevatio
Temporal: 6. 30
based v Only) |Importan n of Vector: Ves
Syst 4025341 |t Privil 4022719 ’
ystems riviies CVSS:3. 0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Service Pack |(Monthly e c.C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8573

ecur evatio
Windows 8.1 Temporal: 6. 30
i v Only) |Importan n of
for 32bit | hocaag It Privileg 4022726 | CCtOr: fes
vile
systems (Monthl & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
onthly e
C:C
Rollup)
. 402533? . Base: 7.00
Windows 8.1 |(Securit Elevatio
Temporal: 6.30
for x64- v Only) |Importan n of Vector v
ector: es
b d 4025336 |t Privil 4022726
ase rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
systems (Monthly e .
Rollup) '
Flevatio Base: 7.00
Wind RT 4025336 mbort ¢ Temporal: 6.30
ows mportan n o
- (Monthly | P b1, 1022726 Vector: Yes
) vile
Rollup) 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
e
C:C
Windows
B 1.
Server 2008 1025877 Elevatio ase: 7.00
. . Temporal: 6. 30
for 32-bit (Securit |Importan n of
Svst ¢ Privil None Vector: Yes
stems rivile
Y ) ' & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Service Pack [Ipdate) e c.C
X :
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
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erver <V 025877 Elevatio ase
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
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)

installation

C:C

‘ ‘ ‘ ‘CVSS:S.O/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:O/R

CVE-2017-8574 — Microsoft Graphics Component Elevation of Privilege Vulnerability

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity 2
. Impact
Rating

CVE-
2017-
8574
MITRE
NVD

CVE Title: Microsoft Graphics Component Elevation of Privilege Vulnerability
Description:

An elevation of privilege vulnerability exists in Windows when the Microsoft
Graphics Component fails to properly handle objects in memory. An attacker who
successfully exploited this vulnerability could run arbitrary code in kernel
mode. An attacker could then install programs; view, change, or delete data; or
create new accounts with full user rights.

To exploit this vulnerability, an attacker would first have to log on to the
system. An attacker could then run a specially crafted application that could
exploit the vulnerability and take control of an affected system.

Important

Elevation of
Privilege
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8574
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8574

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

The update addresses this vulnerability by correcting how the Microsoft
Graphics Component handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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KB Supersedenc Restart
Product ) Severity Impact P CVSS Score Set Require
Article
d
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based E Jate) vites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
ate e
Systems b C:C
Windows 10  [4025342 Elevatio Base: . 00
] } Temporal: 6. 30
Version 1703 [(Securit |Importan n of
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rivile
based é . & CVSS:3. 0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
ate (S]
Systems b C:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
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1025339 Elevatio Base: 7.00
. . Temporal: 6.30
Windows (Securit |Importan n of
Server 2016 ¢ Privil 4022715 Vector: Yes
erve vile
! 8 CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Update) e
C:C
Windows 1025339 Flevatio Base: 7.00
Server 2016 (Securit [Tmportan In of Temporal: 6. 30
(Server Core . b brivil 4022715 Vector: Yes
vile
installation | & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
) C:C
CVE-2017-8577 — Win32k Elevation of Privilege Vulnerability
Max imum Vulnerabilit
CVE ID Vulnerability Description Severity e
] Impact
Rating
CVE- |CVE Title: Win32k Elevation of Privilege Vulnerability
2017- Description: .
. . o . . . ) Elevation of
8577 An elevation of privilege vulnerability exists in Windows when the Microsoft Important Privil
rivilege
MITRE |Graphics Component fails to properly handle objects in memory. An attacker who &
NVD successfully exploited this vulnerability could run arbitrary code in kernel
@zt R 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8577
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8577

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

mode. An attacker could then install programs; view, change, or delete data; or
create new accounts with full user rights.

To exploit this vulnerability, an attacker would first have to log on to the
system. An attacker could then run a specially crafted application that could
exploit the vulnerability and take control of an affected system.

The update addresses this vulnerability by correcting how the Microsoft
Graphics Component handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8577

KB Supersedenc Restart
Product ) Severity Impact P CVSS Score Set Require
Article
d
, 1025338 Elevatio Base: .00
Windows 10 (s it [moortan ¢ Temporal: 6.30
T
for 32-bit | tmpo a grci’ o, 4022727 Wector: Yes
\'A
Systems Y & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
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- Il
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Y & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
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CVE-2017-8578 — Win32k Elevation of Privilege Vulnerability

The update addresses this vulnerability by correcting how the Microsoft
Graphics Component handles objects in memory.

FAQ:

None

Vaximum Vulnerabilit
CVE ID Vulnerability Description Severity 4
. Impact
Rating
CVE Title: Win32k Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists in Windows when the Microsoft
Graphics Component fails to properly handle objects in memory. An attacker who
successfully exploited this vulnerability could run arbitrary code in kernel
mode. An attacker could then install programs; view, change, or delete data; or
create new accounts with full user rights.
CVE-
2017- .
g578 To exploit this vulnerability, an attacker would first have to log on to the Tmportant Elevation of
W[TRE  system. An attacker could then run a specially crafted application that could Privilege
NVD exploit the vulnerability and take control of an affected system.
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ax imun Vulnerabilit
CVE ID Vulnerability Description Severity 4
. Impact
Rating
Nitigations:
None
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8578
Restart
KB S d
Product ) Severity Impact upersedenc CVSS Score Set Require
Article
d
, 1025338 Elevatio Base: 7.00
Windows 10 (s I ¢ ¢ Temporal: 6. 70
for 32-bit | tmpor an g (1) ., 4022727 Wector: Yes
rivile
Systems Y 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
Update) e
C:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8578

Windows 10  [4025338 Elevatio Base: . 00
for x64 (Securit |Importan n of Temporal : 6. 70
- r
bo Z o tmpo a4 Pr? i 4022727 Vector: Yes
ase vile
Y & CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:H/RL: 0/R
Systems Update) e
C:C
Windows 10  |4025344 Elevatio Base: 7. 00
] ) Temporal: 6. 70
Version 1511 |(Securit Importan n of
for 39-bit ¢ Privil 4022714 Vector: Yes
0 - vile
Y & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025344 Flevatio Base: 7.00
Version 1511 (s I ¢ ¢ Temporal: 6. 70
for x64- sen tmpor an Er? . 022714 Vector: Yes
vile
based Y & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
Update) e
Systems C:C
Windows 10  [4025339 Elevatio Base: . 00
] ) Temporal: 6.70
Version 1607 (Securit |Importan n of
for 39-bit . Privil 4022715 Vector: Yes
or 32-bi rivile
Y vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:H/RL:0/R
Systems Update) e
C:C
Windows 10 Base: 7.00
4025339 (I t El ti
Version 1607 ;o mbortan BVt 099715 Temporal: 6. 70 Yes
(Securit [t n of
for x64— Vector:
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8578

based \4 Privileg CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I1:H/A:H/E:H/RL:0/R
Systems Update) e C:C
Windows 10  [4025342 Elevatio Base: 7. 00
. . Temporal: 6.70
Version 1703 |(Securit Importan n of
for 39-bit . Privil 4022725 Vector: Yes
or 32- rivile
v 8 CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
Systems Update) e
C:C
Wind 10 B . 7.00
1naows 4025342 Elevatio ase
Version 1703 (s I ¢ ¢ Temporal: 6.70
for x64- sen tmpor an ; © 4022725 Vector: Yes
rivi
based E . viies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:H/RL: 0/R
ate (§]
Systems b C:C
402
Windows 7 (2 533?t Bl ti Base: 7.00
ecuri evatio
for 32-bit Temporal: 6.70
st v Only) |Importan n of oot .
ystems o ector: es
4025341 |t P 1 402271
Service Pack | " rivileg 022719y aq o 0/AV:L/AC: H/PR:L/UT:N/S:U/C:H/T:H/A:H/E: H/RL:0/R
onthly e
1 :
Rollup) ¢:C
Windows 7 4025337 Elevatio Base: 7. 00
. Temporal: 6. 70
for x64- (Securit |Importan n of Vector v
ector: es
b d Onl t Privil 4022719
ase v Only) riviies CVSS:3. 0/AV:L/AC:H/PR:L/UTL:N/S:U/C:H/T:H/A:H/E:H/RL: 0/R
Systems 4025341 e
C:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8578

Service Pack |(Monthly
1 Rollup)
122533$t Bl i Base: 7.00
Windows 8.1 ceunt evatio Temporal: 6.70
i v Only) |Importan n of
for 327bit ) 105336 It Privileg 4022726 | CCtOr: Yes
rivile
systems (Monthl & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
onthly e '
Rollup) C:C
4025333
. . . Base: 7.00
Windows 8.1 |(Securit Elevatio
Temporal: 6. 70
for x64- v Only) |Importan n of oot .
ector: es
b d 4025336 |t Privil 4022726
ase riviies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:H/RL: 0/R
systems (Monthly e c-C
Rollup) ’
El ti
bindows pp (1025336 | e;a 1o Base: N/A
indows mportan n o
- v (Monthly |/ b oui1a, 4022726 Temporal: N/A Yes
) rivi
Rollup) viies Vector: N/A
e
Windows 1025877 Elevatio Base: 7. 00
. Temporal: 6. 70
Server 2008 |(Securit |Importan n of
for 39-bit ¢ Privil None Vector: Yes
0 - vile
Y 8 CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:H/RL: 0/R
Systems Update) e
C:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877

CVE-2017-8578

Service Pack
2

Windows
Server 2008
f 2-bit Base: 7.
or 327bit | 0ose77 Elevatio ase: 7.00
Systems . Temporal: 6.70
. (Securit |Importan n of
Service Pack . Privil None Vector: Yes
rivile
2 (Server 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
Update) e
Core C:C
installation
)
Windows
2 B : 7.
perver 2008 ) 105g77 Elevatio ase: 7.00
for Itanium— . Temporal: 6. 70
(Securit Importan n of
Based ¢ Privil None Vector: Yes
vile
Systems Y 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
. Update) e
Service Pack C:C
2
Wind Base: 7.00
rndows 4025877 Elevatio ase
Server 2008 . Temporal: 6. 70
(Securit |Importan n of
for x64-— . Privil None Vector: Yes
rivile
based é date) 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
ate e
Systems ! C:C

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877

CVE-2017-8578

Service Pack
2

Windows
Server 2008
for x64—
based 1025877 Elevatio Base: 7. 00
) Temporal: 6.70
Systems (Securit |Importan n of
S ice Pack . Privil None Vector: Yes
ervice Pac rivile
Y & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
2 (Server Update) e
C:C
Core
installation
)
Windows
2 4025337
Server 2008 , , Base: 7.00
R2 for (Securit Elevatio
. Temporal: 6. 70
Ttanium— v Only) |Importan n of Vector v
ector: es
B d 4025341 |t Privil 4022719
ase rivites CVSS:3. 0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/T:H/A:H/E:H/RL:0/R
Systems (Monthly e c.C
Service Pack Rollup) '
1
Windows 4025337 [ ¢ Bl i Base: 7.00
mportan Elevatio
Server 2008 |(Securit b ¢ 1022719 Temporal: 6. 70 Yes
n o
R2 for x64- v Only) Vector:
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337

CVE-2017-8578

based 4025341 Privileg CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
Systems (Monthly e C:C
Service Pack Rollup)
1
Windows
Server 2008
R2 f 4- 14025337
or xb . . Base: 7.00
based (Securit Elevatio
Temporal: 6. 70
Systems v Only) |Importan n of Vector v
ector: es
S i Pack 4025341 |t Privil 4022719
ervice rac rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:H/RL:0/R
1 (Server (Monthly e .
Core Rollup) '
installation
)
1020351 . Base: 7.00
(Monthly Flevatio
. Temporal: 6.70
Windows Rollup) |Importan n of
Server 2012 4025343 |t privileg | 022124  [Vector: fes
erve vile
(Securit . 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:H/RL:0/R
C:C
y Only)
Windows 4025331 [ ¢ Bl i Base: 7.00
mportan Elevatio
Server 2012 |(Monthly P ¢ 4022724 Temporal: 6. 70 Yes
n o
(Server Core Rollup) Vector:

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331

CVE-2017-8578
installation 4025343 Privileg CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:H/RL:0/R
) (Securit e C:C
y Only)
4025333
) . Base: 7.00
) (Securit Elevatio
Windows Temporal: 6.70
v Only) [Importan n of
Server 2012 1025336 It Privil 1029796 Vector: Yes
r
R2 T vites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:H/RL:0/R
onthly e '
Rollup) C:C
Wind 4025333
rndows . . Base: 7.00
Server 2012 |(Securit Elevatio
Temporal: 6.70
R2 (Server |y Only) |Importan n of Veot v
ector: es
C 4025336 |t Privil 4022726
-ore . riviies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:H/RL: 0/R
installation |(Monthly e c-C
) Rollup) '
1025339 Elevatio Base: . 00
) ) Temporal: 6.70
Windows (Securit Importan n of
S 2016 . Privil 4022715 Vector: Yes
erver rivile
Y vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:H/RL:0/R
Update) e
C:C
Windows Base: 7.00
4025339 |I t El ti
Server 2016 ;o mbortan BVt 099715 Temporal: 6. 70 Yes
(Securit [t n of
(Server Core Vector:

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8578

)

installation

N Privileg

Update) ‘ e

‘C:C

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:

H/RL:0/R

CVE-2017-8580 — Win32k Elevation of Privilege Vulnerability

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity 2
. Impact
Rating

CVE-
2017-
8580
MITRE
NVD

CVE Title: Win32k Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in Windows when the Microsoft
Graphics Component fails to properly handle objects in memory. An attacker who
successfully exploited this vulnerability could run arbitrary code in kernel
mode. An attacker could then install programs; view, change, or delete data; or
create new accounts with full user rights.

To exploit this vulnerability, an attacker would first have to log on to the
system. An attacker could then run a specially crafted application that could

exploit the vulnerability and take control of an affected system.

Important

Elevation of
Privilege
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8580

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

The update addresses this vulnerability by correcting how the Microsoft
Graphics Component handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
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CVE-2017-8581 — Win32k Elevation of Privilege Vulnerability
Maximun Vulnerability
CVE ID Vulnerability Description Severity Tupact
Rating
CVE- CVE Title: Win32k Elevation of Privilege Vulnerability
2017- Description:
8581 An elevation of privilege vulnerability exists when Windows improperly Important Elévétion of
viTre  handles objects in memory. An attacker who successfully exploited this Privilege
NVD vulnerability could run processes in an elevated context.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8581
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8581

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker would have to either log on locally
to an affected system, or convince a locally authenticated user to execute a
specially crafted application.

The update addresses the vulnerability by correcting how the Windows kernel-
mode driver handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
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for 32-bit (Sccurit [Importan n of
Syst ¢ Privil None Vector: Unknown
stems vile
yste Y 8 CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Service Pack [Ipdate) e
C:R
2
Windows
Server 2008
for 32-bit 1025877 Flevatio Base: 7.00
Systems (Securit Tmportan h of Temporal: 6.10
Service Pack ¢ P Privil None Vector: Unknown
vile
2 (Server Y & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
Update) e
Core C:R
installation
)
Windows Base: 7.00
4025877 [T tan [Elevati
Server 2008 . fportan ievatlo None Temporal: 6. 10 Yes
) (Securit [t n of
for Itanium— Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
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Based \ Privileg CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e C:R
Service Pack
2
Windows
Server 2008 1025877 Flevatio Base: 7.00
for x64- . Temporal: 6.10
(Securit |Importan n of
based . Privil None Vector: Yes
rivile
Systems ’ 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
. Update) e
Service Pack C:R
2
Windows
Server 2008
for x64-
based 1025877 Elevatio Base: 7. 00
. Temporal: 6.10
Systems (Securit |Importan n of
Service Pack ¢ Privil None Vector: Yes
ervice Pac vile
Y 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
2 (Server Update) e R
Core '
installation
)
Windows 1025337 |Importan Elevatio Base: 7.00 v
es
Server 2008 |(Securit [t n of 4022719 Temporal: 6. 10
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337

CVE-2017-8581

R2 for y Only) Privileg Vector:
Ttanium- 1025341 e CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Based (Monthly C:R
Systems Rollup)
Service Pack
1
Windows

4025337
Server 2008 (Securit Flevatio Base: 7.00

ec v
R2 for x64- Temporal: 6.10
b ased v Only) |Importan n of Vector v
ase ector: es

4025341 |t Privil 4022719

Systems . rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
n

Service Pack ! v © C:R

Rollup)
1
Windows
Server 2008
R2 for x64- 402533? . Base: 7.00
based (Securit Elevatio

Temporal: 6. 10
Systems v Only) |Importan n of Vector v
ector: es
S i Pack 4025341 |t Privil 4022719
ervice fac rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R

1 (Server (Monthly e R
Core Rollup) '
installation
)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8581

4025331
. Base: 7.00
(Monthly Elevatio
. Temporal: 6. 10
Windows Rollup) |Importan n of
Server 2012 4025343 |t Privileg | 022124 |Vector: fes
erve vile
s o & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
ecur e
C:R
y Only)
Windows 1020351 . Base: 7.00
(Monthly Flevatio
Server 2012 Temporal: 6.10
Rollup) |Importan n of
(Server Core 1025343 It brivil 4022724 Vector: Yes
vile
installation s o & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
ecur e
C:R
) y Only)
402533? . Base: 7.00
) (Securit Elevatio
Windows Temporal: 6.10
v Only) |Importan n of
server 2012 1, 005336 |t Privileg 4022726 | CCtOr: fes
vile
R2 & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
(Monthly e R
Rollup) '
Windows 14025333 Elevatio Base: 7. 00
. Temporal: 6. 10
Server 2012 |(Securit |Importan n of Voot v
ector: es
R2 (S Onl t Privil 4022726
(Server v Only) rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Core 4025336 e
C:R
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
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installation (Monthly
) Rollup)

1025339 Elevatio Base: . 00

. . Temporal: 6. 10
Windows (Securit |Importan n of
S 92016 . Privil 4022715 Vector: Yes
erver rivile
Y & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
C:R

Windows

402 i
Server 2016 (g BEi?t S Eljzatlo RBase: 7.00

ecC
(Server Core . b Privile 4022715 Temporal: 7.00 Yes
\'A
installation | 8 Vector: CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H
) Update) e
CVE-2017-8582 — Https. sys Information Disclosure Vulnerability
aximum
Vul bilit
CVE ID \Vulnerability Description everity nera i/
. Impact
ating
CVE- . . . o )
CVE Title: Https.sys Information Disclosure Vulnerability Information

2017- Deserintion: Important Disclosur
8539 escription: sclosure
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

Maximum

An attacker who successfully exploited this vulnerability could obtain

A remote unauthenticated attacker could exploit this vulnerability by
issuing a request to the HITP.sys server application.

The update addresses the vulnerability by correcting how
the HTTP.sys server application handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

information to further compromise the HITP.sys server application system.

) ) Vulnerabilit
CVE ID Vulnerability Description Severity L/
. Impact
Rating
MITRE An Information Disclosure vulnerability exists when the HTTP. sys server
NVD application component improperly handles objects in memory.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8582
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8582

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8582

KB Supersedenc Restart
Product ) Severity Impact P CVSS Score Set Require
Article
d
. 1025338 ' Base: 5.90
Windows 10 (s it [tmortan Informatio Temporal: 5.50
T
for 32-bit | tmpo 4 4022727 Vector: Yes
Systems E date) Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
ate
! RC:C
Windows 10 [4025338 , Base: 5. 90
for x64 (s 1l ¢ Informatio Temporal: 5.50
- ri
bo Z vl tmpor an 4022727 Vector: Yes
ase
Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Systems Update)
RC:C
Windows 10 |4025344 _ Base: 5. 90
. . Informatio Temporal: 5.50
Version 1511 |(Securit Importan
for 39-bit . n 4022714 Vector: Yes
or 32—
Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/T1:N/A:N/E:F/RL:0/
Systems Update)
RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
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Wlnd?ws 10 1025344 . Base: 5.90
Version 1511 (Securi t [Tmportan Informatio Temporal: 5. 50
T
For x64- o . porta 4022714 Vector: Yes
based Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Update)
Systems RC:C
Windows 10  [4025339 _ Base: 5. 90
. ) Informatio Temporal: 5.50
Version 1607 |(Securit Importan
for 39-bit . n 4022715 Vector: Yes
o _
Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Systems Update)
RC:C
Wlnd?ws 10 1025339 ‘ Base: 5.90
Version 1607 (s Ll ¢ Informatio Temporal: 5. 50
for x64- sen tmpor a 4022715 Vector: Yes
based Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Update)
Systems RC:C
Windows 10  |4025342 _ Base: 5. 90
. ) Informatio Temporal: 5. 50
Version 1703 (Securit Importan
for 39-bit . 4022725 Vector: Yes
or 32-bi
Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T1:N/A:N/E:F/RL:0/
Systems Update)
RC:C
Windows 10 Informatio Base: 5.90
4025342 1 t
Version 1703 " tmpor a 4022725  Temporal: 5.50 Yes
for x64- o Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
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based y CVSS:3.0/AV:N/AC:H/PR:N/UIT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Systems Update) RC:C
Windows 7 1225351t Base: 5.90
for 32-bit oo Informatio Temporal: 5.50
v Only) |Importan
Systems 1025341 |t 1022719 Vector: Yes
Service Pack (Vonthl Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/1:N/A:N/E:F/RL:0/
0 y
1 RC:C
Rollup)
Wi
indows 7 402533? Base: 5.90
for x64- (Securit .
Informatio Temporal: 5. 50
based v Only) |Importan
Syst 1025341 |t 020719 | octor Yes
stems
Y ? Disclosure CVSS:3. 0/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I1:N/A:N/E:F/RL:0/
Service Pack (Monthly
RC:C
1 Rollup)
4025333
(Securit Base: 5.90
Windows 8.1 o Informatio Temporal: 5.50
) v Only) Importan
for 32-bit 1025336 It 1022796 Vector: Yes
systems Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/1:N/A:N/E:F/RL:0/
(Monthly RC-C
Rollup) '
4025333 Inf t1i B : 5.90
Windows 8.1 _ [Importan ormatio ase
(Securit Temporal: 5.50 Yes
for x64— ) 4022726
y Only) Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
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based 1025336 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/1:N/A:N/E:F/RL:0/
systems (Monthly RC:C
Rollup)
Base: 5.90
4025336 Informatio Temporal: 5.50
Wind RT 1 t
8“; ovs (Monthly [ Portan 4022726 Vector: Yes
’ Rollup) Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/1:N/A:N/E:F/RL:0/
RC:C
Wi
indows Base: 5.90
Server 2008 41022914 .
. ) Informatio Temporal: 5.50
for 32-bit |(Securit Importan
Syst . None Vector: Yes
stems
yste ' Disclosure CVSS:3. 0/AV:N/AC:H/PR:N/UL:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Service Pack [/pdate)
RC:C
2
Windows
Server 2008
for 32-bit 1029914 ‘ Base: 5.90
Systems (Securit [Tmportan Informatio Temporal: 5.50
Service Pack o . bo None Vector: Yes
2 (Server Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T1:N/A:N/E:F/RL:0/
Update)
Core RC:C
installation
)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022914
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022914
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022914
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022914
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022914
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022914
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022914
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022914
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Windows
Server 2908 1029914 . Base: 5.90
for Itanium— (Securi t [Tmportan Informatio Temporal: 5. 50
T
Based o X porta None Vector: Yes
Systems Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N/E:F/RL:0/
. Update)
Service Pack RC:C
2
Windows
Server 2008 1029914 ' Base: 5.90
for x64- (s it [tmortan Informatio Temporal: 5.50
T
based o tmpo a n None Vector: Yes
Systems Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/T1:N/A:N/E:F/RL:0/
. Update)
Service Pack RC:C
2
Windows
Server 2008 Base: 5. 90
for x64- 4022914 .
. Informatio Temporal: 5.50
based (Securit Importan
Syst . None Vector: Yes
stems
v . Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T1:N/A:N/E:F/RL:0/
Service Pack [/pdate)
RC:C
2 (Server
Core
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CVE-2017-8582

Service Pack

Rollup)

RC:C

installation
)
Windows
S 2008 4025337
erver ) Base: 5.90
R2 for (Securit )
. Informatio Temporal: 5.50
Ttanium— v Only) |Importan oot .
n ector: es
B d 4025341 |t 402271
ase Disclosure 22T ySS 3. 0/AVIN/AC: H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Systems (Monthly RC: €
Service Pack Rollup) '
1
Windows
4025337
Server 2008 . Base: 5.90
(Securit )
R2 for x64- Informatio Temporal: 5. 50
v Only) |Importan
based 1095341 It n 1022719 Vector: Yes
Systems (Monthl Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Service Pack oy RC:C
Rollup)
1
Wind 4025337
1naows . Base: 5.90
Server 2008 |(Securit Informati Femooral: 5. 50
R2 for x64- |v Only) Importan ormatio Ve io ats o v
ector: es
b d 4025341 [t 4022719
ase Disclosure CVSS:3. 0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Systems (Monthly
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CVE-2017-8582

1 (Server
Core
installation
)
4025331
Base: 5.90
(Monthly :
. Informatio Temporal: 5. 50
Windows Rollup) Importan
S 9012 11095343 |t 4022724 Vector: Yes
rver
erve _ Disclosure CVSS: 3. 0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
(Securit
RC:C
y Only)
Windows %ﬁziiii Base: 5.90
Server 2012 R Tlu )y Imbortan Informatio Temporal: 5.50
0
(Server Core 4025323 . b 4022724 Vector: Yes
installation ) Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
) (Securit BCC
y Only) '
4025333
(Securit Base: 5.90
Windows o Informatio Temporal: 5.50
v Only) |Importan
Server 2012 1025336 |t 1022796 Vector: Yes
R2 Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
(Monthly
RC:C
Rollup)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336

CVE-2017-8582

Windows 402533? Base: 5.90
Server 2012 |(Securit )
Informatio Temporal: 5. 50
R2 (Server |v Only) Importan Vector v
ector: es
C 4025336 |t 4022726
-ore , Disclosure CVSS: 3. 0/AV:N/AC:H/PR:N/UT :N/S:U/C:H/T:N/A:N/E:F/RL: 0/
installation (Monthly N
) Rollup) '
1025339 ' Base: 5.90
. . Informatio Temporal: 5.50
Windows (Securit Importan
Server 2016 . 4022715 Vector: Yes
erve
Y Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Update)
RC:C
Windows 1025339 ‘ Base: 5.90
Server 2016 (s o tan Informatio Temporal: 5.50
ecurit Importa
(Server Core X b 4022715 Vector: Yes
installationy Disclosure CVSS:3.0/AV:N/AC:H/PR:N/UT:N/S:U/C:H/T:N/A:N/E:F/RL:0/
Update)
) RC:C
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CVE-2017-8584 — HoloLens Remote Code Execution Vulnerability

objects in memory.

FAQ:
None
Mitigations:
None
Workarounds:

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity L/
] Impact
Rating
CVE Title: HoloLens Remote Code Execution Vulnerability
Description:
A remote code execution vulnerability exists when HoloLens improperly handles
objects in memory. An attacker who successfully exploited this vulnerability
could take control of an affected system. An attacker could then install
programs; view, change, or delete data; or create new accounts with full user
rights.
CVE-
2017- [To exploit this vulnerability, an attacker would need to send a specially
e L. Remote Code
8584 crafted WiFi packet. Critical .
Execution
MITRE
NVD The update addresses the vulnerability by correcting how Hololens handles
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8584
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8584

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity L/
] Impact
Rating
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8584
Restart
KB S it S d
Product . evert Impact upersedenc CVSS Score Set Require
Article y
d
Windows 10  |4025339 Remote Base: .50
) . o Temporal: 7.00
Version 1607 |(Securit Critica Code
for 39-bit ) Executi 4022715 Vector: Yes
0 - xecutio
’ CVSS:3.0/AV:A/AC:H/PR:N/UI:N/S:U/C:H/1:H/A:H/E:F/RL:0/R
Systems Update) n
C:C
Windows 10 Base: 7.50
1025339 Criti Remot
Version 1607 oprihea REmOte 1029715 Temporal: 7.00 Yes
(Securit |1 Code
for x64— Vector:
@z B 2017 http://www. nsfocus. com
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CVE-2017-8584

based v Executio CVSS:3.0/AV:A/AC:H/PR:N/UT:N/S:U/C:H/T1:H/A:H/E:F/RL:0/R
Systems Update) n C:C
1025339 Remote Base: 7.50
. . L. Temporal: 7.00
Windows (Securit Critica (Code
S 92016 ) . ‘i 4022715 Vector: Yes
erver xecutio
’ CVSS:3.0/AV:A/AC:H/PR:N/UT:N/S:U/C:H/1:H/A:H/E:F/RL:0/R
Update) n
C:C
Windows 1025339 Remote Base: 7.50
Server 2016 (Securit Critica Code Temporal: 7.00
ec
(Server Core ) Executio 4022715 Vector: Yes
X
installation | CVSS:3.0/AV:A/AC:H/PR:N/UT:N/S:U/C:H/1:H/A:H/E:F/RL:0/R
Update) n
) C:C
CVE-2017-8585 — .NET Denial of Service Vulnerability
Maximum
Vul bilit
CVE ID Vulnerability Description Severity nera e
] Impact
Rating
CVE- ; ) . L. )
CVE Title: .NET Denial of Service Vulnerability Denial of
2017 Deserinption: Important Servi
8535 escription: ervice
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Maximum

exploited this vulnerability could cause a denial of service against a .NET
web application.

A remote unauthenticated attacker could exploit this vulnerability by issuing
specially crafted requests to the .NET application.

The update addresses the vulnerability by correcting how the .NET web
application handles web requests.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

v .. . Vulnerabilit
CVE ID Vulnerability Description Severity 4
] Impact
Rating
MITRE |A denial of service vulnerability exists when Microsoft Common Object Runtime
NVD Library improperly handles web requests. An attacker who successfully
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8585
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8585

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8585

Restart
Product KB Article Severity [Impact Supersedence CVSS Score Set es ?r
Required
Microsoft .NET 1025338 Denial Base: 7.50
Framework 4.6 on . Temporal: 7.50
) (Security |Important of 4022727 Yes
Windows 10 for 32- . Vector:
. Update) Service
bit Systems CVSS:3.0/AV:N/AC:L/PR:N/UT:N/S:U/C:N/TI:N/A:H
Microsoft .NET 1025338 Denial Base: 7.50
Framework 4.6 on ) Temporal: 7.50
. (Security |Important of 4022727 Yes
Windows 10 for X64—-U date) Servi Vector:
ate ervice
based Systems b CVSS:3.0/AV:N/AC:L/PR:N/UT:N/S:U/C:N/T1:N/A:H
Mi ft .NET
1Eroso , Base: 7. 50
Framework 4.6.1 on 4025344 Denial T val: 7.50
emporal: 7.
Windows 10 Version |(Security [Important of 4022714 b Yes
1511 for 32-bit Update) Service Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UT:N/S:U/C:N/T:N/A:H
Systems
Microsoft .NET 4025344 Denial
. Base: 7.50
Framework 4.6.1 on |(Security [Important of 4022714 T 1 750 Yes
mporal: 7.
Windows 10 Version |[/pdate) Service empora

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
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CVE-2017-8585

1511 for x64-based Vector:
Systems CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
Microsoft .NET . Base: 7.50
Framework 4.6.2/4.7 41025339 Denial T 1 750
mporal: 7.
on Windows 10 (Security |Important of 4022715 embo Yes
Version 1607 for Update) Service Vector:
) CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/T:N/A:H
32-bit Systems
Microsoft .NET
Framework 4.6.2/4. 71025339 Denial ?ase‘ 7’1507 5
mporal: 7.
on Windows 10 (Security |Important of 4022715 empo Yes
Version 1607 for Update) Service Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/T:N/A:H
x64-based Systems
amewo . 6. . emporal: 7.
) (Security |Important of 4022715 b Yes
on Windows Server Update) S . Vector:
ate ervice
2016 . v CVSS:3. 0/AV:N/AC:L/PR:N/UT:N/S:U/C:N/T:N/A:H
Mi .
icrosoft .NET . Base: 7.50
Framework 4.6.2/4.7 4025339 Denial T 1 750
emporal: 7.
on Windows Server [(Security [Important of 4022715 v i Yes
ector:
2016 (S C Updat S i
2016 (Server Core  [pdate) ervice CVSS:3. 0/AV:N/AC:L/PR:N/UL:N/S:U/C:N/T:N/A:H
installation)
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CVE-2017-8585

Microsoft .NET
. Base: 7.50
Framework 4.7 on 4025342 Denial T ral: 7.50
emporal: 7.
Windows 10 Version |(Security [Important of 4022725 b Yes
1703 for 32-bit  [pdate) Service Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/T1:N/A:H
Systems
Mi ft .NET
16roso . Base: 7.50
Framework 4.7 on 4025342 Denial T val: 7.50
emporal: 7.
Windows 10 Version |(Security [Important of 4022725 . i . Yes
ector:
1703 f 64-based |Updat S i
e or x64-based (pdate) ervice CVSS:3. 0/AV:N/AC:L/PR:N/UL:N/S:U/C:N/T:N/A:H
ystems

CVE-2017-8587 — Windows Explorer Denial of Service Vulnerability

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity 2
. Impact
Rating
CVE- . . . . o
9017 CVE Title: Windows Explorer Denial of Service Vulnerability
Description: Denial of
8587 . . L . . Important .
\ITRE An Denial Of Service vulnerability exists when Windows Explorer attempts to Service
VD open a non—existent file.
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Maximum q
CVE ID Vulnerability Description Severity fRlnereb bty
] Impact
Rating
An attacker who successfully exploited this vulnerability could cause a denial
of service.
A attacker could exploit this vulnerability by hosting a specially crafted web
site and convince a user to browse to the page, containing the reference to the
non-existing file, and cause the victim s system to stop responding.
An attacker could not force a user to view the attacker—controlled content.
Instead, an attacker would have to convince a user to take action. For example,
an attacker could trick a user into clicking a link that takes the user to the
attacker’s site
The update addresses the vulnerability by correcting how Windows Explorer
handles open attempts for non—existent files.
FAQ:
None
Mitigations:
None
Workarounds:
None
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Maximun Vulnerabilit
CVE ID Vulnerability Description Severity L/
] Impact
Rating
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8587
Restart

KB S d
Product ) Severity [Impact upersedenc CVSS Score Set Require

Article e

d
. 1025338 Denial Base: ©.50
Windows 10 (s I . ¢ Temporal: 6. 00
for 32-bit sen tmpor a“;’ 4022727 Vector: Yes
ervic

Systems Y CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/I1:N/A:H/E:F/RL:0/RC

Update) e

:C
Windows 10 4025338 Denial
for x64 (Securit |Importan of Base: ©.50
or x64- ec ortan o
P . 14022727 Temporal: 6. 00 Yes
based \g t Servic Vector
ector:

Systems Update) e
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CVE-2017-8587

CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/1:N/A:H/E:F/RL:0/RC
:C
Windows 10  [4025344 Denial Base: 6. 50
. . Temporal: 6.00
Version 1511 |(Securit Importan of
¢ 99 bit . S . 4022714 Vector: Yes
or 32- ervic
v CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:F/RL:0/RC
Systems Update) e C
Wlnd?ws 10 1025344 Denial Base: 6.50
Version 1511 (s I . ¢ Temporal: 6.00
for x64- sen tmpor a g 4022714 Vector: Yes
rvi
based E date) ervice CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H/E:F/RL:0/RC
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CVE-2017-8588 — WordPad Remote Code Execution Vulnerability

aximum
CVE ID Vulnerability Description everity
ating

Vulnerability
Impact

CVE Title: WordPad Remote Code Execution Vulnerability

Description:

A remote code execution vulnerability exists in the way that Microsoft WordPad
parses specially crafted files.

Exploitation of this vulnerability requires that a user open a specially
crafted file with an affected version of Microsoft WordPad. In an email attack
CVE-  |scenario, an attacker could exploit the vulnerability by sending a specially
2017- |crafted file to the user and then convincing the user to open the file.

8588 Important
MITRE |The update addresses the vulnerability by correcting the way that Microsoft

Remote Code
Execution

NVD WordPad parses specially crafted files, and by enabling API functionality in
Windows that Microsoft WordPad will leverage to resolve the identified issue.

FAQ:
None
Mitigations:
None
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aximum Vulnerabilit
CVE ID Vulnerability Description everity 4
] Impact
ating
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8588
Restart
KB S d
Product ) Severity Impact upersedenc CVSS Score Set Require
Article
d
, 4025338 Remote Base: 6.70
Windows 10 (s -+ moortan (Cod Temporal: 6.00
Il
for 32-bit | t"‘po an EO euti 4022727 Vector: Yes
xecutio
Systems Y CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) n
C:C
Windows 10 4025338 Importan Remote Base: 6.70
402272 Y
for x64- (Securit |t Code 022721 Temporal: 6.00 es
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8588

based \g Executio Vector:
Systems Update) n CVSS:3.0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/T1:H/A:H/E:P/RL:0/R
C:C
Windows 10  |4025344 Remote Base: 6.70
. . Temporal: 6.00
Version 1511 |(Securit Importan (Code
¢ 99 bit . B . 4022714 Vector: Yes
or 32— xecutio
Y CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) n
C:C
Wlnd?ws 10 1025344 Remote Base: 6.70
Version 1511 (s I tan (Cod Temporal: 6.00
for x64- sen tmpor an EO ¢ ., 4022714 Vector: Yes
uti
based E . xecutio CVSS:3. 0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/R
ate n
Systems b C:C
Windows 10  [4025339 Remote Base: 6.70
] ) Temporal: 6.00
Version 1607 |(Securit Importan (Code
for 39-bit . . G 4022715 Vector: Yes
or 32-bi xecutio
’ CVSS:3.0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) n
C:C
Wind 10 B : 6.70
rnaows 4025339 Remote ase
Version 1607 (s I tan (Cod Temporal: 6.00
for x64- s tmpor an EO ¢ 1o 4022715 Vector: Yes
xecutio
based é date) ) CVSS:3.0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
ate
Systems b C:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8588

1

Rollup)

Windows 10  [4025342 Remote Base: 6. 70
. ) Temporal: 6. 00
Version 1703 |(Securit Importan (Code
for 39-bit ¢ xecuti 4022725 Vector: Yes
0 - xecutio
Y CVSS:3.0/AV:L/AC:H/PR:L/UTL:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) n
C:C
Wlnd?ws 10 1025349 Remote Base: 6.70
Version 1703 (s it Mmportan (Cod Temporal: 6.00
T
for x64- vl tmpo a4 EO euti 4022725 Vector: Yes
xecutio
based Y CVSS:3.0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) n
Systems C:C
4025337
Windows 7 (Securit Remote Base: 6.70
ecC
for 32-bit Temporal: 6. 00
Svst v Only) |Importan Code Vector .
ystems . ector: es
4025341 |t E t 4022719
Service Pack xrecutio CVSS:3. 0/AV:L/AC:H/PR:L/UL:R/S:U/C:H/T:H/A:H/E:P/RL:0/R
{ (Monthly n c.C
Rollup) '
Wind 4025337
indows 7 , Base: 6.70
for x64- (Securit Remote
Temporal: 6.00
based v Only) |Importan Code Vector: Ves
Syst 4025341 |t E tio 14022719 ’
ystems recutio CVSS:3. 0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/R
Service Pack |(Monthly n c.C

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8588

122533§t Remot Base: 6.70
ecur emote
Windows 8.1 Temporal: 6. 00
i v Only) |Importan Code
for 32bit | hocaag It Executio 4022726 | CCtOr: fes
xecutio
systems (Monthl CVSS:3.0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
onthly n
C:C
Rollup)
. 402533? Base: 6.70
Windows 8.1 |(Securit Remote T al: 6. 00
emporal : 6.
for x64- v Only) |Importan Code v i . v
ector: es
b d 4025336 |t E tio 4022726
ase xecutio CVSS:3. 0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/R
systems (Monthly n .
Rollup) '
Remote Base: 6.70
Wind RT 4025336 lmbortan Cod Temporal: 6.00
ows mportan Code
- (Monthly | P L i 4022726 Vector: Yes
) xecutio
Rollup) CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
n
C:C
Windows
B : 6.
Server 2008 4026061 Remote ase: 6.70
. . Temporal: 6.00
for 32-bit (Securit |Importan Code
Svst ¢ Executi None Vector: Yes
stems xecutio
Y ) ' CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
Service Pack [Ipdate) n c.C
X :

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061

CVE-2017-8588

Service Pack
2

C:C

Windows
Server 2008
for 32-bit 1026061 Remote Base: 6.70
Systems (s it [moortan Cod Temporal: 6. 00
T
Service Pack vl tmpo a4 EO euti None Vector: Yes
xecutio
2 (Server CVSS:3.0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/R
Update) n
Core C:C
installation
)
Windows
Server 2908 1026061 Remote Base: 6.70
for Itanium— . Temporal: 6.00
(Securit |Importan Code
Based . Fxecutio None Vector: Yes
X
Systems Y CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
. Update) n
Service Pack C:C
2
Windows
S 2008 Base: 6.70
erver 4026061 Remote ase
for x64- . Temporal: 6. 00
(Securit |Importan Code
based ¢ Executi None Vector: Yes
xecutio
Systems é date) ) CVSS:3.0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/T1:H/A:H/E:P/RL:0/R
pdate

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061

CVE-2017-8588

Windows
Server 2008
for x64-
based 4026061 Remote Base: 6.70
) Temporal: 6.00
Systems (Securit |Importan Code
Servi Pack ¢ Fxecuti None Vector: Yes
ervice Pac xecutio
Y CVSS:3.0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
2 (Server Update) n
C:C
Core
installation
)
Windows
Server 2008 402533? Base: 6. 70
R2 for (Securit Remote
] Temporal: 6.00
Itanium— v Only) |Importan Code Voot v
ector: es
Based 4025341 |t E tio 4022719
ase xecutio CVSS:3. 0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/R
Systems (Monthly n -.c
Service Pack Rollup) '
1
Windows 1025337 Remote Base: 6.70
Server 2008 . Temporal: 6. 00
(Securit |Importan Code
R2 for x64- only) |t B tio 4022719 Vector: Yes
n xecuti
based 1025311 5 eeutio CVSS:3. 0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems C:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026061
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8588

Service Pack |(Monthly
1 Rollup)
Windows
Server 2008
R2 f 4- 14025337
or x6 . Base: 6.70
based (Securit Remote
Temporal: 6. 00
Systems v Only) |Importan Code Voot v
ector: es
S i Pack 1025341 |t E tio 14022719
ervice rac xecutio CVSS:3. 0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/R
1 (Server (Monthly n .
Core Rollup) '
installation
)
4025331
Base: 6.70
(Monthly Remote
) Temporal: 6.00
Windows Rollup) |Importan Code
Server 2012 14025343 |t Executio | 022724 |Vector: fes
erve xecutio
) CVSS:3.0/AV:L/AC:H/PR:L/UTL:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
(Securit n c.C
y Only) '
Wi B . 6.
indows 1025331 Remote ase: 6.70
Server 2012 (onthly Tmportan Cod Temporal: 6. 00
on ortan (Code
(Server Core Roll )y . P Exocuti 4022724 Vector: Yes
ollu xecutio
installation b CVSS:3.0/AV:L/AC:H/PR:L/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
4025343 n
) C:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343

CVE-2017-8588

(Securit
y Only)
122533$t R . Base: 6.70
uri emote
Windows . Temporal: 6.00
v Only) |Importan Code
Server 2012 1025336 It B tio 1022796 Vector: Yes
u
R2 T xecutio CVSS:3. 0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/R
onthly n '
Rollup) C:C
Wind 4025333
rndows . Base: 6.70
Server 2012 |(Securit Remote " 1: 6.00
emporal : 6.
R2 (Server |y Only) [Importan (Code v i v
ector: es
C 4025336 |t E tio 14022726
“ore . recutio CVSS:3. 0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/T:H/A:H/E:P/RL: 0/R
installation (Monthly n -.c
) Rollup) '
1025339 Remote Base: 6. 70
) ) Temporal: 6.00
Windows (Securit Importan (Code
S 2016 . . G 4022715 Vector: Yes
erver xecutio
’ CVSS:3.0/AV:L/AC:H/PR:L/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) n
C:C
Windows igZBEi?t Imbortan gegote Base: 6.70
ec ortan Code
Server 2016 b . 4022715 Temporal: 6. 00 Yes
v t Executio
(Server Core Vector:
Update) n

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8588

)

installation

‘ ‘ ‘ ‘CVSS:B.O/AV:L/AC:H/PR:L/UI:R/S:U/C:H/I:H/A:H/E:P/RL:O/R
C:C

CVE-2017-8589 — Windows Search Remote Code Execution Vulnerability

target computer could exploit this vulnerability to elevate privileges and
take control of the computer. Additionally, in an enterprise scenario, a remote
unauthenticated attacker could remotely trigger the vulnerability through an

SMB connection and then take control of a target computer.

Ve imun Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Windows Search Remote Code Execution Vulnerability
Description:
A remote code execution vulnerability exists when Windows Search handles
objects in memory. An attacker who successfully exploited this vulnerability
CVE-  |could take control of the affected system. An attacker could then install
2017- |programs:; view, change, or delete data; or create new accounts with full user
. L Remote Code
8589  [rights. Critical Executi
xecution
MITRE [To exploit the vulnerability, the attacker could send specially crafted
NVD messages to the Windows Search service. An attacker with access to a
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8589
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8589

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The security update addresses the vulnerability by correcting how Windows
Search handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8589

everit
roduct ) Impact
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upersedenc oo o re Set

estart
equire
d
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CVE-2017-8590 — Windows CLFS Elevation of Privilege Vulnerability
Maxinum Vulnerabilit
CVE ID Vulnerability Description Severity e
. Impact
Rating
CVE Title: Windows CLFS Elevation of Privilege Vulnerability
CVE- Description:
2017- . . . . . .
An elevation of privilege vulnerability exists when the Windows Common Log Elevation of
8590 . ; . ) . Important L
MITRE File System (CLFS) driver improperly handles objects in memory. Privilege
NVD In a local attack scenario, an attacker could exploit this vulnerability by
running a specially crafted application to take control of the affected
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CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

system. An attacker who successfully exploited this vulnerability could run
processes in an elevated context.

The update addresses the vulnerability by correcting how CLFS handles objects
in memory.

Note: The Common Log File System (CLFS) is a high-performance, general-
purpose log file subsystem that dedicated client applications can use and
multiple clients can share to optimize log access.

FAQ:

None
Mitigations:
None
Workarounds:
None
Revision:

1.0 2017-07-11T07:00:00 Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8590
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4026059
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
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CVE-2017-8592 — Microsoft Browser Security Feature Bypass

specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how affected Microsoft Browsers

handle redirect requests

FAQ:

None

Max imum v
CVE ID Vulnerability Description Severity e iy
. Impact
Rating
CVE Title: Microsoft Browser Security Feature Bypass
Description:
A security feature bypass vulnerability exists when Microsoft Browsers improperly handle
redirect requests. This vulnerability allows Microsoft Browsers to bypass CORS redirect
restrictions and to follow redirect requests that should otherwise be ignored. An attacker who
successfully exploited this vulnerability could force the browser to send data that would
otherwise be restricted to a destination web site of their choice.
CVE-
2017— |In a web-based attack scenario, an attacker could host a specially crafted website that is .
8592 designed to exploit the vulnerability through Microsoft browsers and then convince a user to Low Security
MITRE |view the website. The attacker could also take advantage of compromised websites, and websites Feature Bypass
NVD that accept or host user—-provided content or advertisements. These websites could contain
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8592
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8592

Maximun Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8592

Supersedenc Restart
Product KB Article Severity Impact CVSS Score Set Require
d
Internet 4025331 Securit Base: 3.50
(Monthly Temporal: 3. 20
Explorer 10 y 4022724
on Windows Rollup) Low Feature 4021558 Vector: Yes
4025252 CVSS:3.0/AV:N/AC:L/PR:H/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/

Server 2012 (IF Bypass RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8592
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)
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ecur
Explorer 11 4025338 | ¢ Temporal: 4. 90
mportan
on Windows (Security | PO ; e 1022727 Vector: Yes
eature
10 for 32— |Update) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/
. Bypass
bit Systems RC:C
Int t
En TZ:zr 11 Securit Base: 5.40
X
pw1 ) 1025338 | Temporal : 4. 90
on Windows mportan
10 for g |Security | b ; e 1022727 Vector: Yes
or x64- eature
Update) CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:0/
based Bypass
RC:C
Systems
Int t
En TZin 11 Securit Base: 5.40
X
pw. ) t025344 | Temporal : 4. 90
on Windows mportan
WS (Security [T Y 4022714 Vector: Yes
10 Version t Feature
Update) CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:0/
1511 for 32— Bypass
. RC:C
bit Systems
éntirieﬁ || pozssaa | Securit Base: 5.40
xplore orta
be (Security [T Y 4022714 Temporal: 4.90 Yes
on Windows t Feature
. Update) Vector:
10 Version Bypass
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8592

1511 for CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/
x64-based RC:C
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éntirnet 11 S it Base: 5.40
rer ur
Xpwci’ Z 1025339 | ec Temporal : 4. 90
on Windows mportan
_ (Security [T Y 4022715 Vector: Yes
10 Version Feature
Update) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/
1607 for 32— Bypass
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bit Systems
Internet
Explorer 11 . Base: 5.40
. Securit
on Windows 41025339 1 ¢ Temporal : 4. 90
mportan
10 Version |(Security [ o0 ; cure 1022715 Vector: Yes
eature
1607 for Update) B CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/
a
x64-based ypass RC:C
Systems
Int t
Erl Tzin 11 Securit Base: 5.40
X
pw. ; t025312 | Temporal : 4. 90
n Win mportan
© ¥ l(security [Porrany 4022725  Vector: Yes
10 Version Feature
Update) CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/
1703 for 32- Bypass
. RC:C
bit Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
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Systems . Bypass
Cumulative RC:C

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
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CVE-2017-8594 — Internet Explorer Memory Corruption Vulnerability

An attacker could host a specially crafted website designed to exploit the
vulnerability through Internet Explorer, and then convince a user to view the
website. The attacker could also take advantage of compromised websites, or
websites that accept or host user—provided content or advertisements, by adding
specially crafted content that could exploit the vulnerability. In all cases,
however, an attacker would have no way to force users to view the attacker-—
controlled content. Instead, an attacker would have to convince users to take

Maximum 1
CVE ID Vulnerability Description Severity Vulnerability
] Impact
Rating
CVE Title: Internet Explorer Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists when Internet Explorer improperly
accesses objects in memory. The vulnerability could corrupt memory in such a
way that an attacker could execute arbitrary code in the context of the current
user. An attacker who successfully exploited the vulnerability could gain the
CVE—  same user rights as the current user. If the current user is logged on with
2017— @administrative user rights, the attacker could take control of an affected
3594 system. An attacker could then install programs; view, change, or delete data; |cpitical Remote Code
W[TRE or create new accounts with full user rights. Execution
NVD
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8594
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8594

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

action, typically by an enticement in an email or instant message, or by
getting them to open an attachment sent through email.

The security update addresses the vulnerability by modifying how Internet
Explorer handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-8594

Severit Supersedenc Restart
Product KB Article Impact o P CVSS Score Set Require
v d
inteme 1025336
(Monthly Base: 7.50
Explore Remote
Rollup) . Temporal: 6.70
r 11 on Critica [Code 4022726
Wind 4025252 ) Executio 4021558 Vector: Yes
OWS xecutio
8 1 for (1IE ) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
. 0
Lati
99 bit ?umu ative C
systems
Interne
t 4025336
Explore (Monthly Base: 7.50
Remote
r 11 on Rollup) . Temporal: 6.70
. Critica [Code 4022726
Windows 4025252 ) Executio 4021558 Vector: Yes
xecutio
8.1 for |(IE CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
x64- Cumulative " C
based )
systems
Interne 4025336 Criti Remot Base: 7.50
ritica Remote
t (Monthly Cod 4022726 Temporal: 6. 70 Yes
ode
Explore [Rollup) Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-201

7-8594

r 11 on Executio CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
Windows n C
RT 8.1
Interne 41025336
t (Monthly Base: 6. 40
Remote
Explore [Rollup) Temporal: 5. 80
Moderat (Code 4022726
r 11 on 4025252 . tio 4021558 Vector: Yes
e xecutio
Windows (I CVSS:3.0/AV:N/AC:H/PR:H/UT:R/S:U/C:H/I:H/A:H/E:P/RL:0/RC:
Server |Cumulative " C
2012 R2 )
CVE-2017-8595 — Scripting Engine Memory Corruption Vulnerability
Meximun Vulnerabilit
CVE ID Vulnerability Description Severity 2
. Impact
Rating
CVE- CVE Title: Scripting Engine Memory Corruption Vulnerability
2017- Description:
. o . . . oo Remote Code
8595 A remote code execution vulnerability exists in the way Microsoft Edge handles (Critical Executi
xecution
MITRE lobjects in memory. The vulnerability could corrupt memory in such a way that an
NVD attacker could execute arbitrary code in the context of the current user. An
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8595
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8595

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

attacker who successfully exploited the vulnerability could gain the same user
rights as the current user. If the current user is logged on with
administrative user rights, an attacker who successfully exploited the
vulnerability could take control of an affected system. An attacker could then
install programs: view, change, or delete data; or create new accounts with
full user rights.

In a web-based attack scenario, an attacker could host a specially crafted
website that is designed to exploit the vulnerability through Microsoft Edge
and then convince a user to view the website. In addition, an attacker could
embed an ActiveX control marked “safe for initialization” in an application or
Microsoft Office document that hosts the browser rendering engine. Finally,
the attacker could take advantage of compromised websites, and websites that
accept or host user—provided content or advertisements. These websites could
contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how Microsoft Edge
handles objects in memory.

FAQ:

None

Mitigations:
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Maximun Vulnerabilit
CVE ID Vulnerability Description Severity L/
] Impact
Rating

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8595

Restart
KB S it S d
Product . evert Impact upersedenc CVSS Score Set Require
Article y
d
Microsof
t Bdge 105338 Remote Base: 4.20
on (s it Cod Temporal: 3. 80
Windows | " (Critical Eo euti 4022727 Vector: Yes
xecutio
10 for | CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
. Update) n

32-bit C
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8595

Microsof
t Edge
on 4025338 Remote Base: 4.20
Wind (Securit Cod Temporal: 3.80
ows - iee Critical o 0C 4022727 Vector: Yes
10 for \4 Executio
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
x64- Update) n e
based
Systems
Microsof
t Edge
on 1025344 Remote Base: 4.20
Windows (s it Cod Temporal: 3.80
10 cen CriticalEoeiutio 4022714 Vector: Yes
X
Version Update) CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
1511 for | ° " C
32-bit
Systems
Microsof
B : 4. 20
t Edge  |4025344 Remote ase
n (Securit Code Temporal: 3. 80
;. ; Critical " . 4022714 Vector: Yes
in xecuti
oSy eetto CVSS:3. 0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC:
10 Update) n
. C
Version
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8595

1511 for
x64-
based
Systems

Microsof
t Edge
on
Windows
10
Version
1607 for
32-bit
Systems

4025339
(Securit

Update)

Critical

Remote
Code
Executio
n

4022715

Base: 4.20

Temporal: 3.80

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
C

Yes

Microsof
t Edge
on
Windows
10
Version
1607 for
x64-
based
Systems

4025339
(Securit

Yy
Update)

Critical

Remote
Code
Executio
n

4022715

Base: 4.20

Temporal: 3.80

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8595

Microsof
Base: 4.20
t Edge  [1025339 Remote ase
on (Securit Code Temporal: 3. 80
Wind ModerateE uti 4022715 Vector: Yes
ows xecutio
Y CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Server  |Update) n e
2016
CVE-2017-8596 — Microsoft Edge Memory Corruption Vulnerability
Maximun Vulnerabilit
CVE ID Vulnerability Description Severity 2
. Impact
Rating

CVE Title: Microsoft Edge Memory Corruption Vulnerability

Description:
CVE- A remote code execution vulnerability exists in the way Microsoft Edge handles
2017- |objects in memory. The vulnerability could corrupt memory in such a way that an

. . L. Remote Code
8596 |attacker could execute arbitrary code in the context of the current user. An Critical Execution
xecutio

MITRE Jattacker who successfully exploited the vulnerability could gain the same user
NVD rights as the current user. If the current user is logged on with

administrative user rights, an attacker who successfully exploited the

vulnerability could take control of an affected system. An attacker could then
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8596
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8596

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

install programs: view, change, or delete data; or create new accounts with

full user rights.

In a web—based attack scenario, an attacker could host a specially crafted
website that is designed to exploit the vulnerability through Microsoft Edge
and then convince a user to view the website. In addition, an attacker could
embed an ActiveX control marked “safe for initialization” in an application or
Microsoft Office document that hosts the browser rendering engine. Finally,
the attacker could take advantage of compromised websites, and websites that
accept or host user—provided content or advertisements. These websites could
contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how Microsoft Edge
handles objects in memory.

FAQ:
None
Mitigations:
None
Workarounds:
None
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Ve imun Vulnerabilit
CVE ID Vulnerability Description Severity L/
] Impact
Rating
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8596
Severit Supersedenc Restart
Product . Impact P CVSS Score Set Require
Article y
d
Microsof
t Edge
on 4025339 Remote Base: 4.20
Windows (s t Cod Temporal: 3.80
10 S Critical EO euti 4022715 Vector: Yes
Xec (0]
Version CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Update) n
1607 for C
32-bit
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8596

Microsof
t Edge
on
Windows 1025339 Remote Base: 4.20
10 (Securit o Code Temporal: 3. 80
Version v CrltlcalExecutio 4022715 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
1607 for |Update) n -
x64-
based
Systems
Microsof
t Edge
on 1025342 Remote Base: 4.20
Windows (Securit Code Temporal: 3.80
10 Critical . 4022725 Vector: Yes
Version | Executio CVSS: 3. 0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/T:L/A:N/E:P/RL: 0/RC:
Update) n
1703 for C
32-bit
Systems
Microsof 4025342 Remote
t Edge (Securit L Code Base: 4.20
Critical . 4022725 Temporal: 3.80 Yes
on y Executio Vector:
Windows |[Update) n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8596

10
Version
1703 for
x64—
based
Systems

C

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

Microsof
t Edge
on
Windows

Server
2016

4025339
(Securit

Yy
Update)

Moderate

Remote
Code
Executio
n

4022715

Base: 4. 20
Temporal: 3.80
Vector:

C

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

Yes

CVE-2017-8617 — Microsoft Edge Remote Code Execution Vulnerability

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

CVE-
2017-
8617

CVE Title: Microsoft Edge Remote Code Execution Vulnerability
Description:

Critical

Remote Code
Execution
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

MITRE
NVD

A remote code execution vulnerability exists in the way Microsoft Edge handles
objects in memory. The vulnerability could corrupt memory in such a way that an
attacker could execute arbitrary code in the context of the current user. An
attacker who successfully exploited the vulnerability could gain the same user
rights as the current user. If the current user is logged on with
administrative user rights, an attacker who successfully exploited the
vulnerability could take control of an affected system. An attacker could then
install programs; view, change, or delete data; or create new accounts with
full user rights.

In a web—based attack scenario, an attacker could host a specially crafted
website that is designed to exploit the vulnerability through Microsoft Edge
and then convince a user to view the website. In addition, an attacker could
embed an ActiveX control marked “safe for initialization” in an application or
Microsoft Office document that hosts the browser rendering engine. Finally,
the attacker could take advantage of compromised websites, and websites that
accept or host user—provided content or advertisements. These websites could
contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how Microsoft Edge
handles objects in memory.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8617
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8617

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

AQ:

one

itigations:

None
Workarounds:
None
Revision:
1.0

2017-07-11T07:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8617

Product

Article

Severit
y

Impact

Supersedenc
e

CVSS Score Set

estart
equire
d

Microsof
t Edge
on

4025342
(Securit

Critical

Remote
Code

4022725

Base: 4. 20
Temporal: 3. 80
Vector:

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8617

Windows
10
Version
1703 for
32-bit
Systems

Yy
Update)

Executio
n

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
C

Microsof
t Edge
on
Windows
10
Version
1703 for
x64—
based
Systems

4025342
(Securit

Yy
Update)

Critical

Remote
Code
Executio
n

4022725

Base: 4.20

Temporal: 3.80

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8618 — Scripting Engine Memory Corruption Vulnerability

An attacker who successfully exploited this vulnerability could gain the same
user rights as the current user. If the current user is logged on with
administrative user rights, an attacker who successfully exploited this
vulnerability could take complete control of an affected system. An attacker
could then install programs; view, change, or delete data; or create new
accounts with full user rights.

Maximum 1
CVE ID Vulnerability Description Severity Vulnerability
] Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way that the VBScript
engine, when rendered in Internet Explorer, handles objects in memory. In a
web—based attack scenario, an attacker could host a specially crafted website
that is designed to exploit this vulnerability through Internet Explorer and
then convince a user to view the website. An attacker could also embed an
CVE-  ActiveX control marked “safe for initialization” in an application or Microsoft
2017- Office document that hosts the Internet Explorer rendering engine. The attacker Remote Code
8618  could also take advantage of compromised websites and websites that accept or Moderate Execution
MITRE  host user—provided content or advertisements. These websites could contain
NVD specially crafted content that could exploit this vulnerability.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8618
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8618

Maximum

- . . . Vulnerabilit
CVE ID Vulnerability Description Severity L/

K Impact
Rating s

The update addresses the vulnerability by modifying how the VBScript scripting
engine handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8618

everit upersedenc estart
roduct Article Impact . P VSS Score Set equire

d
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CVE-2017-8618

Interne 4025331
t (Monthly Base: 6. 40
Remote
Explore [Rollup) Temporal: 5.80
Moderat (Code 4022724
r 10 on 4025252 Executio 4021558 Vector: Yes
xecutio
Windows |(IF . CVSS:3.0/AV:N/AC:H/PR:H/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/RC:
Server |Cumulative C
2012 )
Interne
E lor Remot Base: 7.50
xplore emote
) ?1 Cfo2s3ss | Temporal: 6.70
0 ca |Code
) (Security . 4022727 Vector: Yes
Windows Executio
10 for Update) CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/T1:H/A:H/E:P/RL:0/RC:
0 n
32-bit ¢
Systems
Interne
t Remot Base: 7.50
emote
Explore 4025338 o Temporal: 6. 70
. Critica [Code
r 11 on |(Security Executi 4022727 Vector: Yes
xecutio
Windows [pdate) 3 CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/T1:H/A:H/E:P/RL:0/RC:
10 for C
x64-
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8618

based
Systems

Interne
t
Explore
r 11 on
Windows
10
Version
1511
for 32—
bit
Systems

4025344
(Security
Update)

Critica

Remote
Code
Executio
n

4022714

Base: 7.50

Temporal: 6. 70

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
C

Yes

Interne
t
Explore
r 11 on
Windows
10
Version
1511
for
x64-

4025344
(Security
Update)

Critica

Remote
Code
Executio
n

4022714

Base: 7.50

Temporal: 6. 70

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/RC:
C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8618

based
Systems

Interne
t
Explore
r 11 on
Windows
10
Version
1607
for 32—
bit
Systems

4025339
(Security
Update)

Critica

Remote
Code
Executio
n

4022715

Base: 7.50

Temporal: 6. 70

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
C

Yes

Interne
t
Explore
r 11 on
Windows
10
Version
1607
for
x64-

4025339
(Security
Update)

Critica

Remote
Code
Executio
n

4022715

Base: 7.50

Temporal: 6. 70

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/RC:
C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8618

based
Systems

Interne
t
Explore
r 11 on
Windows
10
Version
1703
for 32—
bit
Systems

4025342
(Security
Update)

Critica

Remote
Code
Executio
n

4022725

Base: 7.50

Temporal: 6. 70

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
C

Yes

Interne
t
Explore
r 11 on
Windows
10
Version
1703
for
x64-

4025342
(Security
Update)

Critica

Remote
Code
Executio
n

4022725

Base: 7.50

Temporal: 6. 70

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/RC:
C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8618

based
Systems

Interne
t
Explore
r 11 on
Windows
7 for

32-bit

Systems
Service
Pack 1

4025341
(Monthly
Rollup)
4025252
(IE
Cumulative

)

Critica
1

Remote
Code
Executio
n

4022719
4021558

Base: 7.50

Temporal: 6. 70

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/RC:
C

Yes

Interne
t
Explore
r 11 on
Windows
7 for
x64-
based
Systems
Service
Pack 1

4025341
(Monthly
Rollup)
4025252
(IE
Cumulative

)

Critica

Remote
Code
Executio
n

4022719
4021558

Base: 7.50

Temporal: 6. 70

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/RC:
C

Yes

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8618

interne 1025336
(Monthly Base: 7.50
Explore Remote
Rollup) . Temporal: 6.70
r 11 on Critica [Code 4022726
Windows | - °70 Exccutio 4021558 Vector: fes
8 1 for (1IE ) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
99 bit Cumulative C
)
systems
Interne
t 4025336
Explore (Monthly Remot o Base: 7.50
r'11 on [Rollup) critica Code oo Temporal : 6.70
Windows 4025252 ) Fxecutio 4021558 Vector: Yes
8.1 for (IE CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
x64— Cumulative " C
based |
systems
interne Remote Base: 7.50
Exolor 4025336 Criti Cod Temporal: 6. 70
) ?10 E (Monthly ca EO © o, (1022726 Vector: Yes
Vird " Rol1up) nxecu © CVSS:3. 0/AV:N/AC:H/PR:N/UL:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
ows
RT 8.1 ¢
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8618

Interne
t
Explore
r 11 on 4025341
Windows (Monthly Base: 6. 40

Remote
Server [Rollup) Moderat Code 1029719 Temporal : 5. 80
2008 R2 4025252 Fxecutio 4021558 Vector: Yes
for (IE CVSS:3.0/AV:N/AC:H/PR:H/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/RC:
x64— Cumulative " C
based |
Systems
Service
Pack 1
Interne 4025336
t (Monthly Base: 6. 40

Remote
Explore [Rollup) Temporal: 5.80

Moderat Code 4022726

r 11 on 4025252 . Vector: Yes
Windows |(IE ¢ Fxecutio 4021598 CVSS:3. 0/AV:N/AC:H/PR:H/UT:R/S:U/C:H/T:H/A:H/E:P/RL:0/RC:
Server |[Cumulative " C
2012 R2 )
Interne 1025339 h ; o Base: 6. 40
t (Securiy oderat Remote o075 Temporal: 5.80 Yes
Explore [pdate) Code Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8618

r 11 on Executio CVSS:3.0/AV:N/AC:H/PR:H/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
Windows n C
Server
2016
Interne
t
Explore
r 9 on
Windows 1025252 Remote Base: 6.0
Temporal: 5.80
Server |(IE Moderat (Code
2008 Cumulative |e Executio 4021558 Vector: fes
for 39— | ) CVSS:3.0/AV:N/AC:H/PR:H/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
. C
bit
Systems
Service
Pack 2
Interne
' 1025252 Remote Base: 6.40
Explore (IF Moderat Code Temporal: 5. 80
r 9 on Cunulative le Fxecutio 4021558 Vector: Yes
Windows 3 CVSS:3.0/AV:N/AC:H/PR:H/UL:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC:
Server C
2008
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8618

for
x64—
based

Pack 2

Systems
Service

CVE-2017-8619 — Scripting Engine Memory Corruption Vulnerability

administrative user rights, an attacker who successfully exploited the
vulnerability could take control of an affected system. An attacker could then

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity Y
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
CVE- A remote code execution vulnerability exists in the way Microsoft Edge handles
2017- |objects in memory. The vulnerability could corrupt memory in such a way that an
. . L. Remote Code
8619 |attacker could execute arbitrary code in the context of the current user. An Critical Executi
xecution
MITRE Jattacker who successfully exploited the vulnerability could gain the same user
NVD rights as the current user. If the current user is logged on with
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8619
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8619

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

install programs: view, change, or delete data; or create new accounts with

full user rights.

In a web—based attack scenario, an attacker could host a specially crafted
website that is designed to exploit the vulnerability through Microsoft Edge
and then convince a user to view the website. In addition, an attacker could
embed an ActiveX control marked “safe for initialization” in an application or
Microsoft Office document that hosts the browser rendering engine. Finally,
the attacker could take advantage of compromised websites, and websites that
accept or host user—provided content or advertisements. These websites could
contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how Microsoft Edge
handles objects in memory.

FAQ:
None
Mitigations:
None
Workarounds:
None
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Maximun Vulnerabilit
CVE ID Vulnerability Description Severity L
] Impact
Rating
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8619
Restart
KB S it S d
Product . evert Impact upersedenc CVSS Score Set Require
Article y
d
Microsof
t Edge 1025338 Remote Base: 4. 20
on (Securit Cod Temporal: 3.80
Windows e CriticalEO euti 4022727 Vector: Yes
xecutio
10 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
. Update) n
32-bit C
Systems
Microsof 1025338 Remote Base: 4. 20
Critical 4022727 Y
t Edge (Securit ritiea Code Temporal: 3. 80 es
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8619

on \f Executio Vector:

Windows |[Update) n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

10 for C

x64-

based

Systems

Microsof

t Edge

on 1025344 Remote Base: 4.20

Windows (Securit Code Temporal: 3.80

10 Critical . 4022714 Vector: Yes

Version | Executio CVSS:3. 0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

Update) n

1511 for C

32-bit

Systems

Microsof

t Edge

on 1025344 Remote Base: 4.20

Windows |(Securit Code Temporal: 3. 80

10 : CriticalExecutio 4022714 Vector: Yes
. CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

Version |[Ipdate) n c

1511 for

x64-
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8619

based

Systems

Microsof

t Edge

on 4025339 Remote Base: 4.20

Windows (Securit Code Temporal: 3. 80

10 Critical . 4022715 Vector: Yes

Version | Executio CVSS:3. 0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC:
Update) n

1607 for C

32-bit

Systems

Microsof

t Edge

on

Windows 1025339 Remote Base: 4.20

10 (Securit o Code Temporal: 3. 80

Version v CrltlcalExecutio 4022715 Vector: Yes

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

1607 for [Ipdate) n C

x64-

based

Systems

Microsof 4025342 . Remote Base: 4. 20

t Edge (Securit CrltlcalCode 4022725 Temporal: 3. 80 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8619

on \f Executio Vector:

Windows |[Update) n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

10 C

Version

1703 for

32-bit

Systems

Microsof

t Edge

on

Windows 1025312 Remote Base: 4.20

10 (Securit o Code Temporal: 3. 80

Version |y CrltlcalExecutio 4022725 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

1703 for |Update) n C

x64-

based

Systems

Microsof

t Edge  |1025339 Remote Base: 4.20

on (Securit Code Temporal: 3. 80

Windows v ModerateExecutio 4022715 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC:

Server  |Update) n C

2016
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8621 — Microsoft Exchange Open Redirect Vulnerability

redirect requests.

FAQ:
None
Mitigations:
None

Maximum o
CVE ID Vulnerability Description Severity R 2ty
. Impact
Rating
CVE Title: Microsoft Exchange Open Redirect Vulnerability
Description:
An open redirect vulnerability exists in Microsoft Exchange that could lead to
spoofing. To exploit the vulnerability, an attacker could send a link that has a
specially crafted URL, and convince the user to click the link. When an
authenticated Exchange user clicks the link, the authenticated user’ s browser
CVE-  |session could be redirected to a malicious site that is designed to impersonate
2017- la legitimate website. By doing so, the attacker could trick the user and
8621 potentially acquire sensitive information, such as the user’s credentials. Moderate Spoofing
ﬁé;RE The update addresses the vulnerability by correcting how Exchange handles open
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8621
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8621

ax imun Vulnerabilit
CVE ID Vulnerability Description Severity 4
. Impact
Rating
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information Published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8621
CVSS S Restart
Product KB Article Severity Impact Supersedence core es ?r
Set Required
Base: N/A
Microsoft Exchange Server 2010 4018588 (Security . Temporal :
Moderate Spoof 4011326 Mayb
Service Pack 3 Update) oderateppooting N/A aybe
Vector: N/A
Base: N/A
Microsoft Exchange Server 2013 4018588 (Security Moderate Spoofing N Temporal : \avh
oderate Spoofing None aybe
Cumulative Update 16 Update) b & N/A v
Vector: N/A
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https://www.microsoft.com/downloads/details.aspx?familyid=9820e2fb-891f-43ef-a9e2-c56ca79ea1ff
https://www.microsoft.com/downloads/details.aspx?familyid=9820e2fb-891f-43ef-a9e2-c56ca79ea1ff
https://www.microsoft.com/downloads/details.aspx?familyid=521e82c1-5934-4420-97c6-d1a047e4ee47
https://www.microsoft.com/downloads/details.aspx?familyid=521e82c1-5934-4420-97c6-d1a047e4ee47

CVE-2017-8621

Base: N/A
g;ii?izf;aiicTange Server 2013 3giii§§ (Security Moderate Spoofing 4012178 ;jzporal. Vlaybe

Vector: N/A

Base: N/A
Microsoft Exchange Server 2016 4018588 (Security Moderate Spoofing None Temporal : Viaybe
Cumulative Update 5 Update) N/A

Vector: N/A

CVE-2017-0170 — Windows Performance Monitor Information Disclosure Vulnerability

could read arbitrary files via an XML external entity (XXE) declaration.

Maximum i1
CVE ID Vulnerability Description Severity ¥zizz:ab111ty
Rating
CVE Title: Windows Performance Monitor Information Disclosure Vulnerability
CVE= Description:
2017~ An information disclosure vulnerability exists in the Windows Performance Information
0170 Monitor Console when it improperly parses XML input containing a reference to Moderate Disclosure
ﬁégRE an external entity. An attacker who successfully exploited this vulnerability
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https://www.microsoft.com/downloads/details.aspx?familyid=7167b81d-a351-427f-80dc-b864a4fb0576
https://www.microsoft.com/downloads/details.aspx?familyid=7167b81d-a351-427f-80dc-b864a4fb0576
https://www.microsoft.com/downloads/details.aspx?familyid=1cdd77a9-61cd-4174-b96a-cc3dd169e3dd
https://www.microsoft.com/downloads/details.aspx?familyid=1cdd77a9-61cd-4174-b96a-cc3dd169e3dd
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0170
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-0170

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

To exploit the vulnerability, an attacker could create specially crafted XML
data and convince an authenticated user to create a Data Collector Set and
import the file. To create a Data Collector Set, the user must be a member of
the Performance Log Users or Local Administrators group. The update
addresses the vulnerability by modifying the way that the Windows Performance
Monitor Console parses XML input.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-0170

KB Severit Supersedenc Restart
Product ) Impact b CVSS Score Set Require
Article |y
d
‘ 1025338 ‘ Base: 5.50
Windows 10 (s  Moderat Informatio Temporal: 5.00
for 32-bit | b Roderat 4022727 NVector: Yes
e
Systems ’ Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Update)
RC:C
Windows 10 4025338 _ Base: 5.50
¢ 64— (s  Moderat Informatio Temporal: 5. 00
bor z ecurit poderat | 4022727 NVector: Yes
as
© ’ © Disclosure CVSS:3. 0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems Update)
RC:C
Windows 10 |4025344 _ Base: 5.50
. . Informatio Temporal: 5. 00
Version 1511 |(Securit Moderat
¢ 99 bit n 4022714 Vector: Yes
r 32-bi
© ’ © Disclosure CVSS:3. 0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems Update)
RC:C
Wlnd?ws 10 1025344 . Base: 5.50
Version 1511 (s  Moderat Informatio Temporal: 5. 00
for x64- o ederat 4022714 Vector: Yes
e
based E date) Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
ate
Systems v RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-0170

Windows 10 1025339 _ Base: 5. 50
. . Informatio Temporal: 5. 00
Version 1607 |(Securit Moderat
for 39-bit n 4022715 Vector: Yes
0 - e
Y Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems Update)
RC:C
Wlnd?ws 10 1025339 ‘ Base: 5.50
Version 1607 (s 1 Moderat Informatio Temporal: 5.00
r
for x64- ool odera n 4022715 Vector: Yes
e
based ’ Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Update)
Systems RC:C
Windows 10 4025342 _ Base: .50
. ) Informatio Temporal: 5. 00
Version 1703 |(Securit Moderat
for 39-bit n 4022725 Vector: Yes
0 - e
’ Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems Update)
RC:C
W1nd9ws 10 1025349 ‘ Base: 5.50
Version 1703 (s ¢ Moderat Informatio Temporal: 5. 00
for x64- ectrit poderat | 4022725  Vector: Yes
e
based E date) Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems b RC:C
Windows 7 1025337 b topay Informatio Base: 5.50
r
for 32-bit |(Securit ceerat 4 Temporal: 5.00 Yes
. 4022719
Systems v Only) Disclosure Vector:
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337

CVE-2017-0170

Service Pack 1025341 CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/1:N/A:N/E:P/RL:0/
1 (Monthly RC:C
Rollup)
mp
indows 7 4025337 Base: 5.50
for x64- (Securit )
Informatio Temporal: 5. 00
based v Only) Moderat
Syst 1025341 " 002719 | ector Yes
ms
yste © Disclosure CVSS:3. 0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Service Pack |(Monthly RC: €
1 Rollup) '
4025333
(Securit Base: 5.50
Windows 8.1 e Informatio Temporal: 5. 00
) v Only) Moderat
for 32-bit 1025336 e n 1029796 Vector: Yes
systems (Monthl Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/1:N/A:N/E:P/RL:0/
0] y
RC:C
Rollup)
4025333
_ . Base: 5. 50
Windows 8.1 |(Securit )
Informatio Temporal: 5.00
for x64- v Only) Moderat
based 4025336 " 002726 | ector Yes
ase © Disclosure CVSS:3. 0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/1:N/A:N/E:P/RL:0/
systems (Monthly RC-C
Rollup) '
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336

CVE-2017-0170

Windows
Server 2008 1025397 _ Base: 5. 50
. . Informatio Temporal: 5. 00
for 32-bit |(Securit Moderat
Syst n None Vector: Yes
stems e
yste Y Disclosure CVSS:3. 0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Service Pack [Update)
RC:C
2
Windows
Server 2008
for 32-bit 1025397 ' Base: 5.50
Systems (Securit Moderat Informatio Temporal: 5.00
Service Pack n None Vector: Yes
e
2 (Server Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Update)
Core RC:C
installation
)
Windows
Server 2908 1025397 . Base: 5.50
for Itanium— . Informatio Temporal: 5.00
(Securit Moderat
Based n None Vector: Yes
e
Systems Y Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T1:N/A:N/E:P/RL:0/
) Update)
Service Pack RC:C
2
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397

CVE-2017-0170

Windows
Server 2008 1025397 . Base: 5.50
for x64- (Securit Moderat Informatio Temporal: 5. 00
based o odera n None Vector: Yes
e
Systems ! Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/TI:N/A:N/E:P/RL:0/
. Update)
Service Pack RC:C
2
Windows
Server 2008
for x64-
based 4025397 _ Base: .50
. Informatio Temporal: 5.00
Systems (Securit Moderat
. n None Vector: Yes
Service Pack |y e .
Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/1:N/A:N/E:P/RL:0/
2 (Server Update)
RC:C
Core
installation
)
Windows 402533? Base: 5. 50
Server 2008 |(Securit i
Informatio Temporal: 5. 00
R2 for v Only) Moderat
Ttanium 1025341 " j002719 | ector Yes
a - e
Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T1:N/A:N/E:P/RL:0/
Based (Monthly RC-C
Systems Rollup) '
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025397
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-0170

Service Pack
1
Windows
Server 2008 4025337 Base: 5.50
(Securit )
R2 for x64- Informatio Temporal: 5.00
v Only) Moderat
based 1095341 n 1029719 Vector: Yes
Systems (Monthl © Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Service Pack oy RC:C
Rollup)
1
Windows
Server 2008
R2 f 4- 14025337
or x6 , Base: 5.50
based (Securit )
Informatio Temporal: 5. 00
Systems v Only) Moderat
Service Pack [4025341 " j022719 | ector: Yes
ervice Pac e
Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/T1:N/A:N/E:P/RL:0/
1 (Server (Monthly RC:C
Core Rollup) '
installation
)
402 1
. V203 Informatio Base: 5.50
Windows (Monthly Moderat
n 4022724 Temporal: 5.00 Yes
Server 2012 Rollup) e i sl Vector:
1095343 sclosure ector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343

CVE-2017-0170

(Securit CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/1:N/A:N/E:P/RL:0/
vy Only) RC:C
Windows %ﬁZSiii Base: 5.50
n
Server 2012 ! ’ Informatio Temporal: 5. 00
Rollup) Moderat
(Server Core 1025343 o n 4022724 Vector: Yes
installation ) Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T1:N/A:N/E:P/RL:0/
) (Securit RC: €
y Only) '
4025333
(Securit Base: 5.50
Windows e Informatio Temporal: 5. 00
v Only) Moderat
Server 2012 1025336 n 1029796 Vector: Yes
R2 © Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/1:N/A:N/E:P/RL:0/
(Monthly RC: €
Rollup) '
Wind 4025333
rndows , Base: 5.50
Server 2012 |(Securit )
Informatio Temporal: 5.00
R2 (Server |y Only) Moderat
Core 4025336 e " 002726 | ector Yes
. . Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UL:R/S:U/C:H/1:N/A:N/E:P/RL:0/
installation |(Monthly
RC:C
) Rollup)
Inf t1 B : 5.50
Windows 4025339 hoderat frormatio ase
. n 4022715 Temporal: 5. 00 Yes
Server 2016 |(Securit e )
Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-0170

Ve CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/T1:N/A:N/E:P/RL:0/
Update) RC:C
Windows 1025339 ‘ Base: 5.50
Server 2016 (s  Moderat Informatio Temporal: 5. 00
ccurit Modera
(Server Core n 4022715 Vector: Yes
e
installation.é date) Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/1:N/A:N/E:P/RL:0/
ate
) : RC:C
CVE-2017-8463 — Windows Explorer Remote Code Execution Vulnerability
Maximum Vulnerabilit
CVE ID Vulnerability Description Severity i/
. Impact
Rating

CVE Title: Windows Explorer Remote Code Execution Vulnerability
CVE- Description:

A remote code execution vulnerability exists when Windows Explorer improperly
2017- . . .

handles executable files and shares during rename operations. An attacker who L Remote Code
8463 . . . . . Critical .
MITRE successfully exploited this vulnerability could run arbitrary code in the Execution
VD context of another user. Users not running as administrators would be less

affected.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8463
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8463

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

To exploit this vulnerability, an attacker would first share both a folder and malware named
with an executable extension, and then trick the user into thinking that the malware was the
folder. The attacker could not force the user to open or browse the share but
could use email or instant messages to trick them into doing so.

The update addresses the vulnerability by correcting how Windows Explorer
handles executable files and shares during rename operations.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-8463

KB Severit Supersedenc Restart
Product ) Impact P CVSS Score Set Require
Article |y
d
1025338 R ¢ Base: 6. 30
Windows 10 (s o Crit CeZO © Temporal: 6.00
for 32-bit centt lrl rea Eoeiutio 4022727 Vector: Yes
X
Systems ’ CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:L/A:L/E:H/RL:0/R
Update) n
C:C
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for 39-bit ) Fxecuti 4022715 Vector: Yes
0 - xecutio
Y CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:L/A:L/E:H/RL:0/R
Systems Update) n
C:C
Wlnd?ws 10 1025339 Remote Base: 6.30
Version 1607 (s 4 leriti Cod Temporal: 6.00
r
for x64- ool ) ca EO euti 4022715 Vector: Yes
xecutio
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Update) n
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Windows 7 4025337 Criti Remot Base: 6.30
riti m
for 32-bit |(Securit ca pemote Temporal: 6.00 Yes
Code 4022719
Systems v Only) Vector:
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mporal : 6.
for x64- v Only) Critica Code Ve io a4 v
ector: es
b d 4025336 |1 E tio 4022726
ase xecutio CVSS:3. 0/AV:N/AC:L/PR:N/UL:R/S:U/C:L/T:L/A:L/E:H/RL:0/R
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Wind RT 4025336 Criti Cod Temporal: 6.00
owSs ca Code
8 1 (Monthly b ocut i 4022726 Vector: Yes
. xecutio
Rollup) ; CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:L/1:L/A:L/E:H/RL:0/R
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Windows
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Service Pack
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Windows
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installation |(Monthly
) Rollup)
4025339 Remote Base: 6. 30
. . L. Temporal: 6.00
Windows (Securit Critica (Code
Server 2016 ) Executi 4022715 Vector: Yes
erve ’ Xeeuto CVSS:3. 0/AV:N/AC:L/PR:N/UT:R/S:U/C:L/T:L/A:L/E:H/RL: 0/R
Update) n
C:C
Windows 1025339 Remote Base: 6.30
Server 2016 (Securit Critica Code Temporal: 6.00
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) C:C
CVE-2017-8467 — Win32k Elevation of Privilege Vulnerability
Maxinun Vulnerabilit
CVE ID Vulnerability Description Severity e
i Impact
Rating
CVE- ; . ) .. oo )
CVE Title: Win32k Elevation of Privilege Vulnerability Elevation of
2017- L Important L
8467 Description: Privilege
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CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

MITRE
NVD

An elevation of privilege vulnerability exists in Windows when the Microsoft
Graphics Component fails to properly handle objects in memory. An attacker who
successfully exploited this vulnerability could run arbitrary code in kernel
mode. An attacker could then install programs; view, change, or delete data; or
create new accounts with full user rights.

To exploit this vulnerability, an attacker would first have to log on to the
system. An attacker could then run a specially crafted application that could
exploit the vulnerability and take control of an affected system.

The update addresses this vulnerability by correcting how the Microsoft
Graphics Component handles objects in memory.

FAQ:
None
Mitigations:
None
Workarounds:
None

@z B 2017 http://www. nsfocus. com



http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8467
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8467

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity 4
. Impact
Rating
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8467
Restart

KB S d
Product ) Severity Impact upersedenc CVSS Score Set Require

Article

d
. 1025338 Elevatio Base: . 00
Windows 10 (s - ¢ ¢ Temporal: 6. 70
for 32-bit | tmpor an ; © 4022727 Wector: Yes
rivile

Systems ' vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:H/RL: 0/R

Update) e

C:C
Windows 10 4025338 Elevatio
for x64 (Securit |Importan n of Base: 7.00
or x64- ec orta 0
b 4022727 Temporal: 6.70 Yes
based \g t Privileg Vector
ector:

Systems Update) e
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CVE-2017-8486 — Win32k Information Disclosure Vulnerability

objects in memory.

FAQ:

Maxinun Vulnerabilit
CVE ID Vulnerability Description Severity Y
. Impact
Rating
CVE Title: Win32k Information Disclosure Vulnerability
Description:
An information disclosure vulnerability exists in Microsoft Windows when
Win32k fails to properly handle objects in memory. An attacker who
CVE- successfully exploited the vulnerability could obtain information to further
2017— |compromise the user’ s system. ]
. S . . . Information
8486 To exploit the vulnerability, an attacker could create a special application Important Discl
MITRE to run on a target system. 1sclosure
NVD The update addresses the vulnerability by correcting how the Win32k handles
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8486

ax imun Vulnerabilit
CVE ID Vulnerability Description Severity 4
. Impact
Rating
None
Mitigations:
None
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8486
Restart
KB ) Supersed .
Product ) Severity Impact upersedenc CVSS Score Set Require
Article
d
' 1025338 . Base: 4.70
Windows 10 (s ol ¢ Informatio Temporal : 4. 50
for 32-bit | tmpor an 4022727 Nector: Yes
Systems Y Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:H/RL:0/
Update)
RC:C
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based \4 CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL:0/
Systems Update) RC:C
31ndiws 1203 122534?t | ¢ Informatio Base: 4.70
ferSB;mbit sen tmpor a 4022725 Temporal: 4. 70 Yes
or 32—
Y Disclosure Vector: CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/T1:N/A:N
Systems Update)
Wlnd?ws 10 1025349 '
Version 1703 (s it Tmvortan Informatio Base: 4.70
T
for x64- oo tmpo a4 4022725  Temporal: 4.70 Yes
based E date) Disclosure Vector: CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I1:N/A:N
ate
Systems b
402
Windows 7 (2 533?t Base: 4.70
ecuri
for 32-bit Informatio Temporal: 4.50
v Only) |Importan
Systems 1095341 ¢ 1022719 Vector: Yes
Service Pack (Vonthl Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL:0/
onthly
1 RC:
Rollup) ¢:C
i 402
Windows 7 0 533? Base: 4. 70
for x64- (Securit )
Informatio Temporal: 4. 50
based v Only) |Importan
System 1025341 |t 002719 | ector: Yes
stems
v ) Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL:0/
Service Pack (Monthly RCC
1 Rollup) '
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122533§t Base: 4.70
ecur
Windows 8.1 Informatio Temporal : 4. 50
. v Only) Importan
for 32-bit 1025336 |t 1029796 Vector: Yes
systems (Monthl Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/TI:N/A:N/E:H/RL:0/
onthly
RC:C
Rollup)
. 402533? Base: 4.70
Windows 8.1 |(Securit .
Informatio Temporal: 4.50
for x64- v Only) |Importan N Vector v
ector: es
based 4025336 |t 4022726
ase Disclosure CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL:0/
systems (Monthly N
Rollup) '
Base: 4.70
4025336 Informatio Temporal: 4.50
Wind RT I t
slT ovs (Monthly [ "Por+an 4022726 NVector: Yes
' Rollup) Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL:0/
RC:C
Windows
B t 4.
Server 2008 1025877 _ ase: 4.70
. . Informatio Temporal : 4. 50
for 32-bit |(Securit Importan
Syst . None Vector: Unknown
stems
v . Y Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/T:N/A:N/E:H/RL:0/
Service Pack [Ipdate)
RC:C
2
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Windows
Server 2008
for 32-bit 1025877 . Base: 4.70
Systems (s it Tmvortan Informatio Temporal : 4. 50
T
Service Pack vl tmpo @ n None Vector: Unknown
2 (Server Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL:0/
Update)
Core RC:C
installation
)
Windows
Server 2908 1095877 . Base: 4.70
for Itanium— (s ol ¢ Informatio Temporal: 4.50
Based cent tmpor an None Vector: Yes
Systems E date) Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL:0/
Service Pack prate RC:C
2
Windows
Server 2008 1025877 ' Base: 4.70
for x64- (Securit [Tmportan Informatio Temporal: 4. 50
based o X porta None Vector: Yes
Systems Y Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL:0/
) Update)
Service Pack RC:C
2
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Windows
Server 2008
for x64-
based 1025877 _ Base: 4.70
. Informatio Temporal: 4.50
Systems (Securit Importan
. None Vector: Yes
Service Pack |y t )
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL:0/
2 (Server  [pdate)
RC:C
Core
installation
)
Windows
Server 2008 402533? Base: 4. 70
R2 for (Securit i
. Informatio Temporal : 4. 50
ITtanium— v Only) |Importan
Based 4025341 [t j002719 | ector Yes
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:H/RL:0/
Systems (Monthly RCC
Service Pack Rollup) '
1
Windows 1025337 . Base: 4.70
Server 2008 . Informatio Temporal : 4. 50
(Securit Importan
R2 for x64- only) |t 1022719 Vector: Yes
n
based 1025311 Disclosure CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL: 0/
Systems RC:C
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Service Pack |(Monthly
1 Rollup)
Windows
Server 2008
R2 for x64- 402533? Base: 4.70
based (Securit )
Informatio Temporal: 4.50
Systems v Only) |Importan oot .
ector: es
i Pack 41025341 |t 402271
Service Pac Disclosure 022TH ySS 13, 0/AV:L/AC: H/PR:L/UT:N/S:U/C:H/T:N/A:N/E: H/RL: 0/
1 (Server (Monthly N
Core Rollup) '
installation
)
4025331
Base: 4.70
(Monthly )
. Informatio Temporal : 4. 50
Windows Rollup) |Importan
Server 2012 1025343 |t 4022724 Vector: Yes
erve
s . Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL:0/
ecuri
RC:C
y Only)
Wi B : 4.
indows 1025331 . ase 70
Server 2012 (Monthly [T ¢ Informatio Temporal: 4.50
n mportan
(Server Core R Tl )y . porta 4022724 Vector: Yes
ollu
installation4025gi3 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/T:N/A:N/E:H/RL:0/
) RC:C
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(Securit
y Only)
%22533$t Base: 4.70
uri
Windows . Informatio Temporal: 4. 50
v Only) |Importan
Server 2012 1025336 |t 1029796 Vector: Yes
R2 (Monthl Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:H/RL:0/
onthly
RC:
Rollup) ¢:C
Windows 402533? Base: 4.70
Server 2012 |(Securit )
Informatio Temporal : 4. 50
R2 (Server |y Only) Importan Veot .
ector: es
C 4025336 |t 4022726
-ore . Disclosure CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL: 0/
installation (Monthly RC: €
) Rollup) '
B . 4.
1025339 _ ase: 4.70
. ) Informatio Temporal: 4.50
Windows (Securit Importan
S 2016 . n 4022715 Vector: Yes
rver
erve E . Disclosure CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:H/RL: 0/
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! RC:C
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ec orta
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)

installation

-

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/T1:N/A:N/E:H/RL:0/

CVE-2017-8495 — Kerberos SNAME Security Feature Bypass Vulnerability

Maxinun Vulnerabilit
CVE ID Vulnerability Description Severity 2
. Impact
Rating
CVE Title: Kerberos SNAME Security Feature Bypass Vulnerability
Description:
A security feature bypass vulnerability exists in Microsoft Windows when
Kerberos fails to prevent tampering with the SNAME field during ticket
CVE= exchange. An attacker who successfully exploited this vulnerability could use
2017= iy 14 bypass Extended Protection for Authentication. Security
8495 Important
wiTre  To exploit this vulnerability, an attacker would have to be able to launch a Feature Bypass
NVD man—-in—the-middle (MiTM) attack against the traffic passing between a client
and the server.
The update addresses this vulnerability by adding integrity protection to the
SNAME field.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8495
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8495
https://technet.microsoft.com/en-us/library/security/dn848375.aspx#MiTM

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

AQ:
one
itigations:
None
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8495

@

Product . Severity Impact
Article Ml t

Supersedenc

CVSS Score Set

estart
equire
d

Windows 10
for 32-bit
Systems

4025338 |(Importan [Securit
(Securit [t y

4022727

Base: 7.50
Temporal: 6.70

Vector:

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
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y Feature CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) Bypass C:C
Windows 10 4025338 Securit Base: .50
¢ 64— (s ol ¢ Temporal: 6.70
bor z sen tmpor an ; cupe 1022727 Wector: Yes
ase eature
Y CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) Bypass e
Windows 10  [4025344 Securit Base: 7.0
. ) Temporal: 6.70
Version 1511 (Securit Importan |y
for 39-bit . Feat 4022714 Vector: Yes
or 32- eature
’ CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) Bypass M.
Windows 10 Base: 7.50
4025344 S it
Version 1511 (s I ¢ ecurt Temporal: 6. 70
for x64- SR 4022714 Vector: Yes
eature
based Y CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) Bypass
Systems C:C
B . 7.50
Windows 10 4025339 Securit ase
. . Temporal: 6.70
Version 1607 (Securit Importan |y
for 39-bit ¢ Feat 4022715 Vector: Yes
or 32— eature
4 CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) Bypass M.
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Windows 10 Base: 7.50
402 i
Version 1607 (2 BiB?t Importan Securit Temporal: 6. 70
r
for x64- o tmpo a4 ; tur 4022715 Vector: Yes
eature
based Y CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) Bypass
Systems C:C
Windows 10 4025342 Securit Base: .50
] ] Temporal: 6. 70
Version 1703 |(Securit Importan vy
for 39-bit ¢ Featur 4022725 Vector: Yes
0 - eature
Y CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) Bypass C:C
Windows 10 Base: 7.50
4025342 it
Version 1703 (s - ¢ Securd Temporal: 6. 70
for x64- sen tmpor an ; e 1022725 Vector: Yes
eature
based Y CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) Bypass
Systems C:C
Windows 7 %gZBBBTt S L Base: 7.50
uri uri
for 32-bit e ec Temporal: 6. 70
st v Only) |Importan |y Veot v
ystems ector: es
4025341 |t Feat 4022719
Service Pack eature CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
1 (Monthly Bypass C.c
Rollup) '
Windows 7 41025337 |Importan Securit Base: 7.50 v
for x64- (Securit [t v 4022719 Temporal : 6. 70 ©s
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337

CVE-2017-8495

based y Only) Feature Vector:
Systems 4025341 Bypass CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
Service Pack |(Monthly C:C
1 Rollup)
4025333
(Securit Securit Pase: 7.50
Windows 8.1 e ec Temporal: 6.70
) v Only) |Importan |y
for 32-bit 1025336 It Feat 1022796 Vector: Yes
eature
systems CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
(Monthly Bypass c-C
Rollup) '
4025333
. . ) Base: 7.50
Windows 8.1 [(Securit Securit
Temporal: 6.70
for x64- v Only) |Importan |y oot .
ector: es
b d 4025336 |t Feat 4022726
ase eature CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
systems (Monthly Bypass C:C
Rollup) '
Securit Base: 7.50
Wind RT 4025336 I ¢ Temporal: 6.70
indows mportan
- v (Monthly |/ b ; cupe 1022726 Wector: Yes
) ur
Rollup) Bea © CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
ypass C:C
Windows 4022746 |Importan Securit Base: 7.50
. None Yes
Server 2008 (Securit 't y Temporal: 6.70
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746

CVE-2017-8495

for 32-bit v Feature Vector:
Systems Update) Bypass CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Service Pack C:C
2
Windows
Server 2008
f 2-bit B 7.
or 32701t | ho0746 Securit ase: 7.50
Systems (s 1l ¢ Temporal: 6.70
Service Pack centt tmpor an ; tur None Vector: Yes
eature
2 (Server Y CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
Update) Bypass
Core C:C
installation
)
Windows
Server 2908 1029746 Securit Base: 7.50
for Itanium— (s + Itmport Temporal: 6. 70
Based cent tmpo an ; tur 3011780 Vector: Yes
eature
Systems Y CVSS:3.0/AV:N/AC:H/PR:L/UL:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
. Update) Bypass
Service Pack C:C
2
Windows Base: 7.50
4022746 |I t S it
Server 2008 . fportan >ectrt None Temporal: 6.70 Yes
(Securit [t y
for x64— Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746

CVE-2017-8495

based \4 Feature CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
Systems Update) Bypass C:C
Service Pack
2
Windows
Server 2008
for x64—
based 1022746 Securit Base: .50
) Temporal: 6. 70
Systems (Securit Importan |y
Servi Pack ¢ Featur None Vector: Yes
ervice Pac eature
Y CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
2 (Server Update) Bypass
C:C
Core
installation
)
Windows
Server 2008 402533? . Base: 7. 50
R2 for (Securit Securit
. Temporal: 6. 70
Ttanium— v Only) |Importan |y Vector v
ector: es
B d 4025341 |t Feat 4022719
ase catire CVSS: 3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Systems (Monthly Bypass C.c
Service Pack Rollup) '
1
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022746
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8495

Windows
402
Server 2008 (g Bigzt Securit Base: 7.50
ecur ec
R2 for x64- Temporal: 6. 70
b ased v Only) |Importan |y Voctor .
ase ector: es
4025341 [t Feat 4022719
Systems eature CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
. (Monthly Bypass
Service Pack C:C
Rollup)
1
Windows
Server 2008
- 1402
R2 for x64 0 533? ' Base: 7.50
based (Securit Securit
Temporal: 6. 70
Systems v Only) |Importan |y Vector v
ector: es
S i Pack 4025341 |t Feat 4022719
ervice rac eature CVSS: 3. 0/AV:N/AC:H/PR:L/UTL:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
1 (Server (Monthly Bypass c-C
Core Rollup) '
installation
)
1020951 . Base: 7.50
(Monthly Securit
) Temporal: 6. 70
Windows Rollup) Importan |y
S 9012 11025343 |t Feat 4022724 Vector: Yes
rver ur
erve . cattre CVSS:3. 0/AV:N/AC:H/PR:L/UL:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
(Securit Bypass C-C
y Only) ’
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343

CVE-2017-8495

Windows 1020351 . Base: 7.50
(Monthly Securit
Server 2012 Rollup) |Tmportan Temporal: 6. 70
0 mporta
(Server Core 4025323 . b ; cur 4022724 Vector: Yes
eature
installation ) CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
) (Securit Bypass .
y Only) '
%82533§t Securit Base: 7.50
ecur ec
Windows Temporal: 6. 70
v Only) |Importan |y
Server 2012 1025336 |t Feature 4022726 Vector: Yes
eature
R2 CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
(Monthly Bypass c-C
Rollup) '
Windows 402533? . Base: 7.50
Server 2012 (Securit Securit
Temporal: 6. 70
R2 (Server v Only) |Importan |y Vector v
ector: es
C 4025336 |t Feat 4022726
-ore , eature CVSS:3. 0/AV:N/AC:H/PR:L/UL:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
installation |(Monthly Bypass C.c
) Rollup) '
14025339 Securit Base: .50
. . Temporal: 6.70
Windows (Securit Importan |y
S 9016 ¢ Feat 4022715 Vector: Yes
erver eature
Y CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) Bypass C.c
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8495

Windows Base: 7.50
4025339 S it
Server 2016 (Securit |[Tmportan ecurt Temporal: 6. 70
ecur mporta
(Server Core . P ; cur 4022715 Vector: Yes
eature
installation | CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) Bypass
) C:C
CVE-2017-8501 — Microsoft Office Memory Corruption Vulnerability
aximum
Vulnerabilit
CVE ID Vulnerability Description everity era 2
. Impact
ating

CVE Title: Microsoft Office Memory Corruption Vulnerability

Description:
CVE- A remote code execution vulnerability exists in Microsoft Office software when
2017- |the software fails to properly handle objects in memory. An attacker who Remote Cod

emote Code
8501 successfully exploited the vulnerability could run arbitrary code in the Important .
) ) Execution

MITRE |context of the current user. If the current user is logged on with
NVD administrative user rights, an attacker could take control of the affected

system. An attacker could then install programs; view, change, or delete data;

or create new accounts with full user rights. Users whose accounts are
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8501
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8501

CVE ID

Vulnerability Description

aximum
everity
ating

Vulnerability
Impact

configured to have fewer user rights on the system could be less impacted than
users who operate with administrative user rights.

Exploitation of the vulnerability requires that a user open a specially crafted
file with an affected version of Microsoft Office software. In an email attack
scenario, an attacker could exploit the vulnerability by sending the specially
crafted file to the user and convincing the user to open the file. In a web—
based attack scenario, an attacker could host a website (or leverage a
compromised website that accepts or hosts user—provided content) that contains
a specially crafted file designed to exploit the vulnerability. An attacker
would have no way to force users to visit the website. Instead, an attacker
would have to convince users to click a link, typically by way of an enticement
in an email or instant message, and then convince them to open the specially
crafted file.

Note that the Preview Pane is not an attack vector for this vulnerability. The
security update addresses the vulnerability by correcting how Office handles
objects in memory.

FAQ:
None
Mitigations:

@z B 2017 http://www. nsfocus. com




aximum Vulnerabilit
CVE ID Vulnerability Description everity 4
] Impact
ating
None
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8501
CVSS S Restart
Product KB Article Severity [Impact Supersedence core fres ?r
Set Required
Excel Services on Microsoft 3191902 Remote Cod ?ase:rN{A
emote Code emporal :
SharePoint Server 2010 Service Pack |[(Security Important . 3191840 P Maybe
) Update) Execution N/A
ate
! Vector: N/A
3191894
Remote Cod B : N/A
Microsoft Excel 2007 Service Pack 3 |(Security Tmportant | o ¢ % 13191827 ase: /A he
Update) Execution Temporal :
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https://www.microsoft.com/downloads/details.aspx?familyid=9de7e68b-819b-4cf7-8757-7aab1fae39a1
https://www.microsoft.com/downloads/details.aspx?familyid=9de7e68b-819b-4cf7-8757-7aab1fae39a1
https://www.microsoft.com/downloads/details.aspx?familyid=9de7e68b-819b-4cf7-8757-7aab1fae39a1
https://www.microsoft.com/downloads/details.aspx?familyid=f1cb2c27-c692-47a2-bdb5-8be601e46c49
https://www.microsoft.com/downloads/details.aspx?familyid=f1cb2c27-c692-47a2-bdb5-8be601e46c49
https://www.microsoft.com/downloads/details.aspx?familyid=f1cb2c27-c692-47a2-bdb5-8be601e46c49

CVE-2017-8501

N/A
Vector: N/A
, , 3191907 Pase: N/A
Microsoft Excel 2010 Service Pack 2 . Remote Code Temporal :
. o (Security Important . 3191847 Maybe
(32-bit editions) Update) Execution N/A
paate Vector: N/A
, , 3191907 Pase: N/A
Microsoft Excel 2010 Service Pack 2 . Remote Code Temporal :
. o (Security Important . 3191847 Maybe
(64-bit editions) Update) Execution N/A
paate Vector: N/A
| | 3913537 Base: N/A
Microsoft Excel 2013 RT Service Pack . Remote Code Temporal :
(Security Important . 3172542 Maybe
1 Update) Execution N/A
! Vector: N/A
B . N/A
, , 3213537 ase: N/
Microsoft Excel 2013 Service Pack 1 . Remote Code Temporal :
. o (Security Important . 3172542 Maybe
(32-bit editions) Update) Execution N/A
a
! Vector: N/A
Base: N/A
. , 3213537 ase: N/
Microsoft Excel 2013 Service Pack 1 . Remote Code Temporal :
. o (Security Important . 3172542 Maybe
(64-bit editions) Update) Execution N/A
a
! Vector: N/A
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https://www.microsoft.com/downloads/details.aspx?familyid=0b13ce5e-0659-4f85-a28c-5af5fa0b69f0
https://www.microsoft.com/downloads/details.aspx?familyid=0b13ce5e-0659-4f85-a28c-5af5fa0b69f0
https://www.microsoft.com/downloads/details.aspx?familyid=0b13ce5e-0659-4f85-a28c-5af5fa0b69f0
https://www.microsoft.com/downloads/details.aspx?familyid=0988d593-2ab5-4f71-976a-51cfcedc6697
https://www.microsoft.com/downloads/details.aspx?familyid=0988d593-2ab5-4f71-976a-51cfcedc6697
https://www.microsoft.com/downloads/details.aspx?familyid=0988d593-2ab5-4f71-976a-51cfcedc6697
https://www.microsoft.com/downloads/details.aspx?familyid=305a1b51-2ce4-4ecb-98af-fe1863784695
https://www.microsoft.com/downloads/details.aspx?familyid=305a1b51-2ce4-4ecb-98af-fe1863784695
https://www.microsoft.com/downloads/details.aspx?familyid=305a1b51-2ce4-4ecb-98af-fe1863784695
https://www.microsoft.com/downloads/details.aspx?familyid=e628f2c0-787c-4770-98ed-06a13356436a
https://www.microsoft.com/downloads/details.aspx?familyid=e628f2c0-787c-4770-98ed-06a13356436a
https://www.microsoft.com/downloads/details.aspx?familyid=e628f2c0-787c-4770-98ed-06a13356436a

CVE-2017-8501

Base: N/A
, , 3203477 ase: N/
Microsoft Excel 2016 (32-bit . Remote Code Temporal :
o (Security Important . 3178673 Maybe
edition) Update) Execution N/A
ate
! Vector: N/A
Base: N/A
_ _ 3203477 ase: N/
Microsoft Excel 2016 (64-bit . Remote Code Temporal :
o (Security Important . 3178673 Maybe
edition) Update) Execution N/A
ate
. Vector: N/A
Base: N/A
_ _ 3191833 ase: N/
Microsoft Excel Viewer 2007 Service ) Remote Code Temporal :
(Security Important . 3178680 Maybe
Pack 3 Update) Execution N/A
paare Vector: N/A
3212224 Cerote Cod ?ase: N{A
emote Code emporal :
Microsoft Office 2016 for Mac (Security Important . 3212223 P Maybe
Update) Execution N/A
paare Vector: N/A
B : N/A
, , . 3191897 ase: N/
Microsoft Office Compatibility Pack . Remote Code Temporal :
. (Security Important . 3191830 Maybe
Service Pack 3 Update) Execution N/A
ate
! Vector: N/A
3212224
Remote Cod Base: N/A
Microsoft Office for Mac 2011 (Security Important emo e. ode 3212223 ase: N/ Maybe
Update) Execution Temporal :
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https://www.microsoft.com/downloads/details.aspx?familyid=4649651e-6cff-407b-9993-1f729a011392
https://www.microsoft.com/downloads/details.aspx?familyid=4649651e-6cff-407b-9993-1f729a011392
https://www.microsoft.com/downloads/details.aspx?familyid=4649651e-6cff-407b-9993-1f729a011392
https://www.microsoft.com/downloads/details.aspx?familyid=145be78d-7297-4a39-a837-0887deec93f3
https://www.microsoft.com/downloads/details.aspx?familyid=145be78d-7297-4a39-a837-0887deec93f3
https://www.microsoft.com/downloads/details.aspx?familyid=145be78d-7297-4a39-a837-0887deec93f3
https://www.microsoft.com/downloads/details.aspx?familyid=6e4e4fdb-8ab9-4b5e-a582-5a85ce036f73
https://www.microsoft.com/downloads/details.aspx?familyid=6e4e4fdb-8ab9-4b5e-a582-5a85ce036f73
https://www.microsoft.com/downloads/details.aspx?familyid=6e4e4fdb-8ab9-4b5e-a582-5a85ce036f73
https://go.microsoft.com/fwlink/?linkid=851479
https://go.microsoft.com/fwlink/?linkid=851479
https://go.microsoft.com/fwlink/?linkid=851479
https://www.microsoft.com/downloads/details.aspx?familyid=ff673295-b10c-48d2-9aa7-c0b8ab7f9aff
https://www.microsoft.com/downloads/details.aspx?familyid=ff673295-b10c-48d2-9aa7-c0b8ab7f9aff
https://www.microsoft.com/downloads/details.aspx?familyid=ff673295-b10c-48d2-9aa7-c0b8ab7f9aff
https://go.microsoft.com/fwlink/?linkid=851479
https://go.microsoft.com/fwlink/?linkid=851479
https://go.microsoft.com/fwlink/?linkid=851479

CVE-2017-8501

N/A
Vector: N/A
Base: N/A
3213657 o o Tase {
emote Code emporal :
Microsoft Office Online Server 2016 |(Security Important . 3203485 P Unknown
Update) Execution N/A
paae Vector: N/A
| | | 4913550 Base: N/A
Microsoft SharePoint Enterprise . Remote Code Temporal :
(Security Important . 3203390 Maybe
Server 2013 Update) Execution N/A
paae Vector: N/A
CVE-2017-8502 — Microsoft Office Memory Corruption Vulnerability
Max imum Vulnerabilit
CVE ID |Vulnerability Description Severity i/
] Impact
Rating
CVE- CVE Title: Microsoft Office Memory Corruption Vulnerability
2017- |Description:
. . . . . . Remote Code
8502 A remote code execution vulnerability exists in Microsoft Office software when |Important Execution
xecutio
MITRE ||the software fails to properly handle objects in memory. An attacker who
NVD successfully exploited the vulnerability could run arbitrary code in the
@z B 2017 http://www. nsfocus. com



https://www.microsoft.com/downloads/details.aspx?familyid=f303cad7-3ab6-4a6a-b98e-d485380f422c
https://www.microsoft.com/downloads/details.aspx?familyid=f303cad7-3ab6-4a6a-b98e-d485380f422c
https://www.microsoft.com/downloads/details.aspx?familyid=f303cad7-3ab6-4a6a-b98e-d485380f422c
https://www.microsoft.com/downloads/details.aspx?familyid=482bf266-53a8-4522-a45e-02600d31c456
https://www.microsoft.com/downloads/details.aspx?familyid=482bf266-53a8-4522-a45e-02600d31c456
https://www.microsoft.com/downloads/details.aspx?familyid=482bf266-53a8-4522-a45e-02600d31c456
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8502
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8502

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

context of the current user. If the current user is logged on with

administrative user rights, an attacker could take control of the affected
system. An attacker could then install programs; view, change, or delete data:
or create new accounts with full user rights. Users whose accounts are
configured to have fewer user rights on the system could be less impacted than
users who operate with administrative user rights.

Exploitation of the vulnerability requires that a user open a specially crafted
file with an affected version of Microsoft Office software. In an email attack
scenario, an attacker could exploit the vulnerability by sending the specially
crafted file to the user and convincing the user to open the file. In a web—
based attack scenario, an attacker could host a website (or leverage a
compromised website that accepts or hosts user—provided content) that contains
a specially crafted file designed to exploit the vulnerability. An attacker
would have no way to force users to visit the website. Instead, an attacker
would have to convince users to click a link, typically by way of an enticement
in an email or instant message, and then convince them to open the specially
crafted file.

Note that the Preview Pane is not an attack vector for this vulnerability. The
security update addresses the vulnerability by correcting how Office handles
objects in memory.
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Ve imun Vulnerabilit
CVE ID |Vulnerability Description Severity L/
] Impact
Rating
FAQ:
None
Mitigations:
None
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8502
. . CVSS Scor start
Product Article Severity [Impact Supersedence core e ?
Set equired
Base: N/A
Microsoft Excel 2010 Service 3191907 (Security Remote Code Temporal :
I tant 3191847 b
Pack 2 (32-bit editions) Update) MROT LAt ecution /A avbe
ector: N/A
@z B 2017 http://www. nsfocus. com



https://www.microsoft.com/downloads/details.aspx?familyid=0b13ce5e-0659-4f85-a28c-5af5fa0b69f0
https://www.microsoft.com/downloads/details.aspx?familyid=0b13ce5e-0659-4f85-a28c-5af5fa0b69f0

CVE-2017-8502

Base: N/A
Microsoft Excel 2010 Service 3191907 (Security Remote Code Temporal :
I tant 3191847 Mayb
Pack 2 (64-bit editions) Update) MPOTEant b ecution N/A avbe
Vector: N/A
Base: N/A
Microsoft Excel 2013 RT Service (3213537 (Security Remote Code Temporal :
I tant 3172542 Mayb
Pack 1 Update) mportan Execution N/A avbe
Vector: N/A
Base: N/A
Microsoft Excel 2013 Service 3213537 (Security Remote Code Temporal :
I tant 3172542 Mayb
Pack 1 (32-bit editions) Update) MpoTtant b ecution N/A avbe
Vector: N/A
Base: N/A
Microsoft Excel 2013 Service 3213537 (Security Remote Code Temporal :
I tant 3172542 Mayb
Pack 1 (64-bit editions) Update) mportan Execution N/A avbe
Vector: N/A
Base: N/A
Microsoft Excel 2016 (32-bit 3203477 (Security Remote Code Temporal :
I tant 3178673 Mayb
edition) Update) MROT LAt ecution N/A avbe
Vector: N/A
Mi?r?soft Excel 2016 (64-bit 3203477 (Security ImportantRemOte,COde 4179673 Base: N/A Viaybe
edition) Update) Execution Temporal :
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https://www.microsoft.com/downloads/details.aspx?familyid=0988d593-2ab5-4f71-976a-51cfcedc6697
https://www.microsoft.com/downloads/details.aspx?familyid=0988d593-2ab5-4f71-976a-51cfcedc6697
https://www.microsoft.com/downloads/details.aspx?familyid=305a1b51-2ce4-4ecb-98af-fe1863784695
https://www.microsoft.com/downloads/details.aspx?familyid=305a1b51-2ce4-4ecb-98af-fe1863784695
https://www.microsoft.com/downloads/details.aspx?familyid=e628f2c0-787c-4770-98ed-06a13356436a
https://www.microsoft.com/downloads/details.aspx?familyid=e628f2c0-787c-4770-98ed-06a13356436a
https://www.microsoft.com/downloads/details.aspx?familyid=4649651e-6cff-407b-9993-1f729a011392
https://www.microsoft.com/downloads/details.aspx?familyid=4649651e-6cff-407b-9993-1f729a011392
https://www.microsoft.com/downloads/details.aspx?familyid=145be78d-7297-4a39-a837-0887deec93f3
https://www.microsoft.com/downloads/details.aspx?familyid=145be78d-7297-4a39-a837-0887deec93f3

CVE-2017-8502

/A
Vector: N/A

CVE-2017-8556 — Microsoft Graphics Component Elevation of Privilege Vulnerability

To exploit this vulnerability, an attacker would first have to log on to the
system. An attacker could then run a specially crafted application that could
exploit the vulnerability and take control of an affected system.

Maxinun Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating
CVE Title: Microsoft Graphics Component Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists in Windows when the Microsoft
CVE- Graphics Component fails to properly handle objects in memory. An attacker who
9017 successfully exploited this vulnerability could run arbitrary code in kernel
8556 mode. An attacker could then install programs; view, change, or delete data; or Important Elevation of
create new accounts with full user rights. Privilege
MITRE
NVD
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8556
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8556

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

The update addresses this vulnerability by correcting how the Microsoft
Graphics Component handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-8556

KB Supersedenc Restart
Product ) Severity Impact P CVSS Score Set Require
Article
d
_ 1025338 Elevatio Base: 7. 00
Windows 10 (s - ¢ £ Temporal: 6. 30
for 32-bit | tmpor an ; © 4022727 Wector: Yes
rivile
Systems ’ 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
C:C
Windows 10  [4025338 Elevatio Base: 7. 00
for x64- (Securit |Importan n of Temporal: 6. 30
bo z o . PO ; © 4022727 Vector: Yes
ase rivile
' vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:O/R
Systems Update) e
C:C
Windows 10  [4025344 Elevatio Base: 7. 00
. . Temporal: 6. 30
Version 1511 [(Securit |Importan n of
for 39-bit . Privil 4022714 Vector: Yes
or -D1 rivile
' vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:O/R
Systems Update) e
C:C
Wlnd?ws 10 1025344 Flevatio Base: 7.00
Version 1511 (s I ¢ ¢ Temporal: 6. 30
for x64- T L, 4022714 ector: Yes
rivile
based é . & CVSS:3. 0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
ate e
Systems b C:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8556

Windows 10  [4025339 Elevatio Base: . 00
. . Temporal: 6. 30
Version 1607 |(Securit Importan n of
for 39-bit ¢ Privil 4022715 Vector: Yes
0 - vile
Y 8 CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025339 Flevatio Base: 7.00
Version 1607 (s it Mmportan ¢ Temporal: 6. 30
r
for x64- vl tmpo a4 Er? i 4022715 Vector: Yes
vile
based Y & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
Systems C:C
Windows 10  [4025342 Elevatio Base: . 00
] } Temporal: 6. 30
Version 1703 (Securit |Importan n of
for 39-bit ¢ Privil 4022725 Vector: Yes
0 - vile
Y & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
W1nd9ws 10 1025349 Flevatio Base: 7.00
Version 1703 (s I ¢ ¢ Temporal: 6. 30
for x64- S O 4022125 Vector: Yes
rivile
based E . ) 8 CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems . C:C
Windows 7 4025337 I tan El . Base: 7.00
mportan i
for 32-bit |(Securit porta evarto Temporal: 6.30 Yes
n of 4022719
Systems y Only) Vector:
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337

CVE-2017-8556

Service Pack 4025341 Privileg CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
1 (Monthly e C:C
Rollup)
Wind 7 4025337
rndows . . Base: 7.00
for x64- (Securit Elevatio
Temporal: 6. 30
based v Only) [Importan n of oot .
ector: es
Syst 4025341 |t Privil 4022719
ystems rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Service Pack |(Monthly e c-C
1 Rollup) '
4025333
(Securit Elevatio Base: 7.00
ec v
Windows 8.1 Temporal: 6. 30
i v Only) |Importan n of
for 32-bit 1025336 |t Privil 1022796 Vector: Yes
rivile
systems Slonth] vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R
onthly e ‘
Rollup) C:C
4025333
) . . Base: 7.00
Windows 8.1 |(Securit Elevatio
Temporal: 6. 30
for x64- v Only) |Importan n of oot .
ector: es
b d 4025336 |t Privil 4022726
ase rhvies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
systems (Monthly e -.c
Rollup) ’
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336

CVE-2017-8556

Bl i Base: 7.00
evatio
Wind RT 4025336 Importan b of Temporal: 6. 30
owSs mporta 0
g 1 (Monthly b brivil 4022726 Vector: Yes
. vile
Rollup) 8 CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
e
C:C
Windows
Server 2008 |025877 Elevatio Base: 7. 00
. . Temporal: 6.30
for 32-bit (Sccurit [Importan n of
Syst ¢ Privil None Vector: Unknown
stems vile
yste Y 8 CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Service Pack [Ipdate) e
C:C
2
Windows
Server 2008
for 32-bit 1025877 Flevatio Base: 7.00
Systems (Securit Tmportan h of Temporal: 6.30
Service Pack ¢ P Privil None Vector: Unknown
vile
2 (Server Y & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
Update) e
Core C:C
installation
)
Windows Base: 7.00
4025877 [T tan [Elevati
Server 2008 . fportan ievatlo None Temporal: 6. 30 Yes
) (Securit [t n of
for Itanium— Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877

CVE-2017-8556

Based \ Privileg CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e C:C
Service Pack
2
Windows
Server 2008 1025877 Flevatio Base: 7.00
for x64- . Temporal: 6. 30
(Securit |Importan n of
based . Privil None Vector: Yes
rivile
Systems ’ 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
. Update) e
Service Pack C:C
2
Windows
Server 2008
for x64-
based 1025877 Elevatio Base: 7. 00
. Temporal: 6.30
Systems (Securit |Importan n of
Service Pack ¢ Privil None Vector: Yes
ervice Pac vile
Y 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
2 (Server Update) e c.C
Core '
installation
)
Windows 1025337 |Importan Elevatio Base: 7.00 v
es
Server 2008 |(Securit [t n of 4022719 Temporal: 6. 30
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025877
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337

CVE-2017-8556

R2 for y Only) Privileg Vector:
Ttanium- 1025341 e CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Based (Monthly C:C
Systems Rollup)
Service Pack
1
Windows

4025337
Server 2008 (Securit Flevatio Base: 7.00

ec v
R2 for x64- Temporal: 6.30
b ased v Only) |Importan n of Vector v
ase ector: es

4025341 |t Privil 4022719

Systems . rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
n

Service Pack ! v © C:C

Rollup)
1
Windows
Server 2008
R2 for x64- 402533? . Base: 7.00
based (Securit Elevatio

Temporal: 6. 30
Systems v Only) |Importan n of Vector v
ector: es
S i Pack 4025341 |t Privil 4022719
ervice fac rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R

1 (Server (Monthly e c.C
Core Rollup) '
installation
)
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8556

1020351 . Base: 7.00
(Monthly Elevatio
. Temporal: 6. 30
Windows Rollup) |Importan n of
Server 2012 4025343 |t Privileg | 022124 |Vector: fes
erve vile
s o & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
ecur e
C:C
y Only)
Windows 1020351 . Base: 7.00
(Monthly Flevatio
Server 2012 Temporal: 6.30
Rollup) |Importan n of
(Server Core 1025343 It brivil 4022724 Vector: Yes
vile
installation s o & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
ecur e
C:C
) y Only)
402533? . Base: 7.00
) (Securit Elevatio
Windows Temporal: 6.30
v Only) |Importan n of
Server 2012 1025336 It Privil 1022796 Vector: Yes
vile
R2 & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
(Monthly e c.C
Rollup) '
Windows 14025333 Elevatio Base: 7. 00
. Temporal: 6. 30
Server 2012 |(Securit |Importan n of Voot v
ector: es
R2 (S Onl t Privil 4022726
(Server v Only) rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Core 4025336 e
C:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336

CVE-2017-8556

)

installation Y

Update)

e

CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R

C:C

installation (Monthly
) Rollup)
1025339 Elevatio Base: . 00
. . Temporal: 6. 30
Windows (Securit |Importan n of
S 92016 . Privil 4022715 Vector: Yes
erver rivile
Y 8 CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
C:C
Windows 1025339 Flevatio Base: 7.00
Server 2016 (Securit [Tmportan n of Temporal: 6. 30
ecC
(Server Core b 7 4022715 Vector: Yes
t Privileg
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8557 — Windows System Information Console Information Disclosure

Vulnerability
Maxinun Vulnerability
CVE ID Vulnerability Description Severity
) Impact
Rating
CVE Title: Windows System Information Console Information Disclosure
Vulnerability
Description:
An information disclosure vulnerability exists in the Windows System
Information Console when it improperly parses XML input containing a
reference to an external entity. An attacker who successfully exploited this
CVE- vulnerability could read arbitrary files via an XML external entity
2017= (XXE) declaration. Information
8557 Important .
\[[TRE  [To exploit the vulnerability, an attacker could create a file containing specially crafted XML Disclosure
NVD content and convince an authenticated user to open the file. The update addresses the

vulnerability by modifying the way that the Windows System Information Console parses XML
input.

FAQ:
None
Mitigations:
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8557
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8557

ax imun Vulnerabilit
CVE ID Vulnerability Description Severity 4
. Impact
Rating
None
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8557
kB Supersedenc Restart
Product ) Severity Impact P CVSS Score Set Require
Article
d
' 1025338 . Base: 5.50
Windows 10 (s ol ¢ Informatio Temporal: 5.00
for 32-bit | tmpor an 4022727 Nector: Yes
Systems ; date) Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/1:N/A:N/E:P/RL:0/
ate
: RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8557

Windows 10  |41025338 _ Base: 5. 50
for x64 (Securi t [Tmportan Informatio Temporal: 5. 00
- T
bo Z o ¢ porta 4022727 Vector: Yes
ase
Y Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems Update)
RC:C
Windows 10  |4025344 _ Base: .50
. ) Informatio Temporal: 5.00
Version 1511 |(Securit Importan
for 39-bit . n 4022714 Vector: Yes
o _
Y Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems Update)
RC:C
Wlnd?ws 10 1025344 ‘ Base: 5.50
Version 1511 (s Ll ¢ Informatio Temporal: 5. 00
for x64- sen tmpor a 4022714 Vector: Yes
based Y Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Update)
Systems RC:C
Windows 10  |4025339 _ Base: .50
. . Informatio Temporal: 5. 00
Version 1607 (Securit Importan
for 39-bit . 4022715 Vector: Yes
or 32-bi
Y Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T1:N/A:N/E:P/RL:0/
Systems Update)
RC:C
Windows 10 Informatio Base: 5.50
4025339 (I t
Version 1607 " tmpor a 4022715 Temporal: 5.00 Yes
for x64- o Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8557

based \a CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/1:N/A:N/E:P/RL:0/
Systems Update) RC:C
Windows 10 4025342 _ Base: .50
. ) Informatio Temporal: 5. 00
Version 1703 |(Securit Importan
for 39-bit . n 4022725 Vector: Yes
r 39—
© v Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems Update)
RC:C
Wlnd?ws 10 1025349 ‘ Base: 5.50
Version 1703 (s . ¢ Informatio Temporal: 5.00
for x64- sen tmpor a 4022725  Vector: Yes
based E date) Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems paate RC:C
402
Windows 7 (2 533?t Base: 5.50
ecuri
for 32-bit Informatio Temporal: 5.00
v Only) |Importan
Systems 1095341 It 1022719 Vector: Yes
Service Pack (Vonthl Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
onthly
1 RC:
Rollup) ¢:C
Windows 7 4025337 _ Base: .50
. Informatio Temporal: 5. 00
for x64- (Securit Importan
based only) |t j002719 | ector Yes
ase n
Co Disclosure CVSS:3. 0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems 4025341
RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8557

Service Pack |(Monthly
1 Rollup)
%22533$t Base: 5.50
ri
Windows 8.1 ol Informatio Temporal: 5.00
. v Only) |Importan
for 32-bit 1025336 It 1022796 Vector: Yes
systems (Vonth1 Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/1:N/A:N/E:P/RL:0/
0 y
RC:C
Rollup)
4025333
‘ ‘ Base: 5. 50
Windows 8.1 [(Sccurit .
Informatio Temporal: 5. 00
for x64- v Only) |Importan
based 1025336 |t 022726 | cotor Yes
s
ase Disclosure CVSS:3. 0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL: 0/
systems (Monthly
RC:C
Rollup)
Base: 5.50
4025336 Informatio Temporal: 5. 00
Wind RT 1 t
8”{ ovs (Monthly [ TPOTHa™ by 4022726 Vector: Yes
' Rollup) Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T1:N/A:N/E:P/RL:0/
RC:C
Windows 402539? Informatio Base: 5.50
Server 2008 |(Securit Importan
. None Temporal: 5. 00 Yes
for 32-bit |y t .
Disclosure Vector:
Systems Update)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398

CVE-2017-8557

Service Pack
2

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/1:N/A:N/E:P/RL:0/
RC:C

Windows
Server 2008
for 32-bit 1025398 ‘ Base: 5.50
Systems (s ol ¢ Informatio Temporal: 5. 00
Service Pack cent tmpor an None Vector: Yes
2 (Server v Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Update)
Core RC:C
installation
)
Windows
Server 2908 1025398 ‘ Base: 5.50
for Itanium— (s o ¢ Informatio Temporal: 5. 00
Based cen tmpor an None Vector: Yes
Systems Y Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N/E:P/RL:0/
. Update)
Service Pack RC:C
2
Wi B . b,
indows 1025398 . ase: 5.50
Server 2008 (Securi t [Tmportan Informatio Temporal: 5. 00
for x64-— e . porta None Vector: Yes
based E date) Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
ate
Systems . RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398

CVE-2017-8557

Service Pack
2

Windows
Server 2008
for x64—
based 1025398 _ Base: .50
) Informatio Temporal: 5.00

Systems (Securit Importan

. None Vector: Yes
Service Pack |y t .

Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/1:N/A:N/E:P/RL:0/
2 (Server  |pdate)
RC:C
Core
installation
)
Windows
2 4025337

Server 2008 , Base: 5.50
R2 for (Securit )

. Informatio Temporal: 5. 00
Ttanium— v Only) |Importan
Rased 1025341 [t 022719 | cetor fes

ase
Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems (Monthly RC:C
Service Pack Rollup) '
1
Windows 4025337 1 . Informatio Base: 5.50
mportan

Server 2008 |(Securit b 1022719 Temporal: 5. 00 Yes
R2 for x64— v Only) Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025398
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337

CVE-2017-8557

based 1025341 CVSS:3.0/AV:L/AC:L/PR:N/UIL:R/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems (Monthly RC:C
Service Pack Rollup)
1
Windows
Server 2008
R2 f 4- 14025337
or xb . Base: 5.50
based (Securit .
Informatio Temporal: 5.00
Systems v Only) |Importan
Service Pack [1025341 |t " 020719 | ectors fes
Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/TI:N/A:N/E:P/RL:0/
1 (Server (Monthly N
Core Rollup) '
installation
)
10200l Base: 5.50
(Monthly )
. Informatio Temporal: 5.00
Windows Rollup) |Importan
Server 2012 1025343 |t 4022724 Vector: Yes
erve
S . Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/T1:N/A:N/E:P/RL:0/
ecuri
RC:C
y Only)
Windows 4025331 1 . Informatio Base: 5.50
mportan
Server 2012 (Monthly b 4022724 Temporal: 5.00 Yes
(Server Core Rollup) Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331

CVE-2017-8557

installation 1025343 CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/1:N/A:N/E:P/RL:0/
) (Securit RC:C
y Only)
4025333
(Securit Base: 5.50
Windows e Informatio Temporal: 5. 00
v Only) |Importan
Server 2012 1025336 |t n 1029796 Vector: Yes
R2 (Monthl Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/1:N/A:N/E:P/RL:0/
onthly
RC:
Rollup) ¢:C
Wind 4025333
rndows ) Base: 5.50
Server 2012 |(Securit )
Informatio Temporal: 5.00
R2 (Server |v Only) Importan oot .
ector: es
4025336 [t 402272
Core , Disclosure 22120 ySS:3. 0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E: P/RL:0/
installation (Monthly RC: €
) Rollup) '
1025339 ‘ Base: 5.50
. ) Informatio Temporal: 5.00
Windows (Securit Importan
S 2016 . 4022715 Vector: Yes
erver
é date) Disclosure CVSS:3.0/AV:L/AC:L/PR:N/UT:R/S:U/C:H/T:N/A:N/E:P/RL:0/
ate
! RC:C
Windows Informatio Base: 5.50
4025339 (I t
Server 2016 7 [rmportan 4022715 Temporal: 5.00 Yes
(Securit [t )
(Server Core Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8557

)

installation

y
Update) ‘ ‘ ‘ ‘RC:C

CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/T1:N/A:N/E:P/RL:0/

CVE-2017-8560 — Microsoft Exchange Cross—Site Scripting Vulnerability

message containing a malicious link to a user. Alternatively, an attacker could
use a chat client to social engineer a user into clicking the malicious link.

The security update addresses the vulnerability by correcting how Microsoft
Exchange validates web requests.

Maxinun Vulnerabilit
CVE ID Vulnerability Description Severity 2
. Impact
Rating
CVE Title: Microsoft Exchange Cross—Site Scripting Vulnerability
Description:
An elevation of privilege vulnerability exists when Microsoft Exchange Outlook
Web Access (OWA) fails to properly handle web requests. An attacker who
cVE-  [successfully exploited this vulnerability could perform script/content
2017- |injection attacks and attempt to trick the user into disclosing sensitive
inf ti Elevation of
8560 [lnlormation. Important o
Privilege
MITRE irq exploit the vulnerability, an attacker could send a specially crafted email
NVD
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8560
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8560

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

Note: In order to exploit this vulnerability, a user must click a maliciously
crafted link from an attacker.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8560

Severity Impact

#roduct %B Article

VSS Score Restart
Supersedence
Set

equired
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CVE-2017-8560

Base: N/A
Microsoft Exchange Server 2013 4018588 (Security Elevation of Temporal :
Cumulative Update 16 Update) ImportantPrivilege fone N/A Maybe

Vector: N/A

Base: N/A
Microsoft Exchange Server 2013 1018588 (Security Elevation of Temporal :
Service Pack 1 Update) ImportantPrivilege 1012178 N/A Mlaybe

Vector: N/A

Base: N/A
Microsoft Exchange Server 2016 1018588 (Security ImportantElevation of Nome Temporal : Maybe
Cumulative Update 5 Update) Privilege N/A

Vector: N/A
CVE-2017-8559 — Microsoft Exchange Cross—Site Scripting Vulnerability

Maxinun Vulnerability

CVE ID Vulnerability Description Severity

. Impact

Rating
CVE- . . . . o .
CVE Title: Microsoft Exchange Cross—Site Scripting Vulnerability Elevation of

2017= Description: Important Privilege
8559
@z B 2017 http://www. nsfocus. com



https://www.microsoft.com/downloads/details.aspx?familyid=521e82c1-5934-4420-97c6-d1a047e4ee47
https://www.microsoft.com/downloads/details.aspx?familyid=521e82c1-5934-4420-97c6-d1a047e4ee47
https://www.microsoft.com/downloads/details.aspx?familyid=7167b81d-a351-427f-80dc-b864a4fb0576
https://www.microsoft.com/downloads/details.aspx?familyid=7167b81d-a351-427f-80dc-b864a4fb0576
https://www.microsoft.com/downloads/details.aspx?familyid=1cdd77a9-61cd-4174-b96a-cc3dd169e3dd
https://www.microsoft.com/downloads/details.aspx?familyid=1cdd77a9-61cd-4174-b96a-cc3dd169e3dd

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

MITRE
NVD

An elevation of privilege vulnerability exists when Microsoft Exchange Outlook
Web Access (OWA) fails to properly handle web requests. An attacker who
successfully exploited this vulnerability could perform script/content
injection attacks and attempt to trick the user into disclosing sensitive
information.

To exploit the vulnerability, an attacker could send a specially crafted email
message containing a malicious link to a user. Alternatively, an attacker could
use a chat client to social engineer a user into clicking the malicious link.

The security update addresses the vulnerability by correcting how Microsoft
Exchange validates web requests.

Note: In order to exploit this vulnerability, a user must click a maliciously
crafted link from an attacker.

FAQ:
None
Mitigations:
None
Workarounds:

None
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8559
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8559

Vaximum Vulnerabilit
CVE ID Vulnerability Description Severity 4
. Impact
Rating
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8559
CVSS Score Restart
Product KB Article Severity Impact Supersedence core |es ?
Set Required
Base: N/A
Microsoft Exchange Server 2013 4018588 (Security | ¢ <tE1evation of N Temporal : \avh
mportan one aybe
Cumulative Update 16 Update) b Privilege N/A v
Vector: N/A
Base: N/A
Microsoft Exchange Server 2013 4018588 (Security Elevation of Temporal :
I tant 4012178 Mayb
Service Pack 1 Update) mportan Privilege N/A aybe
Vector: N/A
Microsoft Exchange Server 2016 4018588 (Security | ¢ _tElevation of N Base: N/A b
mportan one aybe
Cumulative Update 5 Update) b Privilege Temporal : v
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https://www.microsoft.com/downloads/details.aspx?familyid=521e82c1-5934-4420-97c6-d1a047e4ee47
https://www.microsoft.com/downloads/details.aspx?familyid=521e82c1-5934-4420-97c6-d1a047e4ee47
https://www.microsoft.com/downloads/details.aspx?familyid=7167b81d-a351-427f-80dc-b864a4fb0576
https://www.microsoft.com/downloads/details.aspx?familyid=7167b81d-a351-427f-80dc-b864a4fb0576
https://www.microsoft.com/downloads/details.aspx?familyid=1cdd77a9-61cd-4174-b96a-cc3dd169e3dd
https://www.microsoft.com/downloads/details.aspx?familyid=1cdd77a9-61cd-4174-b96a-cc3dd169e3dd

CVE-2017-8559

/A
Vector: N/A

CVE-2017-8561 — Windows Kernel Elevation of Privilege Vulnerability

Maxinun Vulnerability
CVE ID Vulnerability Description Severity
] Impact
Rating
CVE Title: Windows Kernel Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists in the way that the Windows
Kernel handles objects in memory. An attacker who successfully exploited the
CVE- vulnerability could execute code with elevated permissions.
2017- .
. o . Elevation of
8561 To exploit the vulnerability, a locally authenticated attacker could run a Important Privilege
MITRE |specially crafted application.
NVD
The security update addresses the vulnerability by ensuring the Windows
Kernel properly handles objects in memory.
FAQ:
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8561
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8561

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity v
. Impact
Rating
None
Mitigations:
None
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8561
Restart
KB . Supersed .
Product ) Severity Impact upersedenc CVSS Score Set Require
Article
d
, 1025338 Elevatio Base: 7. 00
Windows 10 (s I ¢ ¢ Temporal: 6. 30
for 32-bit | tmpor an g (1) ., 4022727 Wector: Ves
riv e
Systems Y & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
C:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8561

Windows 10  [4025338 Elevatio Base: . 00
for x64 (Securit |Importan n of Temporal : 6. 30
- r
bo Z o tmpo a4 Pr? i 4022727 Vector: Yes
ase vile
Y & CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Windows 10  |4025344 Elevatio Base: 7. 00
] ) Temporal: 6. 30
Version 1511 |(Securit Importan n of
for 39-bit ¢ Privil 4022714 Vector: Yes
0 - vile
Y & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025344 Flevatio Base: 7.00
Version 1511 (s I ¢ ¢ Temporal: 6. 30
for x64- sen tmpor an Er? . 022714 Vector: Yes
vile
based Y & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
Systems C:C
Windows 10  [4025339 Elevatio Base: . 00
] ) Temporal: 6. 30
Version 1607 (Securit |Importan n of
for 39-bit . Privil 4022715 Vector: Yes
or 32-bi rivile
Y vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Windows 10 Base: 7.00
4025339 (I t El ti
Version 1607 S mbortan BEEVALIO 099715 Temporal: 6. 30 Yes
(Securit [t n of
for x64— Vector:
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8561

based \4 Privileg CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I1:H/A:H/E:P/RL:0/R
Systems Update) e C:C
Windows 10  [4025342 Elevatio Base: 7. 00
. . Temporal: 6. 30
Version 1703 |(Securit Importan n of
for 39-bit . Privil 4022725 Vector: Yes
or 32— rivile
Y 8 CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025349 Flevatio Base: 7.00
Version 1703 (s I ¢ ¢ Temporal: 6. 30
for x64- sen tmpor an ; © 4022725 Vector: Yes
rivi
based E . vites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
ate e
Systems b C:C
402
(2 533$t Bl ti Base: 7.00
ecuri evatio
Windows 8.1 Temporal: 6.30
i v Only) |Importan n of
for 32-bit 1025336 |t Privil 1022796 Vector: Yes
rivile
systems Slonth] vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R
onthly e ‘
Rollup) ¢:C
Windows 8.1 4025333 Elevatio Base: 7. 00
. Temporal: 6. 30
for x64- (Securit |Importan n of Vector v
ector: es
b d Onl t Privil 4022726
ase v Only) riviies CVSS:3. 0/AV:L/AC:H/PR:L/UTL:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R
systems 4025336 e
C:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336

CVE-2017-8561

(Monthly
Rollup)
Bl i Base: 7.00
evatio
i g (1025336 | ; Temporal : 6. 30
ndows mportan n o
- (Monthly | b bui1a, 4022726 Vector: Yes
) rivile
Rollup) & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
e
C:C
4102 1
V2039 . Base: 7.00
(Monthly Elevatio
) Temporal: 6. 30
Windows Rollup) |Importan n of
S 2012 11025343 |t Privileg | 022724 Vector: Yes
erver rivile
(Securit . 8 CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
vy Only) ¢:C
Windows 1020351 . Base: 7.00
(Monthly Elevatio
Server 2012 Temporal: 6. 30
Rollup) |Importan n of
(Server Core 1025343 |t Privile 4022724 Vector: Yes
installation (s L & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
ecuri e
C:C
: y Only)
Windows igZBEift Importan ile;atlo Base: 7.00
ec orta 0
S 2012 T 1: 6.30 Y
Rgrver v only) |t Privileg 4022726 Vemiora es
T
1025336 e eeto
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336

CVE-2017-8561

(Monthly CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I1:H/A:H/E:P/RL:0/R
Rollup) C:C
Windows 402533? . Base: 7. 00
Server 2012 |(Securit Elevatio
Temporal: 6. 30
R2 (Server |y Only) |Importan n of Voot v
ector: es
C 4025336 |t Privil 4022726
-ore , rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
installation (Monthly e c-C
) Rollup) '
1025339 Elevatio Base: 7. 00
) ) Temporal: 6. 30
Windows (Securit |Importan n of
S 2016 . Privil 4022715 Vector: Yes
erver rivile
' vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL: 0/R
Update) e
C:C
Wind B . 7.00
rndows 14025339 Elevatio ase
Server 2016 (Securit [Tmportan hn of Temporal: 6. 30
ecC
(Server Core . b Privile 4022715 Vector: Yes
installation | vies CVSS:3. 0/AV:L/AC:H/PR:L/UL:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
) C:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8562 — Windows ALPC Elevation of Privilege Vulnerability

ax imun Vulnerabilit
CVE ID Vulnerability Description Severity L/
. Impact
Rating

CVE-
2017-
8562
MITRE
NVD

CVE Title: Windows ALPC Elevation of Privilege Vulnerability
Description:

An elevation of privilege vulnerability exists when Windows improperly handles
calls to Advanced Local Procedure Call (ALPC).

An attacker who successfully exploited this vulnerability could run arbitrary
code in the security context of the local system. An attacker could then
install programs; view, change, or delete data; or create new accounts with
full user rights.

To exploit this vulnerability, an attacker would first have to log on to the
system. An attacker could then run a specially crafted application that could

exploit the vulnerability and take control over an affected system.

The update addresses the vulnerability by correcting how Windows handles calls
to ALPC.

FAQ:

None

Important

Elevation of
Privilege
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8562
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8562

ax imun Vulnerabilit
CVE ID Vulnerability Description Severity L/
. Impact
Rating
Mitigations:
None
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8562
Restart
KB S d
Product ) Severity Impact upersedenc CVSS Score Set Require
Article
d
, 1025338 Elevatio Base: 7.00
Windows 10 (s I ¢ ¢ Temporal: 6. 30
for 32-bit | tmpor an g (1) ., 4022727 Wector: Yes
rivile
Systems Y 8 CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
C:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8562

Windows 10  [4025338 Elevatio Base: . 00
for x64 (Securit |Importan n of Temporal : 6. 30
- r
bo Z o tmpo a4 Pr? i 4022727 Vector: Yes
ase vile
Y & CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Windows 10  |4025344 Elevatio Base: 7. 00
] ) Temporal: 6. 30
Version 1511 |(Securit Importan n of
for 39-bit ¢ Privil 4022714 Vector: Yes
0 - vile
Y & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025344 Flevatio Base: 7.00
Version 1511 (s I ¢ ¢ Temporal: 6. 30
for x64- sen tmpor an Er? . 022714 Vector: Yes
vile
based Y & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
Systems C:C
Windows 10  [4025339 Elevatio Base: . 00
] ) Temporal: 6. 30
Version 1607 (Securit |Importan n of
for 39-bit . Privil 4022715 Vector: Yes
or 32-bi rivile
Y vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Windows 10 Base: 7.00
4025339 (I t El ti
Version 1607 S mbortan BEEVALIO 099715 Temporal: 6. 30 Yes
(Securit [t n of
for x64— Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8562

based \4 Privileg CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I1:H/A:H/E:P/RL:0/R
Systems Update) e C:C
Windows 10  [4025342 Elevatio Base: 7. 00
. . Temporal: 6. 30
Version 1703 |(Securit Importan n of
for 39-bit . Privil 4022725 Vector: Yes
or 32— rivile
Y 8 CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025349 Flevatio Base: 7.00
Version 1703 (s I ¢ ¢ Temporal: 6. 30
for x64- sen tmpor an ; © 4022725 Vector: Yes
rivi
based E . vites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
ate e
Systems b C:C
402
(2 533$t Bl ti Base: 7.00
ecuri evatio
Windows 8.1 Temporal: 6.30
i v Only) |Importan n of
for 32-bit 1025336 |t Privil 1022796 Vector: Yes
rivile
systems Slonth] vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R
onthly e ‘
Rollup) ¢:C
Windows 8.1 4025333 Elevatio Base: 7. 00
. Temporal: 6. 30
for x64- (Securit |Importan n of Vector v
ector: es
b d Onl t Privil 4022726
ase v Only) riviies CVSS:3. 0/AV:L/AC:H/PR:L/UTL:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R
systems 4025336 e
C:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336

CVE-2017-8562

(Monthly
Rollup)
Bl i Base: 7.00
evatio
i g (1025336 | ; Temporal : 6. 30
ndows mportan n o
- (Monthly | b bui1a, 4022726 Vector: Yes
) rivile
Rollup) & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
e
C:C
4102 1
V2039 . Base: 7.00
(Monthly Elevatio
) Temporal: 6. 30
Windows Rollup) |Importan n of
S 2012 11025343 |t Privileg | 022724 Vector: Yes
erver rivile
(Securit . 8 CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
vy Only) ¢:C
Windows 1020351 . Base: 7.00
(Monthly Elevatio
Server 2012 Temporal: 6. 30
Rollup) |Importan n of
(Server Core 1025343 |t Privile 4022724 Vector: Yes
installation (s L & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
ecuri e
C:C
: y Only)
Windows igZBEift Importan ile;atlo Base: 7.00
ec orta 0
S 2012 T 1: 6.30 Y
Rgrver v only) |t Privileg 4022726 Vemiora es
T
1025336 e eeto
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336

CVE-2017-8562

)

. . y
installation
Update)

e

CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R

C:C

(Monthly CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
Rollup) C:C
Windows 402533? . Base: 7. 00
Server 2012 |(Securit Elevatio
Temporal: 6. 30
R2 (Server v Only) |Importan n of Voot .
ector: es
C 4025336 |t Privil 4022726
-ore , rivites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
installation |(Monthly e c-C
) Rollup) '
1025339 Elevatio Base: 7. 00
) ) Temporal: 6. 30
Windows (Securit |Importan n of
S 2016 . Privil 4022715 Vector: Yes
erver rivile
' vites CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Update) e
C:C
Windows 1025339 Flevatio Base: 7.00
Server 2016 (Securit [Tmportan hn of Temporal: 6. 30
ec
(Server Core b L 4022715 Vector: Yes
t Privileg
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8563 — Windows Elevation of Privilege Vulnerability

Maximum q
CVE ID Vulnerability Description Severity Vulnerability
] Impact
Rating

CVE Title: Windows Elevation of Privilege Vulnerability

Description:

An elevation of privilege vulnerability exists in Microsoft Windows when

Kerberos falls back to NT LAN Manager (NTLM) Authentication Protocol as the

default authentication protocol.

In a remote attack scenario, an attacker could exploit this vulnerability by
CVE-  [running a specially crafted application to send malicious traffic to a domain
2017- |controller. An attacker who successfully exploited this vulnerability could run Elevation of
8563  |processes in an elevated context. Important o

Privilege

MITRE
NVD The update addresses this vulnerability by incorporating enhancements to

authentication protocols designed to mitigate authentication attacks. It

revolves around the concept of channel binding information.

FAQ:

In addition to installing the updates for CVE-2017-8563 are there any further steps | need to carry out to

be protected from this CVE?
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8563
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8563

ax imun Vulnerabilit
CVE ID Vulnerability Description Severity 4
. Impact
Rating
Yes. To make LDAP authentication over SSL/TLS more secure, administrators need to create a
LdapEnforceChannelBinding registry setting on a Domain Controller. For more information about setting
this registry key, see Microsoft Knowledge Base article 4034879.
Mitigations:
None
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8563
Restart
KB ) Supersedenc ]
Product ) Severity Impact P CVSS Score Set Require
Article
d
Windows 10 Base: 7.50
4025338 |I tan Elevati
for 32-bit S [IPOTRAR BAEVARIO 11099727 Temporal: 6. 70 Yes
(Securit [t n of
Systems Vector:
@z B 2017 http://www. nsfocus. com



https://support.microsoft.com/en-us/help/4034879
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8563
y Privileg CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e C:C
Windows 10  [4025338 Elevatio Base: 7.50
¢ 64— (s I ¢ p Temporal: 6.70
bor z sen tmpor an ; © 4022727 Vector: Yes
ase rivile
Y 8 CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Windows 10 4025344 Elevatio Base: 7.50
] ) Temporal: 6.70
Version 1511 [(Securit Importan n of
¢ 99 bit . Privil 4022714 Vector: Yes
or 32— rivile
’ 8 CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025344 Flevatio Base: 7.50
Version 1511 (s + Tmoort ¢ Temporal: 6.70
Il
for x64- ST L 022714 Vector: Yes
rivile
based [yj Jate) vies CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R
ate e
Systems b C:C
B . 7.50
Windows 10  [4025339 Elevatio ase
. . Temporal: 6. 70
Version 1607 |(Securit Importan n of
for 39-bit ¢ Privil 4022715 Vector: Yes
or 32- rivile
Y & CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8563

Wlnd?ws 10 1025339 Flevatio Base: 7.50
Version 1607 (Securit [Tmportan b of Temporal: 6. 70
T
for x64- o tmpo a4 Pr? i 4022715 Vector: Yes
vile
based Y 8 CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Update) e
Systems C:C
Windows 10  [4025342 Elevatio Base: 7. 50
] ] Temporal: 6. 70
Version 1703 |(Securit Importan n of
for 39-bit ¢ Privil 4022725 Vector: Yes
0 - vile
Y & CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025349 Flevatio Base: 7.50
Version 1703 (s I ¢ ¢ Temporal: 6. 70
for x64- S O 4022725 Vector: Yes
vile
based Y & CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
Systems C:C
4025337
Windows 7 (Securit Flevatio Base: 7.50
ecC
for 32-bit v Temporal: 6. 70
st v Only) |Importan n of oot .
ystems o ector: es
4025341 |t P 1 4022719
Service Pack | ' riviies CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
onthly e
1 C:C
Rollup)
Windows 7 4025337 |Importan Elevatio Base: 7.50 v
for x64- (Securit [t nof 4022719  Temporal: 6.70 es
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337

CVE-2017-8563

based y Only) Privileg Vector:
Systems 1025341 e CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Service Pack |(Monthly C:C
1 Rollup)
4025333
(Securit Elevati Base: 7. 50
Windows 8.1 e evatio Temporal: 6.70
i v Only) |Importan n of
for 327bit 00536 |t Privileg 4022726 | CCtOr: Yes
rivile
systems (Monthl 8 CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
onthly e
C:C
Rollup)
4025333
) . . Base: 7.50
Windows 8.1 |(Securit Elevatio
Temporal: 6.70
for x64- v Only) |Importan n of oot .
ector: es
b d 4025336 |t Privil 4022726
ase rhvises CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R
systems (Monthly e c.C
Rollup) '
Flevatio Base: 7.50
Wind RT 4025336 I ¢ ; Temporal: 6.70
indows mportan n o
- v (lonthly | b b i1a, 4022726 Vector: Yes
) rivi
Rollup) vies CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL: 0/R
© C:C
Windows 4025409 |Importan Elevatio Base: 7.50
3184471 v
Server 2008 |(Securit [t n of Temporal: 6. 70 es
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CVE-2017-8564 — Windows Kernel Information Disclosure Vulnerability

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity y
. Impact
Rating
CVE Title: Windows Kernel Information Disclosure Vulnerability
Description:
CVE An information disclosure vulnerability exists when the Windows kernel fails to properly
9017 initialize a memory address, allowing an attacker to retrieve information that could lead to
a Kernel Address Space Layout Randomization (KASLR) bypass. Information
8564 Important Discl
1Sclosure
MITRE ) ) o )
VD An attacker who successfully exploited this vulnerability could retrieve the base address of
the kernel driver from a compromised process. To exploit this vulnerability, an attacker
would have to log on to an affected system and run a specially crafted application.
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CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The security update addresses the vulnerability by correcting how the Windows kernel handles

memory addresses.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8564

) upersedenc
roduct ) everity Impact P VSS Score Set
ticle e

estart
equire

d
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. i 4022715 Temporal: 4.20 Yes
Version 1607 |(Securit [t )
Disclosure Vector:

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8564

for 32-bit |y CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:N/A:N/E:P/RL:0/
Systems Update) RC:C
Wlnd?ws 10 1025339 ‘ Base: 4.70
Version 1607 (s I c Informatio Temporal : 4. 20
for x64- sen tmpor anh 4022715 Vector: Yes
based E date) Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems paate RC:C
Windows 10  |4025342 , Base: 4.70
. ) Informatio Temporal : 4. 20
Version 1703 |(Securit Importan
for 39-bit . 4022725 Vector: Yes
r 39—
© Y Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/T:N/A:N/E:P/RL:0/
Systems Update)
RC:C
Wlnd?ws 10 1025349 . Base: 4.70
Version 1703 (s 1l ¢ Informatio Temporal: 4.20
for x64- s tmpor an 4022725  Nector: Yes
based E date) Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:0/
Systems prate RC:C
402
Windows 7 (g 533?t Base: 4.70
ecuri
for 32-bit Informatio Temporal : 4. 20
v Only) |Importan
Systems 1095341 It 1029719 Vector: Yes
Service Pack (Monthl Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:N/A:N/E:P/RL:0/
onthly
1 RC:
Rollup) ¢:C

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8564

Windows 7 402533? Base: 4.70
for x64- (Securit )
Informatio Temporal : 4. 20
based v Only) |Importan
Syst 1025341 [t 022719 | cetor fes
stems
v ) Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:P/RL:0/
Service Pack |(Monthly N
1 Rollup) '
%82533§t Base: 4.70
ecur
Windows 8.1 Informatio Temporal: 4.20
) v Only) |Importan
for 32-bit 1025336 |t n 1022796 Vector: Yes
systems (Monthl Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0/
onthly
RC:C
Rollup)
. 402533? Base: 4.70
Windows 8.1 [(Securit )
Informatio Temporal: 4.20
for x64- v Only) |Importan Vector v
ector: es
based 4025336 |t 4022726
ase Disclosure CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:P/RL:0/
systems (Monthly RC:C
Rollup) '
Base: 4.70
4025336 Informatio Temporal : 4. 20
Wind RT 1 t
8”11 ovs (Monthly [POT+aR 4022726 Nector: Yes
) Rollup) Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:0/
RC:C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336

CVE-2017-8564

Windows
Server 2008 1022748 _ Base: 4.70
. . Informatio Temporal : 4. 20
for 32-bit |(Securit [Importan
Syst ¢ None Vector: Yes
stems
yste Y Disclosure CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:P/RL:0/
Service Pack [Ipdate)
RC:C
2
Windows
Server 2008
for 32-bit 1029748 ' Base: 4.70
Systems (s it Tmvortan Informatio Temporal: 4. 20
T
Service Pack vl tmpo @ n None Vector: Yes
2 (Server Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:N/A:N/E:P/RL:0/
Update)
Core RC:C
installation
)
Windows
Server 2908 1029748 . Base: 4.70
for Itanium— (s 1l ¢ Informatio Temporal: 4.20
Based cent tmpor an None Vector: Yes
Systems Y Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:N/A:N/E:P/RL:0/
) Update)
Service Pack RC:C
2
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748

CVE-2017-8564

Windows
Server 2008 1029748 . Base: 4.70
for x64- (Securit [Tmportan Informatio Temporal : 4. 20
T
based o X porta None Vector: Yes
Systems Y Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N/E:P/RL:0/
. Update)
Service Pack RC:C
2
Windows
Server 2008
for x64-
based 4022748 _ Base: 4.70
. Informatio Temporal: 4. 20
Systems (Securit Importan
. None Vector: Yes
Service Pack |y t .
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:0/
2 (Server Update)
RC:C
Core
installation
)
Windows 402533? Base: 4.70
Server 2008 |(Securit i
Informatio Temporal : 4. 20
R2 for v Only) |Importan
Ttanium 14025341 |t j002719 | ector Yes
a _
Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:N/A:N/E:P/RL:0/
Based (Monthly RC-C
Systems Rollup) '
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4022748
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8564

Service Pack
1

Windows

Server 2008 402533? Base: 4.70
(Securit .
R2 for x64- Informatio Temporal : 4. 20
v Only) |Importan
based 1095341 It 1022719 Vector: Yes
Systems (Vonthl Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:0/
Service Pack oy RC:C
Rollup)
1
Windows
Server 2008
R2 4- 14025337
or x6 , Base: 4.70
based (Securit )
Informatio Temporal: 4.20
Systems v Only) |Importan oot .
ector: es
S i Pack 41025341 [t 4022719
ervice fac Disclosure CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:P/RL:0/
1 (Server (Monthly BCC
Core Rollup) '
installation
)
402 1
. Ve0dd Informatio Base: 4.70
Windows (Monthly Importan
n 4022724 Temporal : 4. 20 Yes
Server 2012 Rollup) [t isel Vector:
005940 sclosure ector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343

CVE-2017-8564

(Securit CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:0/
y Only) RC:C
Windows %B2Bii1 Base: 4.70
Server 2012 R TT )y 1 c Informatio Temporal : 4. 20
ollu mportan
(Server Core | - 323 . b 4022724 Vector: Yes
installation ) Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T1:N/A:N/E:P/RL:0/
) (Securit RC: €
y Only) '
122533$t Base: 4.70
Windows sennt Informatio Temporal : 4. 20
v Only) |Importan
Server 2012 1025336 It 1022796 Vector: Yes
R2 Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:N/A:N/E:P/RL:0/
(Monthly RC: €
Rollup) '
Wind 4025333
rndows . Base: 4.70
Server 2012 |(Securit )
Informatio Temporal: 4.20
R2 (Server |y Only) Importan Vector: Ves
4025336 [t 4022726 ’
Core . Disclosure CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:N/A:N/E:P/RL: 0/
installation|(Monthly
RC:C
) Rollup)
Inf t1 B 0 4.70
Windows 4025339 [Importan [ o oo ase
i 4022715 Temporal: 4.20 Yes
Server 2016 |(Securit 't )
Disclosure Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025343
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8564

y CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/T1:N/A:N/E:P/RL:0/
Update) RC:C
Windows 1025339 ‘ Base: 4.70
Server 2016 (s I c Informatio Temporal : 4. 20
eccurit |Importan
(Server Core X b n 4022715 Vector: Yes
installation.é date) Disclosure CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/I1:N/A:N/E:P/RL:0/
ate
) . RC:C
CVE-2017-8565 — Windows PowerShell Remote Code Execution Vulnerability
Max imum
) ) Vulnerabilit
CVE ID Vulnerability Description Severity e
. Impact
Rating

CVE Title: Windows PowerShell Remote Code Execution Vulnerability
CVE- Description:

A remote code execution vulnerability exists in PowerShell when PSObject
2017- . .

wraps a CIM Instance. An attacker who successfully exploited this Remote Code
8565 L. L. Important .
MITRE vulnerability could execute malicious code on a vulnerable system. Execution
NVD . .. .

In an attack scenario, an attacker could execute malicious code in a

PowerShell remote session.
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8565
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8565

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

The update addresses the vulnerability by correcting how PowerShell
deserializes user supplied scripts.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8565

) upersedenc
roduct ) Severity Impact P VSS Score Set
ticle e

estart
equire
d
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CVE-2017-8565

_ 1025338 Remote Base: T.50
Windows 10 (Securit Tmportan Cod Temporal: 6. 70
T
for 32-bit | - tmpo a EO euti 4022727 Vector: Yes
xecutio
Systems CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:H/E:P/RL:0/R
Update) n
C:C
Windows 10  [4025338 Remote Base: 7. 50
for x64- (Securit |Importan Code Temporal: 6. 70
based ¢ Executi 4022727 Vector: Yes
ase xecutio
Y CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) n
C:C
Windows 10  |4025344 Remote Base: .50
] } Temporal: 6.70
Version 1511 |(Securit |Importan (Code
for 39-bit ¢ Executi 4022714 Vector: Yes
0 - xecutio
Y CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) n
C:C
W1nd9ws 10 1025344 Remote Base: 7.50
Version 1511 (s I tan (Cod Temporal: 6. 70
for x64- SRR 4022714 Vector: Yes
xecutio
based E date) 0 CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
Systems . C:C
B 7.
Windows 10 11025330 [Inportan Remote |, oo - Tase 71506 0 ;
mporal: 6.
Version 1607 |(Securit |t Code empora es
Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8565

for 32-bit \4 Executio CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I1:H/A:H/E:P/RL:0/R
Systems Update) n C:C
Wlnd?ws 10 1025339 Remote Base: 7.50
Version 1607 (s ol ¢ Cod Temporal: 6.70
for x64- cent tmpor an EO ¢ L., 4022715 Vector: Yes
uti
based E . xecutio CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R
ate n
Systems b C:C
Windows 10 4025342 Remote Base: T.50
] ) Temporal: 6.70
Version 1703 |[(Securit Importan (Code
for 39-bit . . . 4022725 Vector: Yes
or 32- xecutio
Y CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) n
C:C
Wlnd?ws 10 1025349 Remote Base: 7.50
Version 1703 (s - ¢ Cod Temporal: 6.70
for x64- centt tmpor a EO © o, 4022725 Vector: Yes
uti
based E . xecutio CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL: 0/R
ate n
Systems b C:C
402
Windows 7 (g 533?t Remot Base: 7.50
ecuri emote
for 32-bit Temporal: 6. 70
Syt v Only) |Importan Code Veot v
ystems . ector: es
4025341 |t E t 4022719
Service Pack | nxecu 1o CVSS:3. 0/AV:N/AC:H/PR:L/UTL:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R
onthly
1 :
Rollup) C:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8565

Windows 7 4025337
. Base: 7.50
for x64- (Securit Remote
Temporal: 6. 70
based v Only) |Importan Code Vector v
ector: es
Syst 4025341 |t E tio 14022719
ystems xecutto CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Service Pack |(Monthly n .
1 Rollup) '
%82533§t Remot Base: 7.50
ecur emote
Windows 8.1 Temporal: 6. 70
i v Only) |Importan Code
for 327bit | 05336 |t Fxecutio 4022726 | CCtOr: fes
xecutio
systems (Monthl CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
onthly n
C:C
Rollup)
. 402533? Base: 7.50
Windows 8.1 |(Securit Remote T al: 6.70
emporal : 6.
for x64- v Only) |Importan Code v i . v
ector: es
b d 4025336 |t E tio 14022726
ase xecutio CVSS:3. 0/AV:N/AC:H/PR:L/UL:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
systems (Monthly n c.C
Rollup) '
Remote Base: 7.50
Wind RT 4025336 I tan (Cod Temporal: 6. 70
ndows mportan Code
o (Monthly [P b i 4022726 Vector: Yes
) xecutio
Rollup) CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I1:H/A:H/E:P/RL:0/R
n
C:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025333
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
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Service Pack
2

C:C

Windows
Server 2008 |1025872 Remote Base: 7.50
. ) Temporal: 6. 70
for 32-bit (Securit |Importan Code
Syst ¢ Fxecuti None Vector: Yes
stems xecutio
Y ) ' CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Service Pack [Ipdate) n
C:C
2
Windows
Server 2008
for 32-bit 1025879 Remote Base: 7.50
Systems (Securit Tmportan Code Temporal: 6.70
Service Pack ¢ b Fxecuti None Vector: Yes
xecutio
2 (Server CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
Update) n
Core C:C
installation
)
Windows
Server 2008 1025879 Remote Base: 7.50
for x64- ) Temporal: 6.70
(Securit |Importan Code
based . Fxecuti None Vector: Yes
xecutio
Systems é date) ) CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T1:H/A:H/E:P/RL:0/R
pdate
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025872
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025872
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CVE-2017-8565

Windows
Server 2008
for x64-
based 4025872 Remote Base: 7.50
) Temporal: 6. 70
Systems (Securit |Importan Code
Servi Pack ¢ Fxecuti None Vector: Yes
ervice Pac xecutio
Y CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
2 (Server Update) n
C:C
Core
installation
)
Windows
4102
Server 2008 (g 533?t Remot Base: 7.50
ecuri emote
R2 for x64- Temporal: 6.70
b asod v Only) |Importan Code Voot v
ase ector: es
4025341 |t E tio 14022719
Systems - xecutio CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
n n
Service Pack ! v C:C
Rollup)
1
Windows 402533? Base: 7.50
Server 2008 |(Securit Remote Temporal: 6. 70
emporal : 6.
R2 for x64- |y Only) |Importan Code ; i ; ;
ector: es
b d 4025341 |t E tio 14022719
ase xecutio CVSS:3. 0/AV:N/AC:H/PR:L/UTL:N/S:U/C:H/T:H/A:H/E:P/RL: 0/R
Systems (Monthly n -.c
Service Pack Rollup) '
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025337
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341

CVE-2017-8565

1 (Server
Core
installation
)
4025331
Base: 7.50
(Monthly Remote
) Temporal: 6.70
Windows Rollup) |Importan Code
S 9012 1025343 B i 4022724 Vector: Yes
erver xecutio
(Securit . CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
C:C
y Only)
Windows 1020951 Base: 7.50
(Monthly Remote
Server 2012 Temporal: 6. 70
Rollup) |Importan (Code
(Server Core 1025343 |t Fxecutio 4022724 Vector: Yes
X
installation . CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
) (Securit n .c
y Only) '
4025333
. Base: 7.50
) (Securit Remote
Windows Temporal: 6. 70
v Only) |Importan Code
Server 2012 1025336 It Executio 4022726 Vector: Yes
xecutio
R2 (Monthl CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
onthly n
C:C
Rollup)
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CVE-2017-8565

Windows 4025333
. Base: 7.50
Server 2012 |(Securit Remote Femooral: 6.70
R2 (Server |y Only) [Importan (Code Vecior' o Ves
C 4025336 |t E tio 4022726 ’
-ore , xecutto CVSS:3. 0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
installation (Monthly n .
) Rollup) '
14025339 Remote Base: .50
. . Temporal: 6.70
Windows (Securit |Importan Code
Server 2016 t Executio 1022715 Vector: Yes
Y CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) n
C:C
Windows 1025339 Remote Base: 7.50
Server 2016 (Securit Tmportan Code Temporal: 6. 70
(Server Core . P Exocutio 4022715 Vector: Yes
installation Y CVSS:3.0/AV:N/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Update) n
) C:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8566 — Windows IME Elevation of Privilege Vulnerability

aximum

The security update addresses this vulnerability by correcting how Windows
IME handles parameters in a method of a DCOM class.

FAQ:
None
Mitigations:

Vulnerabilit
CVE ID Vulnerability Description everity y
. Impact
ating
CVE Title: Windows IME Elevation of Privilege Vulnerability
Description:
An elevation of privilege vulnerability exists in Windows Input Method
Editor (IME) when IME improperly handles parameters in a method of a DCOM
class.
The DCOM server is a Windows component installed regardless of which
CVE- languages/IMEs are enabled. An attacker can instantiate the DCOM class and
2017- |exploit the system even if IME is not enabled. .
Elevation of
8566 Important Privil
rivilege
MITRE  To exploit this vulnerability, a locally authenticated attacker could run a vites
NVD specially crafted application.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8566
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8566

aximum

Vul bilit
CVE ID Vulnerability Description everity SR
] Impact
ating
None
Workarounds:
None
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8566
Restart
KB S d
Product ) Severity Impact upersedenc CVSS Score Set Require
Article
d
Windows 10  [4025339 Elevatio Base: 7.00
. . Temporal: 6.30
Version 1607 |(Securit Importan n of
for 39-bit ¢ Privil 4022715 Vector: Yes
or 32— rivile
Y & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
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CVE-2017-8566

Wlnd?ws 10 1025339 Flevatio Base: 7.00
Version 1607 (Securit [Tmportan b of Temporal: 6. 30
r
for x64- o tmpo a4 Pr? i 4022715 Vector: Yes
vile
based Y 8 CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Update) e
Systems C:C
Windows 10  [4025342 Elevatio Base: 7. 00
] ] Temporal: 6. 30
Version 1703 |(Securit Importan n of
for 39-bit ¢ Privil 4022725 Vector: Yes
0 - vile
Y & CVSS:3.0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Systems Update) e
C:C
Wlnd?ws 10 1025349 Flevatio Base: 7.00
Version 1703 (s I ¢ ¢ Temporal: 6. 30
for x64- sen tmpor an Er? . 1022725 Vector: Yes
vile
based Y & CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R
Update) e
Systems C:C
1025339 Elevatio Base: . 00
. . Temporal: 6. 30
Windows (Securit Importan n of
S 2016 . Privil 4022715 Vector: Yes
erver rivile
Y vies CVSS:3. 0/AV:L/AC:H/PR:L/UT:N/S:U/C:H/T:H/A:H/E:P/RL:0/R
Update) e
C:C
Windows Base: 7.00
4025339 (I t El ti
Server 2016 S mbortan BEEVALIO 099715 Temporal: 6. 30 Yes
(Securit [t n of
(Server Core Vector:
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CVE-2017-8566

)

installation

N Privileg

Update) ‘ e

‘C:C

CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:H/1:H/A:H/E:P/RL:0/R

CVE-2017-8598 — Scripting Engine Memory Corruption Vulnerability

install programs: view, change, or delete data; or create new accounts with
full user rights.

In a web-based attack scenario, an attacker could host a specially crafted

website that is designed to exploit the vulnerability through Microsoft Edge

Maximum P 1
CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way Microsoft Edge handles
objects in memory. The vulnerability could corrupt memory in such a way that an
CVE-  attacker could execute arbitrary code in the context of the current user. An
2017- attacker who successfully exploited the vulnerability could gain the same user
9598  rights as the current user. If the current user is logged on with Critical Remote Code
\1Trp  administrative user rights, an attacker who successfully exploited the Execution
NVD vulnerability could take control of an affected system. An attacker could then
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CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

and then convince a user to view the website. In addition, an attacker could
embed an ActiveX control marked “safe for initialization” in an application or
Microsoft Office document that hosts the browser rendering engine. Finally,
the attacker could take advantage of compromised websites, and websites that
accept or host user—provided content or advertisements. These websites could
contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how Microsoft Edge
handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8598

kB Severit Supersedenc Restart
Product ) Impact P CVSS Score Set Require
Article y
d
Microsof
t Edge
on 1025344 Remote Base: 4.20
Windows (s " Cod Temporal: 3. 80
10 S eritical EO eutio 4022714 Vector: Yes
xec
Version CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Update) n
1511 for C
32-bit
Systems
Microsof
t Ed B 4,20
8 1025344 Remote ase
on (Securit Cod Temporal: 3.80
Windows | Critical EO euti 4022714 Vector: Yes
X
10 ’ eetto CVSS:3. 0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
. Update) n
Version C
1511 for
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8598

x64-
based
Systems

Microsof
t Edge
on
Windows
10
Version
1607 for
32-bit
Systems

4025339
(Securit

Yy
Update)

Critical

Remote
Code
Executio
n

4022715

Base: 4.20

Temporal: 3.80

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
C

Yes

Microsof
t Edge
on
Windows
10
Version
1607 for
x64-
based
Systems

4025339
(Securit

Yy
Update)

Critical

Remote
Code
Executio
n

4022715

Base: 4.20

Temporal: 3.80

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
C

Yes
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CVE-2017-8598

Microsof
t Edge
on 1025342 Remote Base: 4.20
Windows (Securit Code Temporal: 3.80
10 CriticalExecutio 4022725 Vector: Yes
Version CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Update) n
1703 for C
32-bit
Systems
Microsof
t Edge
on
Windows 1025342 Remote Base: 4.20
10 (Securit |, . . {Code Temporal: 3. 80
Version |y CrltlcalExecutio 4022725 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC:
1703 for |Update) n -
x64-
based
Systems
Microsof 4025339 Remote
t Edge (Securit Code Base: 3. 10
Moderate . 4022715 Temporal: 2.80 Yes
on y Executio Vector:
Windows |[Update) n
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CVE-2017-8598

Server
2016

‘ ‘ ‘ ‘ ‘CVSS:S.O/AV:N/AC:H/PR:H/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
C

CVE-2017-8599 — Microsoft Edge Security Feature Bypass Vulnerability

compromised website or ad network.

The update addresses the vulnerability by correcting the Same Origin Policy
check for scripts attempting to manipulate HIML elements in other browser
windows.

Max imum
e .. ] Vulnerabilit
CVE ID Vulnerability Description Severity 2
. Impact
Rating
CVE Title: Microsoft Edge Security Feature Bypass Vulnerability
Description:
A security feature bypass vulnerability exists when Microsoft Edge fails to
correctly apply Same Origin Policy for HIML elements present in other browser
CVE—- windows. An attacker could use this vulnerability to trick a user into loading
2017—- @ page with malicious content.
Security
8599 14 exploit this vulnerability, an attacker would need to trick a user into Important Feature Bypass
MITRE loading a page or visiting a website. The page could also be injected into a
NVD
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8599
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8599

CVE ID Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

AQ:

one

itigations:

None
Workarounds:
None
Revision:
1.0

2017-07-11T07:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8599

Product

Article

Severity

Impact

Supersedenc

CVSS Score Set

estart
equire
d

Microsof
t Edge
on

4025338
(Securit

Importan
t

Securit
y

4022727

Base: 6.50
Temporal: 5. 90
Vector:

Yes
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CVE-2017-8599

Windows |v Feature CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/T1:H/A:N/E:P/RL:0/RC:
10 for  |Update) Bypass C
32-bit
Systems
Microsof
t Edge
on 1025338 Securit Base: 6.50
Windows |(Securit |Importan Temporal: 5. 90
0 fof o . PO ; e 1022727 Vector: Yes
0 eature
! CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/1:H/A:N/E:P/RL:0/RC:
x64- Update) Bypass
C
based
Systems
Microsof
t Edge
on 4025344 Securit Base: 6.0
Windows (s P — Temporal: 5.90
10 s tmpo an; e 1022714 Vector: Yes
eature
Version CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/1:H/A:N/E:P/RL:0/RC:
Update) Bypass
1511 for C
32-bit
Systems
Microsof [4025344 |Importan Securit Base: 6.50
4022714 Y
t Edge (Securit [t \4 Temporal: 5. 90 es
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8599

on \f Feature Vector:

Windows |[Ipdate) Bypass CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/T1:H/A:N/E:P/RL:0/RC:

10 C

Version

1511 for

x64—

based

Systems

Microsof

t Edge

on 4025339 Securit Base: 6.50

Windows (Securit |Importan ly Temporal: 5.90

10 4022715 Vector: Yes

Version | ' Feature CVSS:3. 0/AV:N/AC:L/PR:N/UL:R/S:U/C:N/T:H/A:N/E:P/RL:0/RC:

Update) Bypass

1607 for C

32-bit

Systems

Microsof

t Bdge  |1025339 Securit Base: 6.50

on (Securit |Importan |y Temporal: 5. 90

Windows v ¢ Foature 4022715 Vector: Yes
CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/T:H/A:N/E:P/RL:0/RC:

10 Update) Bypass -

Version

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8599

1607 for
x64-
based
Systems

Microsof
t Edge
on
Windows
10
Version
1703 for
32-bit
Systems

4025342
(Securit

Update)

Importan
t

Securit
y
Feature
Bypass

4022725

Base: 6.50

Temporal: 5.90

Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/1:H/A:N/E:P/RL:0/RC:
C

Yes

Microsof
t Edge
on
Windows
10
Version
1703 for
x64-
based
Systems

4025342
(Securit

Y
Update)

Importan
t

Securit
y
Feature
Bypass

4022725

Base: 6.50

Temporal: 5.90

Vector:
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/1:H/A:N/E:P/RL:0/RC:
C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8599

Microsof
t Bdge  |1025339 Securit Base: 4.50
on (Securit X Temporal: 4.10
Windows v Low Feature 4022715 Vector: Yes
CVSS:3.0/AV:N/AC:L/PR:H/UT:R/S:U/C:N/1:H/A:N/E:P/RL:0/RC:
Server  |Update) Bypass e
2016
CVE-2017-8601 — Scripting Engine Memory Corruption Vulnerability
Meximun Vulnerability
CVE ID Vulnerability Description Severity
. Impact
Rating

CVE Title: Scripting Engine Memory Corruption Vulnerability

Description:
cVE- A remote code execution vulnerability exists in the way that the Chakra
2017- JavaScript engine renders when handling objects in memory in Microsoft Edge.
8601  The vulnerability could corrupt memory in such a way that an attacker could Critical Remote Code
\[[TRr lexecute arbitrary code in the context of the current user. Execution
NVD In a web-based attack scenario, an attacker could host a specially crafted

website that is designed to exploit the vulnerability through Microsoft Edge

and then convince a user to view the website. An attacker could also embed an

@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8601
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8601

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

ActiveX control marked “safe for initialization” in an application or Microsoft
Office document that hosts the Edge rendering engine. The attacker could also
take advantage of compromised websites, and websites that accept or host user-—
provided content or advertisements. These websites could contain specially
crafted content that could exploit the vulnerability.

An attacker who successfully exploited the vulnerability could gain the same
user rights as the current user. If the current user is logged on with
administrative user rights, an attacker who successfully exploited the
vulnerability could take control of an affected system. An attacker could then
install programs; view, change, or delete data; or create new accounts with
full user rights.

The update addresses the vulnerability by modifying how the Chakra JavaScript
scripting engine handles objects in memory.

FAQ:
None
Mitigations:
None
Workarounds:

None
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Maximun Vulnerabilit
CVE ID Vulnerability Description Severity L/
] Impact
Rating
Revision:
1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8601
Restart
KB S it S d
Product . evert Impact upersedenc CVSS Score Set Require
Article y
d
Microsof
t Edge 1025338 Remote Base: 4. 20
on (Securit Cod Temporal: 3.80
Windows e CriticalEO euti 4022727 Vector: Yes
xecutio
10 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
. Update) n
32-bit C
Systems
Microsof 1025338 Remote Base: 4. 20
Critical 4022727 Y
t Edge (Securit ritiea Code Temporal: 3. 80 es
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8601

on \f Executio Vector:

Windows |[Update) n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

10 for C

x64-

based

Systems

Microsof

t Edge

on 1025344 Remote Base: 4.20

Windows (Securit Code Temporal: 3.80

10 Critical . 4022714 Vector: Yes

Version | Executio CVSS:3. 0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

Update) n

1511 for C

32-bit

Systems

Microsof

t Edge

on 1025344 Remote Base: 4.20

Windows |(Securit Code Temporal: 3. 80

10 : CriticalExecutio 4022714 Vector: Yes
. CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

Version |[Ipdate) n c

1511 for

x64-
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8601

based

Systems

Microsof

t Edge

on 4025339 Remote Base: 4.20

Windows (Securit Code Temporal: 3. 80

10 Critical . 4022715 Vector: Yes

Version | Executio CVSS:3. 0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC:
Update) n

1607 for C

32-bit

Systems

Microsof

t Edge

on

Windows 1025339 Remote Base: 4.20

10 (Securit o Code Temporal: 3. 80

Version v CrltlcalExecutio 4022715 Vector: Yes

CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

1607 for [Ipdate) n C

x64-

based

Systems

Microsof 4025342 . Remote Base: 4. 20

t Edge (Securit CrltlcalCode 4022725 Temporal: 3. 80 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8601

on \f Executio Vector:

Windows |[Update) n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

10 C

Version

1703 for

32-bit

Systems

Microsof

t Edge

on

Windows 1025312 Remote Base: 4.20

10 (Securit o Code Temporal: 3. 80

Version |y CrltlcalExecutio 4022725 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

1703 for |Update) n C

x64-

based

Systems

Microsof

t Edge  |1025339 Remote Base: 3. 10

on (Securit Code Temporal: 2. 80

Windows v ModerateExecutio 4022715 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:H/UT:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC:

Server  |Update) n C

2016

@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8602 — Microsoft Browser Spoofing Vulnerability

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

CVE-
2017-
8602
MITRE
NVD

CVE Title: Microsoft Browser Spoofing Vulnerability
Description:

vulnerability could trick a user by redirecting the
website. The specially crafted website could either
pivot to chain an attack with other vulnerabilities

To exploit the vulnerability, the user must click a
an email attack scenario, an attacker could send an
the specially crafted URL to the user in an attempt
click it.

A spoofing vulnerability exists when an affected Microsoft browser does not
properly parse HTTP content. An attacker who successfully exploited this

user to a specially crafted
spoof content or serve as a
in web services.

specially crafted URL. In
email message containing
to convince the user to

In a web-based attack scenario, an attacker could host a specially crafted

website designed to appear as a legitimate website to the user. However, the
attacker would have no way to force the user to visit the specially crafted
website. The attacker would have to convince the user to visit the specially

Important

Spoofing
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8602
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8602

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

crafted website, typically via an enticement in email or instant message, and
then convince the user to interact with content on the website.

The security update addresses the vulnerability by correcting how Microsoft
browsers parse HTTP responses.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-8602

Supersedenc Restart

Product KB Article Severity Impact CVSS Score Set Require
d

Internet
Explorer Base: 4. 30
11 on 4025338 Importan [Spoofin Temporal: 4. 00
Windows |(Security 4022727 Vector: Yes
10 for |Update) 8 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/T1:L/A:N/E:F/RL:0/RC
32-bit :C
Systems
Internet
fipizrer Base: 4.30
Windows 020958 Importan Spoofin Temporal : 4. 00
{0 for (Security . 4022727 Vector: Yes
64 Update) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:F/RL:0/RC
based :C
Systems
Internet Base: 4. 30
Explorer 4025344 Importan Spoofin Temporal : 4. 00
11 on (Security 4022714 Vector: Yes
Windows |[/pdate) 8 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/T1:L/A:N/E:F/RL:0/RC
10 :C
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8602

Version

1511 for

32-bit

Systems

Internet

Explorer

;1nzzws Base: 4. 30

10 1025344 Importan Spoofin Temporal: 4. 00

ersion (Security . 4022714 Vector: Yes
1511 for Update) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:F/RL:0/RC
x64- ¢

based

Systems

Internet

Explorer

11 on Base: 4. 30

Windows 4025339 Importan Spoofin Temporal : 4. 00

10 (Security 4022715 Vector: Yes
Version |[Ipdate) 8 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/T1:L/A:N/E:F/RL:0/RC
1607 for :C

32-bit

Systems

@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8602

Internet
Explorer
;1n32ws Base: 4. 30
10 4025339 Importan Spoofin Temporal: 4. 00
ersion (Security . 4022715 Vector: Yes
1607 for Update) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:F/RL:0/RC
x64- ¢
based
Systems
Internet
Explorer
11 on Base: 4. 30
Windows 4025342 Importan Spoofin Temporal: 4.00
10 (Security 4022725 Vector: Yes
Version |Ipdate) & CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/1:L/A:N/E:F/RL:0/RC
1703 for :C
32-bit
Systems
Internet
Explorer 2o Importan Spoofin Base: 4.30
(Security 4022725 Temporal: 4.00 Yes
11 on g
. Update) Vector:
Windows
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8602

10 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/1:L/A:N/E:F/RL:0/RC
Version :C

1703 for

x64-

based

Systems

Internet

Explorer 41025341

11 on (Monthly Base: 4. 30

Windows Rollup) Importan Spoofin 4022719 Temporal : 4.00

7 for 4025252 Vector: Yes
32-bit (IE 8 1021558 CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/1:L/A:N/E:F/RL:0/RC
Systems |Cumulative :C

Service |

Pack 1

Internet

Explorer 4025341

11 on (Monthly Base: 4.30

Windows Rollup) Importan [Spoofin 4022719 Temporal : 4. 00

7 for 4025252 o 1021558 Vector: Yes
| 64 (IE | CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/1:L/A:N/E:F/RL:0/RC
based Cumulative :C

Systems

@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8602

Service

Pack 1

Internet [41025336

Explorer |(Monthly Base: 4. 30

Hoon ol lup) o tan Spoofin 4022726 |cmorali 400

Windows 4025252 Vector: Yes

8.1 for [(IE & 1021558 CVSS:3. 0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/1:L/A:N/E:F/RL:0/RC

32-bit Cumulative :C

systems |

Internet

Explorer 1020590

1 on (Monthly Base: 4.30

Windows ig;é;g; Importan [Spoofin [4022726 izziZi?lz 4.00 Vos

iéi_for (IE & 4021558 CVSS:3. 0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/1:L/A:N/E:F/RL:0/RC
Cumulative :C

based )

systems

Internet Base: 4. 30

Explorer 4025336 Importan Spoofin Temporal : 4. 00

11 on (Monthly 4022726 Vector: Yes

Windows [Rollup) 8 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/T1:L/A:N/E:F/RL:0/RC

RT 8.1 :C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8602

Internet
Explorer
11 on 1025341
Windows (Monthly Base: 2.40
Server  [Rollup) . Temporal : 2.30
2008 R2 1025252 Low spootin 4022719y tor: Yes
for x64- (1B & 1021558 CVSS:3.0/AV:N/AC:L/PR:H/UT:R/S:U/C:N/T1:L/A:N/E:F/RL:0/RC
based Cumulative :C
Systems |)
Service
Pack 1
Internet 1020550
Explorer (Monthly Base: 2.40
Rollup) . Temporal: 2. 30
11 on Spoofin 4022726
Windows 4025252 Low . 1021558 Vector: Yes
Sorver (IE | CVSS:3.0/AV:N/AC:L/PR:H/UT:R/S:U/C:N/T1:L/A:N/E:F/RL:0/RC
9012 R2 Sumulatlve :C
Internet Base: 2.40
Explorer 4025339 Spoofin Temporal: 2. 30
1 on (Security |Low . 4022715 Vector: Yes
Windows Update) CZSS:3.0/AV:N/AC:L/PR:H/UI:R/S:U/C:N/I:L/A:N/E:F/RL:O/RC

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025341
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8602

Server

2016

Microsof

t Edge Base: 4. 30

on 1025338 Importan Spoofin Temporal: 4. 00

Windows |(Security 4022727 Vector: Yes
10 for [pdate) 8 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:F/RL:0/RC
32-bit :C

Systems

Microsof

andge Base: 4.30

Windows 2088 Importan [Spoofin Temporal: 4. 00

10 for (Security . 4022727 Vector: Yes
64 Update) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/1:L/A:N/E:F/RL:0/RC
based ¢

Systems

f123220f Base: 4.30

on 4025344 Importan Spoofin Temporal : 4. 00

Windows (Security o 4022714 Vector: Yes
10 Update) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:F/RL:0/RC
Version =

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8602

1511 for

32-bit

Systems

Microsof

t Edge

§?ndows Base: 4. 30

10 1025344 Importan [Spoofin Temporal: 4. 00

ersion (Security . 4022714 Vector: Yes
1511 for Update) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:F/RL:0/RC
x64- ¢

based

Systems

Microsof

t Edge

on Base: 4. 30

Windows 4025339 Importan Spoofin Temporal : 4. 00

10 (Security 4022715 Vector: Yes
Version |[Ipdate) 8 CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/T1:L/A:N/E:F/RL:0/RC
1607 for :C

32-bit

Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8602

Microsof

t Edge

;?ndows Base: 4. 30

10 4025339 Importan Spoofin Temporal: 4. 00

ersion (Security . 4022715 Vector: Yes

1607 for Update) CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:F/RL:0/RC

x64- ¢

based

Systems

Microsof

t Edge

on Base: 4. 30

Windows 4025342 Importan Spoofin Temporal: 4.00

10 (Security 4022725 Vector: Yes

Version |Ipdate) & CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/1:L/A:N/E:F/RL:0/RC

1703 for :C

32-bit

Systems

Microsof

t Edge Uz Importan Spoofin Base: 4.30

on (Security . 4022725 Temporal: 4.00 Yes
. Update) Vector:

Windows
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8602

10 CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/I:L/A:N/E:F/RL:0/RC
Version :C

1703 for

x64-

based

Systems

flgzosof Base: 2.40

) 8¢ 11025339 oo Temporal: 2. 30

0 00

ind (Security |Low P 4022715 Vector: Yes

owS

Server Update) & CVSS:3.0/AV:N/AC:L/PR:H/UT:R/S:U/C:N/T:L/A:N/E:F/RL:0/RC

erve

2016 ¢
CVE-2017-8603 — Scripting Engine Memory Corruption Vulnerability

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity 2
. Impact
Rating
CVE- ) . . . .
CVE Title: Scripting Engine Memory Corruption Vulnerability L. Remote Code

2017 D L otion: Critical Executi
8603 escription: xecution
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

MITRE
NVD

A remote code execution vulnerability exists in the way Microsoft Edge handles
objects in memory. The vulnerability could corrupt memory in such a way that an
attacker could execute arbitrary code in the context of the current user. An
attacker who successfully exploited the vulnerability could gain the same user
rights as the current user. If the current user is logged on with
administrative user rights, an attacker who successfully exploited the
vulnerability could take control of an affected system. An attacker could then
install programs; view, change, or delete data; or create new accounts with
full user rights.

In a web—based attack scenario, an attacker could host a specially crafted
website that is designed to exploit the vulnerability through Microsoft Edge
and then convince a user to view the website. In addition, an attacker could
embed an ActiveX control marked “safe for initialization” in an application or
Microsoft Office document that hosts the browser rendering engine. Finally,
the attacker could take advantage of compromised websites, and websites that
accept or host user—provided content or advertisements. These websites could
contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how Microsoft Edge
handles objects in memory.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8603
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8603

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

AQ:

one

itigations:

None
Workarounds:
None
Revision:
1.0

2017-07-11T07:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8603

Product

Article

Severit
y

Impact

Supersedenc
e

CVSS Score Set

estart
equire
d

Microsof
t Edge
on

4025344
(Securit

Critical

Remote
Code

4022714

Base: 4. 20
Temporal: 3. 80
Vector:

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8603

Windows |v Executio CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

10 Update) n C

Version

1511 for

32-bit

Systems

Microsof

t Edge

on

Windows |1025311 Remote Base: 4.20

10 (Securit . Code Temporal: 3. 80

Version |y CrltlcalExecutio 4022714 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

1511 for |Update) n C

x64—

based

Systems

Microsof

v Bdee 005339 Remote Base: 4.20

on (Securit Code Temporal: 3. 80

Windows : CriticalExecutio 4022715 Vector: Yes

10 Update) 3 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

Version C

1607 for
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8603

32-bit

Systems

Microsof

t Edge

on

Windows 1025339 Remote Base: 4.20

10 (Securit | . . {Code Temporal: 3. 80

Version |y CrltlcalExecutio 4022715 Vector: Yes

CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC:

1607 for |Update) n e

x64—

based

Systems

Microsof

t Edge

on 1025342 Remote Base: 4.20

Windows (Securit Code Temporal: 3.80

10 Critical . 4022725 Vector: Yes

Version | Executio CVSS:3. 0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Update) n

1703 for C

32-bit

Systems

Microsof 4025342 . Remote Base: 4. 20

t Edge (Securit CrltlcalCode 4022725 Temporal: 3. 80 Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8603

on \f Executio Vector:

Windows |[Update) n CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

10 C

Version

1703 for

x64—

based

Systems

Microsof

t Bdge  |1025339 Remote Base: 3.10

on (Securit Code Temporal: 2. 80

Windows v ModerateExecutio 4022715 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

Server |Update) n C

2016

@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8604 — Scripting Engine Memory Corruption Vulnerability

In a web—based attack scenario, an attacker could host a specially crafted
website that is designed to exploit the vulnerability through Microsoft Edge
and then convince a user to view the website. In addition, an attacker could
embed an ActiveX control marked “safe for initialization” in an application or
Microsoft Office document that hosts the browser rendering engine. Finally,

the attacker could take advantage of compromised websites, and websites that

Maximum 1
CVE ID Vulnerability Description Severity Vulnerability
] Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way Microsoft Edge handles
objects in memory. The vulnerability could corrupt memory in such a way that an
attacker could execute arbitrary code in the context of the current user. An
attacker who successfully exploited the vulnerability could gain the same user
CVE— rights as the current user. If the current user is logged on with
2017—- (@dministrative user rights, an attacker who successfully exploited the
8604 vulnerability could take control of an affected system. An attacker could then |(yitical Remote Code
WITRE  install programs; view, change, or delete data; or create new accounts with Execution
NVD full user rights.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8604
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8604

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

accept or host user—provided content or advertisements. These websites could
contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how Microsoft Edge
handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-8604

Severit Supersedenc Restart
Product . Impact P CVSS Score Set Require
Article y e d
Microsof
t Edge
on 1025344 Remote Base: 4.20
Windows (Securit Cod Temporal: 3. 80
r
10 o Critical EO euti 4022714 Vector: Yes
xecutio
Version Y CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/T1:L/A:N/E:P/RL:0/RC:
Update) n
1511 for C
32-bit
Systems
Microsof
t Edge
on
Windows [4025344 Remote Base: 4.20
10 (s it Cod Temporal: 3.80
Vorsion Y oritical EO euti 4022714 Vector: Yes
ersio xecutio
’ CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
1511 for |Update) n -
x64-
based
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8604

Microsof
t Edge
on 1025339 Remote Base: 4.20
Windows (Securit Code Temporal: 3.80
10 CriticalExecutio 4022715 Vector: Yes
Version CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Update) n
1607 for C
32-bit
Systems
Microsof
t Edge
on
Windows 1025339 Remote Base: 4.20
10 (Securit |, . . {Code Temporal: 3. 80
Version |y CrltlcalExecutio 4022715 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC:
1607 for |Update) n -
x64-
based
Systems
Microsof 4025342 Remote
t Edge (Securit L Code Base: 4.20
Critical . 4022725 Temporal: 3.80 Yes
on y Executio Vector:
Windows |[Update) n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
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CVE-2017-8604

10 CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

Version C

1703 for

32-bit

Systems

Microsof

t Edge

on

Windows 1025312 Remote Base: 4.20

10 (Securit L Code Temporal: 3. 80

Version |y CrltlcalExecutio 4022725 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

1703 for |Update) n C

x64—

based

Systems

Microsof

t Edge 1025339 Remote Base: 3. 10

on (Securit Code Temporal: 2. 80

Windows v ModerateExecutio 4022715 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:

Server |Update) n C

2016

@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
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CVE-2017-8605 — Scripting Engine Memory Corruption Vulnerability

In a web—based attack scenario, an attacker could host a specially crafted
website that is designed to exploit the vulnerability through Microsoft Edge
and then convince a user to view the website. In addition, an attacker could
embed an ActiveX control marked “safe for initialization” in an application or
Microsoft Office document that hosts the browser rendering engine. Finally,

the attacker could take advantage of compromised websites, and websites that

Maximum 1
CVE ID Vulnerability Description Severity Vulnerability
] Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way Microsoft Edge handles
objects in memory. The vulnerability could corrupt memory in such a way that an
attacker could execute arbitrary code in the context of the current user. An
attacker who successfully exploited the vulnerability could gain the same user
CVE— rights as the current user. If the current user is logged on with
2017—- (@dministrative user rights, an attacker who successfully exploited the
8605 vulnerability could take control of an affected system. An attacker could then |(yitical Remote Code
WITRE  install programs; view, change, or delete data; or create new accounts with Execution
NVD full user rights.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8605
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8605

CVE ID

Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

accept or host user—provided content or advertisements. These websites could
contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how Microsoft Edge
handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-8605

Severit Supersedenc Restart
Product . Impact P CVSS Score Set Require
Article y
d
Microsof
t Edge 1025338 Remote Base: 4. 20
on (Securit Cod Temporal: 3. 80
Windows | = Critical EO euti 4022727 Vector: Yes
xecutio
10 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
. Update) n
32-bit C
Systems
Microsof
t Edge
on 1025338 Remote Base: 4.20
Wind (s N Cod Temporal: 3.80
ows cer Critical ode . 4022727 Vector: Yes
10 for N4 Executio
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
x64- Update) n C
based
Systems
Microsof 1025344 Remote Base: 4. 20
t Edge (s it Cod Temporal: 3. 80
on cer CriticalEO euti 4022714 Vector: Yes
xecutio
Windows CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Update) n
10 C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8605

Version
1511 for
32-bit

Systems

Microsof
t Edge
on
Windows
10
Version
1511 for
x64—
based
Systems

4025344
(Securit

y
Update)

Critical

Remote
Code
Executio
n

4022714

Base: 4.20

Temporal: 3.80

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
C

Yes

Microsof
t Edge
on
Windows
10
Version
1607 for
32-bit
Systems

4025339
(Securit

Yy
Update)

Critical

Remote
Code
Executio
n

4022715

Base: 4.20

Temporal: 3.80

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8605

Microsof
t Edge
on
Windows 1025339 Remote Base: 4.20
10 (Securit o Code Temporal: 3. 80
Version v CrltlcalExecutio 4022715 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
1607 for |Update) n -
x64-
based
Systems
Microsof
t Edge
on 1025342 Remote Base: 4.20
Windows (Securit Code Temporal: 3.80
10 Critical . 4022725 Vector: Yes
Version | Executio CVSS: 3. 0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/T:L/A:N/E:P/RL: 0/RC:
Update) n
1703 for C
32-bit
Systems
Microsof 4025342 Remote
t Edge (Securit L Code Base: 4.20
Critical . 4022725 Temporal: 3.80 Yes
on y Executio Vector:
Windows |[Update) n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8605

10 CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Version C
1703 for
x64—
based
Systems
Microsof
B 3.1
t Edge  [1025339 Remote ase: 3. 10
N (s it Cod Temporal: 2. 80
r
;ind o ModerateEO euti 4022715 Vector: Yes
ows xecutio

Y CVSS:3.0/AV:N/AC:H/PR:H/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Server  |Update) n e
2016
CVE-2017-8606 — Scripting Engine Memory Corruption Vulnerability

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity 2
. Impact
Rating
CVE- : .. . . .
CVE Title: Scripting Engine Memory Corruption Vulnerability Remote Code

2017- D L otion: Moderate Executi
8606 escription: xecution
@z B 2017 http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

MITRE
NVD

A remote code execution vulnerability exists in the way JavaScript engines
render when handling objects in memory in Microsoft browsers. The vulnerability
could corrupt memory in such a way that an attacker could execute arbitrary
code in the context of the current user. An attacker who successfully exploited
the vulnerability could gain the same user rights as the current user. If the
current user is logged on with administrative user rights, an attacker who
successfully exploited the vulnerability could take control of an affected
system. An attacker could then install programs; view, change, or delete data;
or create new accounts with full user rights.

In a web—based attack scenario, an attacker could host a specially crafted
website designed to exploit the vulnerability through a Microsoft browser and
then convince a user to view the website. An attacker could also embed an
ActiveX control marked “safe for initialization” in an application or Microsoft
Office document that hosts the browser rendering engine. The attacker could
also take advantage of compromised websites and websites that accept or host
user—provided content or advertisements. These websites could contain specially
crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how Microsoft
browser JavaScript scripting engines handle objects in memory.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8606
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8606

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

AQ:

one

itigations:
None
Workarounds:
None
Revision:
1.0

2017-07-11T07:00:00

Information published.

Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8606

Product

KB Article v

Severit

Impact

Supersedenc

CVSS Score Set

Restart
Require
d

Internet

Explorer
10 on

4025331
(Monthly
Rollup)

Moderat

Remote
Code

4022724
4021558

Base: 3.10
Temporal: 2. 80

Vector:

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331

CVE-2017-8606

Windows 4025252 Executio CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
Server (TE n :C
2012 Cumulative
)
Internet
Explorer Base: 4. 20
Remote
11 on 4025338 oo Temporal: 3.80
. ) Critica [Code
Windows |(Security b " 4022727 Vector: Yes
xecutio
10 for [Update) ) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
32-bit :C
Systems
Internet
fiplorer - Base: 4.20
n m
. © 41025338 . emote Temporal: 3. 80
Windows ) Critica |Code
{0 for (Security Exocuti 4022727 Vector: Yes
0 xecutio
61 Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC
x64- n
:C
based
Systems
T R
E“tirnet H025344 | Cezote Rase: 4.20
xplorer ritica [Code
b (Security . 4022714 Temporal : 3. 80 Yes
11 on Executio
. Update) Vector:
Windows n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8606

10 CVSS:3. 0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
Version :C
1511 for
32-bit
Systems
Internet
Explorer
11 on
WinZows Remote Base: 4.20
10 41025344 Critica Code Temporal: 3. 80
ersion (Security Exocutio 4022714 Vector: Yes
511 for Update) 5 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC
x64- ¢
based
Systems
Internet
Explorer Base: 4. 20
11 on 1025339 . [emote Temporal: 3.80
i i Critica |Code
Windows |(Security Executio 4022715 Vector: Yes
10 Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
Version " :C
1607 for
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8606

32-bit
Systems
Internet
Explorer
11 on
Windows Remote Base: 4.20
10 4025339 Critica Code Temporal: 3.80
ersion (Security oot io 4022715 Vector: Yes
Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC
1607 for n C
x64- '
based
Systems
Internet
Explorer
11 on Remote Base: 4.20
Windows 4025342 L Temporal: 3. 80
: Critica |Code
10 (Security Exocutio 4022725 Vector: Yes
Version |Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/T1:L/A:N/E:P/RL:0/RC
1703 for " C
32-bit
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8606

Internet
Explorer
11 on
Windows Remote Base: 4.20
10 4025342 Critica Code Temporal: 3.80
ersion (Security Exocutio 4022725 Vector: Yes
Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC
1703 for n C
x64- '
based
Systems
Internet
Explorer
on 095950 Remote Base: 4.20
Windows (IF Critica Code Temporal: 3. 80
7 for Cunulative |1 Fxecutio 4021558 Vector: Yes
32-bit . CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
Systems :C
Service
Pack 1
Internet [4025252 Remote
Explorer |(IE Critica Code Base: 4.20
. . 4021558 Temporal: 3. 80 Yes
11 on Cumulative |1 Executio
_ Vector:
Windows ) n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8606

7 for CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
x64— :C
based
Systems
Service
Pack 1
Internet 4025336
Explorer |(Monthly Remote Base: 4.20
1? on Rollup) Critics Code 1099796 Temporal : 3.80
Windows 4025252 ) Executio 4021558 Vector: Yes
8.1 for |(IE ) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
32-bit Cumulative :C
systems |
et s
b (Monthly Base: 4.20
11 on Rol1up) Remote T 1: 380
Windows | . .0 Critica Code 4022726 emporat: o
8.1 for | 007 Exccutio 4021558 Vector: fes
Xé4_ (IE CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC
Cumulative " :C
based
)
systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8606

Internet Remoto Base: 4. 20
Explorer 4025336 L Temporal: 3. 80
Critica [Code
11 on (Monthly | NN 4022726 Vector: Yes
Windows Rollup) 5 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC
RT 8.1 :C
Internet
Explorer
11 on
Windows 1025259 Remote Base: 3.10
Server (IE Moderat Cod Temporal: 2.80
2008 k2 | eo era Ezeiutio 4021558 Vector: Yes
for x64- \ CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
based " :C
Systems
Service
Pack 1
Internet
B . 3.10
Explorer [4025252 Remote ase
Temporal: 2.80
11 on (1IE Moderat Code
Wind Cumulativ Executio | 0210%8 Vector: Yes
o OXS : °r 5 eettio CVSS:3. 0/AV:N/AC:H/PR:H/UL:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC
erve
2012 R2 ¢
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8606

éth22ZE Remote Base: 3.10
llpon 1025339 | [ Temporal: 2. 80
i (Security . 4022715 Vector: Yes
Windows Executio
Server Update) 5 CVSS:3.0/AV:N/AC:H/PR:H/UT:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC
2016 ¢
Internet
Explorer
9 on
Windows [4025252 Remote Base: 3.10
Temporal: 2.80
Server (1IE Moderat Code
2008 for (Cumulative |e Executio 1021558 Vector: Yes
39-bit | v ) CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
:C
Systems
Service
Pack 2
Internet
Explorer 1025252 Remote Base: 3.10
9 on (IF Moderat Cod Temporal: 2. 80
Windows | odera Ez euti 4021558 Vector: Yes
Server | °r 5 eettio CVSS:3. 0/AV:N/AC:H/PR:H/UL:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC
2008 for :C
x64-

ez A 2017

http://www. nsfocus. com



https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8606

based
Systems
Service
Pack 2
Microsof
t Edge Base: 4. 20
Remote
on 4025338 oo Temporal: 3.80
. ) Critica [Code
Windows |(Security b " 4022727 Vector: Yes
xecutio
10 for [Update) ) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
32-bit :C
Systems
Microsof
t Bdge - Base: 4.20
n m
O, 41025338 . emote Temporal: 3. 80
Windows ) Critica |Code
{0 for (Security Exocuti 4022727 Vector: Yes
0 xecutio
61 Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC
x64- n
:C
based
Systems
Mi f R
tlgzoso H025344 | Cezote Rase: 4.20
e ritica [Code
& (Security . 4022714 Temporal : 3. 80 Yes
on Executio
. Update) Vector:
Windows n
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CVE-2017-8606

10 CVSS:3. 0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
Version :C
1511 for
32-bit
Systems
Microsof
t Edge

n
;indows Remote Base: 4.20
10 4025344 Critica Code Temporal: 3.80
ersion (Security Exocutio 4022714 Vector: Yes
511 for Update) 5 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC
x64- ¢
based
Systems
Microsof
t Edge Base: 4. 20

Remote

on 4025339 L Temporal: 3. 80

i i Critica |Code
Windows |(Security Executio 4022715 Vector: Yes
10 Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
Version " :C

1607 for
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CVE-2017-8606

32-bit
Systems
Microsof
t Edge
on
Windows Remote Base: 4.20
10 4025339 Critica Code Temporal: 3.80
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8606
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8607 — Scripting Engine Memory Corruption Vulnerability

In a web—based attack scenario, an attacker could host a specially crafted
website designed to exploit the vulnerability through a Microsoft browser and
then convince a user to view the website. An attacker could also embed an
ActiveX control marked “safe for initialization” in an application or Microsoft
Office document that hosts the browser rendering engine. The attacker could
also take advantage of compromised websites and websites that accept or host

Maximum 1
CVE ID Vulnerability Description Severity Vulnerability
] Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way JavaScript engines
render when handling objects in memory in Microsoft browsers. The vulnerability
could corrupt memory in such a way that an attacker could execute arbitrary
code in the context of the current user. An attacker who successfully exploited
CVE—  the vulnerability could gain the same user rights as the current user. If the
2017— lcurrent user is logged on with administrative user rights, an attacker who
3607 successfully exploited the vulnerability could take control of an affected Critical Remote Code
WITRE system. An attacker could then install programs; view, change, or delete data; Execution
NVD or create new accounts with full user rights.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8607
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8607

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

crafted content that could exploit the vulnerability.

browser JavaScript scripting engines handle objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

user—provided content or advertisements. These websites could contain specially

The security update addresses the vulnerability by modifying how Microsoft

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-8607

Severit Supersedenc Restart
Product KB Article Impact P CVSS Score Set Require
y d
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(Monthly Base: 3.10
Explorer Remote
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. ) Critica |Code
Windows |(Security Exocuti 4022727 Vector: Yes
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éntir“et oot Base: 4.20
rer m
1’1‘p OTeT 14025338 A Ce do ¢ Temporal : 3. 80
on ritica (Code
. (Security . 14022727 Vector: Yes
Windows Executio
10 ¢ Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
or n
:C
x64—
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8607
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Windows 4025344 oo Temporal: 3.80
: Critica (Code
10 (Security | oot io 4022714 Vector: Yes
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1511 for " :C
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Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8607
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Windows n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8607
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1703 for n .

x64- '

based

Systems

Internet

Explorer 1025252 Remote Base: 4. 20

11 on (IE Critica Code Temporal: 3. 80

Windows Cumulative |1 Fxecutio 4021558 Vector: Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8607
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8607
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336

CVE-2017-8607
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8607
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based ¢
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8607
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8607
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8607
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n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8608 — Scripting Engine Memory Corruption Vulnerability

In a web—based attack scenario, an attacker could host a specially crafted
website designed to exploit the vulnerability through a Microsoft browser and
then convince a user to view the website. An attacker could also embed an
ActiveX control marked “safe for initialization” in an application or Microsoft
Office document that hosts the browser rendering engine. The attacker could
also take advantage of compromised websites and websites that accept or host

Maximum 1
CVE ID Vulnerability Description Severity Vulnerability
] Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way JavaScript engines
render when handling objects in memory in Microsoft browsers. The vulnerability
could corrupt memory in such a way that an attacker could execute arbitrary
code in the context of the current user. An attacker who successfully exploited
CVE—  the vulnerability could gain the same user rights as the current user. If the
2017— lcurrent user is logged on with administrative user rights, an attacker who
3608 successfully exploited the vulnerability could take control of an affected Critical Remote Code
WITRE system. An attacker could then install programs; view, change, or delete data; Execution
NVD or create new accounts with full user rights.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8608
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8608

CVE ID Vulnerability Description

Maximum
Severity
Rating

Vulnerability
Impact

crafted content that could exploit the vulnerability.

browser JavaScript scripting engines handle objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.

user—provided content or advertisements. These websites could contain specially

The security update addresses the vulnerability by modifying how Microsoft

Affected Software

The following tables list the affected software details for the vulnerability.
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CVE-2017-8608

Severit Supersedenc Restart
Product KB Article Impact P CVSS Score Set Require
y d
Int . 4025331
nterne
(Monthly Base: 6. 40
Explorer Remote
Rollup) Temporal: 5.80
10 on Moderat Code 4022724
Wind 4025252 Fxecutio 4021558 Vector: Yes
owSs xecutio
(1IE CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC
Server Cumulative " :C
2012 '
)
Internet
Explorer Base: 7.50
Remote
11 on 4025338 . Temporal: 6. 70
. ) Critica |Code
Windows |(Security Exocuti 4022727 Vector: Yes
xecutio
10 for |Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/T1:H/A:H/E:P/RL:0/RC
32-bit . 0
Systems
Int t
E“ irier oot Base: 7.50
X
1 1p OTeT 14025338 A Ce do ¢ Temporal: 6. 70
on ritica |Code
. (Security . 14022727 Vector: Yes
Windows Executio
10 f Update) CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC
or n
:C
x64—
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025331
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8608

based
Systems
Internet
Explorer
11 on Remote Base: 7.50
Windows 4025344 oo Temporal: 6.70
: Critica (Code
10 (Security | oot io 4022714 Vector: Yes
Version |[Update) CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC
1511 for " :C
32-bit
Systems
Internet
Explorer
11 on
WinZows Remote Base: T.50
10 4025344 Critica Code Temporal: 6. 70
Version (Security Exocutio 4022714 Vector: Yes
511 for Update) 5 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC
x64- ¢
based
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8608

Internet
Explorer
11 on Remote Base: 7.50
Windows 4025339 L. Temporal: 6. 70
: Critica |Code

10 (Security Exocutio 4022715 Vector: Yes
Version |[pdate) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/T1:H/A:H/E:P/RL:0/RC
1607 for " :C
32-bit
Systems
Internet
Explorer
11 on
Windows Remote Base: 7.50
10 4025339 Critica Code Temporal: 6.70
N ersion (Security oot io 4022715 Vector: Yes
1607 for Update) ) CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC
64— ¢
based
Systems
Internet Remote
Explorer Uz Critica Code Base: 7.50

(Security . 14022725 Temporal: 6.70 Yes
11 on Executio

. Update) Vector:

Windows n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8608

10 CVSS:3. 0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC

Version :C

1703 for

32-bit

Systems

Internet

Explorer

11 on

WinZows Remote Base: .50

10 4025342 Critica Code Temporal: 6.70

ersion (Security Exocutio 4022725 Vector: Yes
Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC

1703 for n .

x64- '

based

Systems

Internet [4025336

Explorer |(Monthly Base: 7.50

11 on Rollup) o Remote Temporal: 6.70

i Critica |Code 4022726

Windows 4025252 ) Fxecutio 4021558 Vector: Yes

8.1 for |(IE CVSS:3. 0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC

32-bit  [Cumulative " C

systems |
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8608

éntiriei 1025336
xplore
b (Monthly Base: 7.50
11 on Remote
_ Rollup) . Temporal: 6.70
Windows Critica [Code 4022726
8 1 for 4025252 ) Fxecutio 4021558 Vector: Yes
. 0 xecutio
64 (1IE ) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC
64—
lati :
based Cumulative C
systems
Internet Remot Base: 7.50
emote
Explorer 4025336 L Temporal: 6.70
Critica |Code
11 on (Monthly Exocuti 4022726 Vector: Yes
xecutio
Windows Rollup) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:H/T1:H/A:H/E:P/RL:0/RC
RT 8.1 g -
Internet 41025336
erne
(Monthly Base: 6.40
Explorer Remote
Rollup) Temporal : 5.80
11 on Moderat Code 4022726
Wind 4025252 Fxecutio 4021558 Vector: Yes
ows e xecutio
Server (IE CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC
erve ) n
9012 R2 Sumulatlve :C
Internet 4025339 Voderat Remot Base: 6.40
odera emote
Explorer |(Security 4022715 Temporal: 5. 80 Yes
Code
11 on Update) Vector:
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025336
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8608

Windows Executio CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC
Server n :C
2016
Internet
Explorer
9 on
Windows 11025252 Remote Base: 6.40
Temporal: 5. 80
Server (IE Moderat Code
2008 for (Cumulative |e Executio 4021558 Vector: Yes
39-bit | ) CVSS:3.0/AV:N/AC:H/PR:H/UT:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC
:C
Systems
Service
Pack 2
Internet
Explorer
O on 095252 Remote Base: 6.40
Windows (IE Moderat Code Temporal : 5. 80
Server Cunulative le Executio 4021558 Vector: Yes
2008 for \ CVSS:3.0/AV:N/AC:H/PR:H/UI:R/S:U/C:H/1:H/A:H/E:P/RL:0/RC
x64- " :C
based
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025252

CVE-2017-8608

Service
Pack 2
Microsof
t Edge Base: 4. 20
Remote
on 4025338 L Temporal: 3. 80
. ) Critica [Code
Windows |(Security oot io 4022727 Vector: Yes
X
10 for [pdate) ) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC
32-bit :C
Systems
Microsof
t Bdge - Base: 4.20
m
0? 4025338 o emote Temporal: 3. 80
Windows ) Critica |Code
10 £ (Security oot io 4022727 Vector: Yes
or X
61 Update) ) CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
64—
:C
based
Systems
f1;Z°S°f oot Base: 4.20
m
8¢ 14025344 - Cedo © Temporal: 3. 80
n
of (Security ca o 4022714 Vector: Yes
Windows Executio
10 Update) CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
n
:C
Version
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8608

1511 for
32-bit
Systems
Microsof
t Edge
on
Windows Remote Base: 4.20
10 1025344 Critica Code Temporal: 3.80
ersion (Security e octio 4022714 Vector: Yes
1511 for Update) ) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC
x64- ¢
based
Systems
Microsof
t Edge
on Remote Base: 4.20
Windows 4025339 L Temporal: 3. 80
: Critica |Code
10 (Security Exocutio 4022715 Vector: Yes
Version |[Ipdate) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
1607 for " :C
32-bit
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8608

Microsof
t Edge
on
Windows Remote Base: 4.20
10 4025339 Critica Code Temporal: 3.80
ersion (Security Exocutio 4022715 Vector: Yes

Update) CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC
1607 for n C
x64- '
based
Systems
Microsof
t Edge
on Remote Base: 4.20
Windows 4025342 o Temporal: 3. 80

: Critica (Code

10 (Security oot io 4022725 Vector: Yes
Version |Ipdate) CVSS:3.0/AV:N/AC:H/PR:N/UIL:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
1703 for " :C
32-bit
Systems
Microsof Remote
¢ Edge 1025342 Critica (Code Base: 4. 20

(Security . 14022725 Temporal: 3.80 Yes
on Executio

. Update) Vector:

Windows n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8608

10 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
Version :C
1703 for
x64—
based
Systems
Microsof
t Edge Remote Base: 4.20
on 41025339 Moderat Code Temporal: 3.80
, (Security . 4022715 Vector: Yes
Windows Executio
Server Update) ) CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC
2016 ¢

CVE-2017-8609 — Scripting Engine Memory Corruption Vulnerability

Maximun Vulnerabilit

CVE ID Vulnerability Description Severity 2
. Impact

Rating

CVE- . .. . . o
CVE Title: Scripting Engine Memory Corruption Vulnerability Remote Code

2017- D L otion: Moderate Executi
8609 escription: xecution
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

MITRE
NVD

A remote code execution vulnerability exists in the way that the Scripting
Engine renders when handling objects in memory in Microsoft browsers. The
vulnerability could corrupt memory in such a way that an attacker could execute
arbitrary code in the context of the current user.

In a web-based attack scenario, an attacker could host a specially crafted
website that is designed to exploit the vulnerability through Internet Explorer
or Microsoft Edge and then convince a user to view the website. An attacker
could also embed an ActiveX control marked “safe for initialization” in an
application or Microsoft Office document that hosts the scripting rendering
engine. The attacker could also take advantage of compromised websites, and
websites that accept or host user—provided content or advertisements. These
websites could contain specially crafted content that could exploit the
vulnerabilities.

The security update addresses the vulnerability by modifying how the Scripting
Engine handles objects in memory.

FAQ:
None
Mitigations:
None
Workarounds:
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8609
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8609

Ve imun Vulnerabilit
CVE ID Vulnerability Description Severity L/
] Impact
Rating

None

Revision:

1.0 2017-07-11T07:00:00 Information published.
Affected Software
The following tables list the affected software details for the vulnerability.
CVE-2017-8609

Severit Supersedenc Restart
Product . Impact P CVSS Score Set Require
Article y
d
Microsof
t Bdge 105338 Remote Base: 4.20
on (s N Cod Temporal: 3.80
Windows cent CriticalEo euti 4022727 Vector: Yes
xecutio
10 for | CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/I:L/A:N/E:P/RL:0/RC:
. Update) n

32-bit C
Systems
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338

CVE-2017-8609

Microsof
t Edge
on 4025338 Remote Base: 4.20
Wind (Securit Cod Temporal: 3.80
ows - iee Critical o 0C 4022727 Vector: Yes
10 for \4 Executio
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
x64- Update) n e
based
Systems
Microsof
t Edge
on 1025344 Remote Base: 4.20
Windows (s it Cod Temporal: 3.80
10 cen CriticalEoeiutio 4022714 Vector: Yes
X
Version Update) CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
1511 for | ° " C
32-bit
Systems
Microsof
B : 4. 20
t Edge  |4025344 Remote ase
n (Securit Code Temporal: 3. 80
;. ; Critical " . 4022714 Vector: Yes
in xecuti
oSy eetto CVSS:3. 0/AV:N/AC:H/PR:N/UL:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC:
10 Update) n
. C
Version
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8609

1511 for
x64-
based
Systems

Microsof
t Edge
on
Windows
10
Version
1607 for
32-bit
Systems

4025339
(Securit

Update)

Critical

Remote
Code
Executio
n

4022715

Base: 4.20

Temporal: 3.80

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
C

Yes

Microsof
t Edge
on
Windows
10
Version
1607 for
x64-
based
Systems

4025339
(Securit

Yy
Update)

Critical

Remote
Code
Executio
n

4022715

Base: 4.20

Temporal: 3.80

Vector:
CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
C

Yes
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8609

Microsof
t Edge
on 1025342 Remote Base: 4.20
Windows (Securit Code Temporal: 3.80
10 CriticalExecutio 4022725 Vector: Yes
Version CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Update) n
1703 for C
32-bit
Systems
Microsof
t Edge
on
Windows 1025342 Remote Base: 4.20
10 (Securit |, . . {Code Temporal: 3. 80
Version |y CrltlcalExecutio 4022725 Vector: Yes
CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/T:L/A:N/E:P/RL:0/RC:
1703 for |Update) n -
x64-
based
Systems
Microsof 4025339 Remote
t Edge (Securit Code Base: 4.20
Moderate . 4022715 Temporal: 3.80 Yes
on y Executio Vector:
Windows |[Update) n
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8609

Server

2016

‘ ‘ ‘ ‘ ‘CVSS:S.O/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:L/A:N/E:P/RL:O/RC:
C

CVE-2017-8610 — Scripting Engine Memory Corruption Vulnerability

install programs: view, change, or delete data; or create new accounts with
full user rights.

In a web-based attack scenario, an attacker could host a specially crafted

website that is designed to exploit the vulnerability through Microsoft Edge

Maximum P 1
CVE ID Vulnerability Description Severity Vulnerability
. Impact
Rating
CVE Title: Scripting Engine Memory Corruption Vulnerability
Description:
A remote code execution vulnerability exists in the way Microsoft Edge handles
objects in memory. The vulnerability could corrupt memory in such a way that an
CVE-  attacker could execute arbitrary code in the context of the current user. An
2017- attacker who successfully exploited the vulnerability could gain the same user
8610 rishts as the current user. If the current user is logged on with Critical Remote Code
\1Trp  administrative user rights, an attacker who successfully exploited the Execution
NVD vulnerability could take control of an affected system. An attacker could then
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8610
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8610

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

and then convince a user to view the website. In addition, an attacker could
embed an ActiveX control marked “safe for initialization” in an application or
Microsoft Office document that hosts the browser rendering engine. Finally,
the attacker could take advantage of compromised websites, and websites that
accept or host user—provided content or advertisements. These websites could
contain specially crafted content that could exploit the vulnerability.

The security update addresses the vulnerability by modifying how Microsoft Edge
handles objects in memory.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8610

kB Severit Supersedenc Restart

Product ) Impact P CVSS Score Set Require
Article y

d

Microsof

t Edge

on 1025342 Remote Base: 4.20

Windows (s " Cod Temporal: 3. 80

10 S eritical Eoeiutio 4022725 Vector: Yes

X

Version CVSS:3.0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
Update) n

1703 for C

32-bit

Systems

Microsof

t Ed B 4,20

8 1025342 Remote ase
on (Securit Cod Temporal: 3.80
Windows | Critical EO euti 4022725 Vector: Yes
X
10 ’ eetto CVSS:3. 0/AV:N/AC:H/PR:N/UT:R/S:U/C:L/1:L/A:N/E:P/RL:0/RC:
. Update) n

Version C

1703 for
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342

CVE-2017-8610

x64-
based
Systems

CVE-2017-8611 — Microsoft Edge Spoofing Vulnerability

NVD To exploit the vulnerability, the user must click a specially crafted URL. In an
email attack scenario, an attacker could send an email message containing the
specially crafted URL to the user in an attempt to convince the user to click
it.

Maximun Vulnerabilit
CVE ID Vulnerability Description Severity 2
] Impact
Rating
CVE Title: Microsoft Edge Spoofing Vulnerability
Description:
A spoofing vulnerability exists when Microsoft Edge does not properly parse HTTP
CVE- content. An attacker who successfully exploited this vulnerability could trick a
9017 user by redirecting the user to a specially crafted website. The specially
crafted website could either spoof content or serve as a pivot to chain an )
8611 ) o ) ) Moderate Spoofing
\TTRE attack with other vulnerabilities in web services.
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-8611
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2017-8611

CVE ID

Vulnerability Description

Max imum
Severity
Rating

Vulnerability
Impact

In a web—based attack scenario, an attacker could host a specially crafted
website designed to appear as a legitimate website to the user. However, the
attacker would have no way to force the user to visit the specially crafted
website. The attacker would have to convince the user to visit the specially
crafted website, typically by way of enticement in an email or instant message,
and then convince the user to interact with content on the website.

The update addresses the vulnerability by correcting how Microsoft Edge parses
HTTP responses.

FAQ:

None

Mitigations:

None

Workarounds:

None

Revision:

1.0 2017-07-11T07:00:00 Information published.
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Affected Software

The following tables list the affected software details for the vulnerability.

CVE-2017-8611

Restart
Product ity |l t d Cv t
roduc Article Severity Impac Supersedence CVSS Score Se Required
Microsoft
iiiz o 1020398 ?ase:r4i303 90
OWS emporal : 3.
(Security Moderate Spoofing 4022727 b Yes
10 for Update) Vector:
ate
32-bit b CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:U/C:N/1:L/A:N/E:P/RL:0/RC:C
Systems
Microsoft
ﬁﬁiz o 1020398 ?ase:r4i303 90
OWS emporal : 3.
(Security Moderate Spoofing 4022727 b Yes
10 for Update) Vector:
ate
x64-based b CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/1:L/A:N/E:P/RL:0/RC:C
Systems
Microsoft
B : 4.30
Edge on  |4025344 ase
. . . Temporal: 3.90
Windows |(SecurityModerate Spoofing 4022714 Vet Yes
ector:
10 Updat
. pdate) CVSS:3. 0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/T:L/A:N/E:P/RL:0/RC:C
Version
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025338
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344

CVE-2017-8611

1511 for
32-bit
Systems
Microsoft
Edge on
i
. (Security Moderate Spoofing 4022714 T Yes
Version Update) Vector:
1511 for CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/T:L/A:N/E:P/RL:0/RC:C
x64-based
Systems
Microsoft
Edge on
S
. (Security Moderate Spoofing 4022715 o Yes
Version Update) Vector:
1607 for CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/T:L/A:N/E:P/RL:0/RC:C
32-bit
Systems
Microsoft Base: 4. 30
Edge on 1025559 Temporal: 3.90
. (Security Moderate Spoofing 4022715 Yes
Windows Update) Vector:
10 CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/T:L/A:N/E:P/RL:0/RC:C
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025344
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8611

Version
1607 for
x64-based
Systems
Microsoft
Edge on
R

. (Security Moderate Spoofing 4022725 T Yes
Version Update) Vector:
1703 for CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/T:L/A:N/E:P/RL:0/RC:C
32-bit
Systems
Microsoft
Edge on
R

. (Security Moderate Spoofing 4022725 o Yes
Version Update) Vector:
1703 for CVSS:3.0/AV:N/AC:L/PR:N/UT:R/S:U/C:N/T:L/A:N/E:P/RL:0/RC:C
x64-based
Systems
Microsoft 4025339

) . Base: 4. 30
Edge on |(Security Low Spoofing 4022715 Yes
. Temporal: 3.90

Windows [pdate)
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025342
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025339

CVE-2017-8611

Server
2016

ector:
‘ ‘ ‘ ‘ EVSS:B.O/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:L/A:N/E:P/RL:O/RC:C

ADV170009 - July Flash Security Update

Maximum
CVE ID  Vulnerability Description Severit [Vulnerabili
y ty Impact
Rating
CVE Title: July Flash Security Update
Description:
This security update addresses the following vulnerabilities, which are described in
Adobe Security Bulletin APSB17-21: CVE-2017-3099, CVE-2017-3080, CVE-2017-3100
ADV17000 FAQ:
9 How could an attacker exploit these vulnerabilities? Critica Remote Code
MITRE In a web—based attack scenario where the user is using Internet Explorer for the 1 Execution
NVD desktop, an attacker could host a specially crafted website that is designed to
exploit any of these vulnerabilities through Internet Explorer and then convince a
user to view the website. An attacker could also embed an ActiveX control marked
“"safe for initialization” in an application or Microsoft Office document that hosts
the IE rendering engine. The attacker could also take advantage of compromised
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http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=ADV170009
https://web.nvd.nist.gov/view/vuln/detail?vulnId=ADV170009
http://helpx.adobe.com/security/products/flash-player/apsb17-21.html

CVE ID

Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

websites and websites that accept or host user—provided content or advertisements.
These websites could contain specially crafted content that could exploit any of
these vulnerabilities. In all cases, however, an attacker would have no way to force
users to view the attacker—controlled content. Instead, an attacker would have to
convince users to take action, typically by clicking a link in an email message or in
an Instant Messenger message that takes users to the attacker’s website, or by
opening an attachment sent through email.

In a web—based attack scenario where the user is using Internet Explorer in the
Windows 8-style UI, an attacker would first need to compromise a website already
listed in the Compatibility View (CV) list. An attacker could then host a website
that contains specially crafted Flash content designed to exploit any of these
vulnerabilities through Internet Explorer and then convince a user to view the
website. An attacker would have no way to force users to view the attacker—-controlled
content. Instead, an attacker would have to convince users to take action, typically
by clicking a link in an email message or in an Instant Messenger message that takes
users to the attacker’s website, or by opening an attachment sent through email. For
more information about Internet Explorer and the CV List, please see the MSDN
Article, Developer Guidance for websites with content for Adobe Flash Player in
Windows 8.

@z B 2017 http://www. nsfocus. com



https://msdn.microsoft.com/library/ie/jj193557%28v=vs.85%29.aspx
https://msdn.microsoft.com/library/ie/jj193557%28v=vs.85%29.aspx

CVE ID | Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

Mitigations:

Workarounds:

Workaround refers to a setting or configuration change that would help block known
attack vectors before you apply the update.

e Prevent Adobe Flash Player from running

You can disable attempts to instantiate Adobe Flash Player in Internet Explorer
and other applications that honor the kill bit feature, such as Office 2007 and
Office 2010, by setting the kill bit for the control in the registry.

Warning If you use Registry Editor incorrectly, you may cause serious problems
that may require you to reinstall your operating system. Microsoft cannot
guarantee that you can solve problems that result from using Registry Editor
incorrectly. Use Registry Editor at your own risk.

To set the kill bit for the control in the registry, perform the following
steps:
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CVE ID | Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

1. Paste the following into a text file and save it with the .reg file

extension.

Copy

Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Internet Explorer\ActiveX
Compatibility\ {D27CDB6E-AE6D-11CF-96B8-444553540000} ]
“Compatibility Flags”=dword:00000400

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet
Explorer\ActiveX Compatibility\ {D27CDB6E-AE6D-11CF-96B8-444553540000} ]
“Compatibility Flags”=dword: 00000400

. Double—click the .reg file to apply it to an individual system.

You can also apply this workaround across domains by using Group Policy.

For more information about Group Policy, see the TechNet article, Group
Policy collection.

ez A 2017
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http://go.microsoft.com/fwlink/?LinkID=215719
http://go.microsoft.com/fwlink/?LinkID=215719

CVE ID | Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

Note You must restart Internet Explorer for your changes to take effect.

Impact of workaround. There is no impact as long as the object is not intended
to be used in Internet Explorer.

How to undo the workaround. Delete the registry keys that were added in
implementing this workaround.

Prevent Adobe Flash Player from running in Internet Explorer through Group
Policy

Note The Group Policy MMC snap—in can be used to set policy for a machine, for
an organizational unit, or for an entire domain. For more information about
Group Policy, visit the following Microsoft Web sites:

Group Policy Overview
What is Group Policy Object Editor?

Core Group Policy tools and settings

ez A 2017
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https://technet.microsoft.com/library/hh831791
https://technet.microsoft.com/library/cc737816%28v=ws.10%29.aspx
https://technet.microsoft.com/library/cc784165%28v=ws.10%29.aspx

CVE ID | Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

To disable Adobe Flash Player in Internet Explorer through Group Policy,
perform the following steps:

Note This workaround does not prevent Flash from being invoked from other
applications, such as Microsoft Office 2007 or Microsoft Office 2010.

. Open the Group Policy Management Console and configure the console to

work with the appropriate Group Policy object, such as local machine, OU,
or domain GPO.

. Navigate to the following node:

Administrative Templates —> Windows Components —> Internet Explorer ->
Security Features —> Add-on Management

. Double-click Turn off Adobe Flash in Internet Explorer and prevent

applications from using Internet Explorer technology to instantiate Flash
objects.

. Change the setting to Enabled.
. Click Apply and then click OK to return to the Group Policy Management

Console.

ez A 2017
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CVE ID

Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

6. Refresh Group Policy on all systems or wait for the next scheduled Group
Policy refresh interval for the settings to take effect.

Prevent Adobe Flash Player from running in Office 2010 on affected systems

Note This workaround does not prevent Adobe Flash Player from running in
Internet Explorer.

Warning If you use Registry Editor incorrectly, you may cause serious problems
that may require you to reinstall your operating system. Microsoft cannot
guarantee that you can solve problems that result from using Registry Editor
incorrectly. Use Registry Editor at your own risk.

For detailed steps that you can use to prevent a control from running in
Internet Explorer, see Microsoft Knowledge Base Article 240797. Follow the
Steps in the article to create a Compatibility Flags value in the registry to
prevent a COM object from being instantiated in Internet Explorer.

ez A 2017
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https://technet.microsoft.com/en-us/library/cc179076.aspx#disablecontrols

CVE ID | Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

1.

2.
3.

To disable Adobe Flash Player in Office 2010 only, set the kill bit for the
ActiveX control for Adobe Flash Player in the registry using the following
steps:

Create a text file named Disable Flash.reg with the following contents:

Copy

Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Office\Common\COM\Compatibility\{D
27CDB6E-AE6D-11CF-96B8-444553540000} ]
“Compatibility Flags”=dword:00000400

Double-click the .reg file to apply it to an individual system.
Note You must restart Internet Explorer for your changes to take effect.

You can also apply this workaround across domains by using Group Policy.
For more information about Group Policy, see the TechNet article, Group
Policy collection.

ez A 2017
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CVE ID | Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

e Prevent ActiveX controls from running in Office 2007 and Office 2010

To disable all ActiveX controls in Microsoft Office 2007 and Microsoft Office
2010, including Adobe Flash Player in Internet Explorer, perform the following
steps:

1. Click File, click Options, click Trust Center, and then click Trust
Center Settings.

2. Click ActiveX Settings in the left-hand pane, and then select Disable all
controls without notifications.

3. Click OK to save your settings.

Impact of workaround. Office documents that use embedded ActiveX controls may
not display as intended.

How to undo the workaround.

To re—enable ActiveX controls in Microsoft Office 2007 and Microsoft Office
2010, perform the following steps:
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CVE ID | Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

4. Click File, click Options, click Trust Center, and then click Trust
Center Settings.

5. Click ActiveX Settings in the left-hand pane, and then deselect Disable
all controls without notifications.

6. Click OK to save your settings.

e Set Internet and Local intranet security zone settings to “High” to block
ActiveX Controls and Active Scripting in these zones

You can help protect against exploitation of these vulnerabilities by changing
your settings for the Internet security zone to block ActiveX controls and
Active Scripting. You can do this by setting your browser security to High.

To raise the browsing security level in Internet Explorer, perform the
following steps:

1. On the Internet Explorer Tools menu, click Internet Options.
2. In the Internet Options dialog box, click the Security tab, and then
click Internet.
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CVE ID

Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

3. Under Security level for this zone, move the slider to High. This sets
the security level for all websites you visit to High.

4. Click Local intranet.

5. Under Security level for this zone, move the slider to High. This sets
the security level for all websites you visit to High.

6. Click OK to accept the changes and return to Internet Explorer.

Note If no slider is visible, click Default Level, and then move the slider to
High.

Note Setting the level to High may cause some websites to work incorrectly. If
you have difficulty using a website after you change this setting, and you are
sure the site is safe to use, you can add that site to your list of trusted
sites. This will allow the site to work correctly even with the security
setting set to High.

Impact of workaround. There are side effects to blocking ActiveX Controls and
Active Scripting. Many websites on the Internet or an intranet use ActiveX or
Active Scripting to provide additional functionality. For example, an online e—
commerce site or banking site may use ActiveX Controls to provide menus,
ordering forms, or even account statements. Blocking ActiveX Controls or Active
Scripting is a global setting that affects all Internet and intranet sites. If
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CVE ID | Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

you do not want to block ActiveX Controls or Active Scripting for such sites,
use the steps outlined in “Add sites that you trust to the Internet Explorer
Trusted sites zone”.

Configure Internet Explorer to prompt before running Active Scripting or to
disable Active Scripting in the Internet and Local intranet security zone

You can help protect against exploitation of these vulnerabilities by changing
your settings to prompt before running Active Scripting or to disable Active
Scripting in the Internet and Local intranet security zone. To do this, perform
the following steps:

In Internet Explorer, click Internet Options on the Tools menu.

Click the Security tab.

Click Internet, and then click Custom Level.

Under Settings, in the Scripting section, under Active Scripting, click
Prompt or Disable, and then click OK.

5. Click Local intranet, and then click Custom Level.

W=
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CVE ID

Vulnerability Description

Maximum
Severit

y
Rating

Vulnerabili
ty Impact

6. Under Settings, in the Scripting section, under Active Scripting, click
Prompt or Disable, and then click OK.
7. Click OK to return to Internet Explorer, and then click OK again.

Note Disabling Active Scripting in the Internet and Local intranet security
zones may cause some websites to work incorrectly. If you have difficulty using
a website after you change this setting, and you are sure the site is safe to
use, you can add that site to your list of trusted sites. This will allow the
site to work correctly.

Impact of workaround. There are side effects to prompting before running
Active Scripting. Many websites that are on the Internet or on an intranet use
Active Scripting to provide additional functionality. For example, an online e-
commerce site or banking site may use Active Scripting to provide menus,
ordering forms, or even account statements. Prompting before running Active
Scripting is a global setting that affects all Internet and intranet sites. You
will be prompted frequently when you enable this workaround. For each prompt,
if you feel you trust the site that you are visiting, click Yes to run Active
Scripting. If you do not want to be prompted for all these sites, use the steps
outlined in ”“Add sites that you trust to the Internet Explorer Trusted sites
zone’ .
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y
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Vulnerabili
ty Impact

e Add sites that you trust to the Internet Explorer Trusted sites zone

After you set Internet Explorer to require a prompt before it runs ActiveX
controls and Active Scripting in the Internet zone and in the Local intranet
zone, you can add sites that you trust to the Internet Explorer Trusted sites
zone. This will allow you to continue to use trusted websites exactly as you do
today, while helping to protect you from this attack on untrusted sites. We
recommend that you add only sites that you trust to the Trusted sites zone.

To do this, perform the following steps:

1. In Internet Explorer, click Tools, click Internet Options, and then click
the Security tab.

2. In the Select a web content zone to specify its current security settings
box, click Trusted Sites, and then click Sites.

3. If you want to add sites that do not require an encrypted channel, click
to clear the Require server verification (https:) for all sites in this
zone check box.
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Severit

y
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Vulnerabili
ty Impact

4. In the Add this website to the zone box, type the URL of a site that you
trust, and then click Add.
5. Repeat these steps for each site that you want to add to the zone.

Note Add any sites that you trust not to take malicious action on your system.
Two sites in particular that you may want to add are

*, windowsupdate. microsoft. com and *. update.microsoft.com. These are the sites
that will host the update, and they require an ActiveX control to install the

6. Click OK two times to accept the changes and return to Internet Explorer.

update.
Revision:
1.0 2017-07-11T07:00:00 Information Published.
Affected Software

The following tables list the affected software details for the vulnerability.
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ADV170009

. . CVSS S Restart
Product KB Article Severity Impact Supersedence core [es ?
Set Required
' 1095376 Base: N/A
Adobe Flash Player on Windows 10 for . L Remote Code Temporal :
) (Security Critical . 4022730 Yes
32-bit Systems Update) Execution N/A
paate Vector: N/A
‘ 1025376 Base: N/A
Adobe Flash Player on Windows 10 for . L. Remote Code Temporal :
(Security Critical . 4022730 Yes
x64-based Systems Update) Execution N/A
paate Vector: N/A
, 4025376 Base: N/A
Adobe Flash Player on Windows 10 (s " Critical Remote Code 1022730 Temporal : .
ecur ca es
Version 1511 for 32-bit Systems Update) ’ Execution N/A
ate
v Vector: N/A
B : N/A
, 1025376 ase: N/
Adobe Flash Player on Windows 10 (s " Critical Remote Code 1022730 Temporal : .
ecur ca es
Version 1511 for x64-based Systems Update) ’ Execution N/A
ate
! Vector: N/A
Base: N/A
, 1025376 ase: N/
Adobe Flash Player on Windows 10 (s " Critical Remote Code 1022730 Temporal : .
ecuri ritica es
Version 1607 for 32-bit Systems v Execution N/A
Update)
Vector: N/A
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376

ADV170009

Update)

. 1025376 Base: N/A
Adobe Flash Player on Windows 10 (Securit Critical Remote Code 1022730 Temporal : .
ecur ca es
Version 1607 for x64-based Systems ’ Execution N/A
Update)
Vector: N/A
| L0057 Base: N/A
Adobe Flash Player on Windows 10 (s " Critical Remote Code 1022730 Temporal : v
uri ritica S
Version 1703 for 32-bit Systems U th ) ’ ¢ Execution N/A ¢
ate
! Vector: N/A
| L0057 Base: N/A
Adobe Flash Player on Windows 10 (s " Critical Remote Code 1022730 Temporal : v
uri ritica S
Version 1703 for x64-based Systems U th ) ’ ¢ Execution N/A ¢
paare Vector: N/A
. 1025376 Base: N/A
Adobe Flash Player on Windows 8.1 . L Remote Code Temporal :
i (Security Critical . 4022730 Yes
for 32-bit systems Update) Execution N/A
paare Vector: N/A
B : N/A
, 1025376 ase: N/
Adobe Flash Player on Windows 8.1 ) L Remote Code Temporal :
(Security Critical . 4022730 Yes
for x64-based systems Update) Execution N/A
ate
! Vector: N/A
4025376
Remote Cod Base: N/A
Adobe Flash Player on Windows RT 8.1 (Security Critical emo e' ode 4022730 ase: N/ Yes
Execution Temporal :
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https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376

ADV170009
N/A
Vector: N/A
' 1095376 Base: N/A
Adobe Flash Player on Windows Server . L Remote Code Temporal :
(Security Critical . 4022730 Yes
2012 Update) Execution N/A
paae Vector: N/A
, 1025376 Base: N/A
Adobe Flash Player on Windows Server . L Remote Code Temporal :
(Security Critical . 4022730 Yes
2012 R2 Update) Execution N/A
paae Vector: N/A
B : N/A
, 1025376 ase: N/
Adobe Flash Player on Windows Server ) o Remote Code Temporal :
(Security Critical . 4022730 Yes
2016 Update) Execution N/A
ate
! Vector: N/A

= B

AN AR IR AT BEAFAE I 2 s i, SRR A Z e A S IR BME M ORESUR . B T8 R 224 A P gt {E
ST A AT ELRR B AR 1 e R ek, B AR AT, SERHA L 2 a2 S S A RUE M ST, RN
XA N T RN IRt e A T, DARIE R e A H e B, ORRAE iR . REsx DRk
BCVF, AMIEEBSEE I % e AT NE, AMFUMER 2 TRk H .

ez A 2017

http://www. nsfocus. com


https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB4025376
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